RIPEMD-160 - Verification of a SPARK/ADA

Implementation

Fabian Immler

April 14, 2026

Abstract

This work presents a verification of an implementation in SPARK/ADA
[1] of the cryptographic hash-function RIPEMD-160. A functional
specification of RIPEMD-160 [2] is given in Isabelle/HOL [3]. Proofs
for the verification conditions generated by the static-analysis toolset of
SPARK certify the functional correctness of the implementation. The
verification conditions are translated to Isabelle/HOL with a modified
version of Victor-0.8.0 [4].

This entry is now obsolete, it is contained as example in the Isabelle
distibution.

1 RIPEMD-160-SPARK

theory RIPEMD-160-SPARK

imports
HOL—-SPARK — Exzamples.F
HOL—SPARK — Examples. Hash
HOL—-SPARK — FExamples. K-L
HOL—SPARK — Examples.K-R
HOL—-SPARK — Examples.R-L
HOL—-SPARK — Examples. Round
HOL—SPARK — Exzamples.R-R
HOL—-SPARK — Examples.S-L
HOL—SPARK — Examples.S-R

begin

This entry is empty, because the verification of rmd is now contained in
the Isabelle distibution.

end
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