Formalizing Neural Networks

Achim D. Brucker Amy Stell

April 10, 2026

Department of Computer Science
University of Exeter
Exeter, UK
{a.brucker,as1343}@exeter.ac.uk


https://orcid.org/0000-0002-6355-1200
https://orcid.org/0000-0003-0714-3269




Abstract

Deep learning, i.e.,, machine learning using neural networks, is used successfully in many applica-
tion areas. Still, their use in safety-critical or security-critical applications is limited, due to the
lack of testing and verification techniques.

We address this problem by formalizing an important class of neural networks, feed-forward neu-
ral networks, in Isabelle/HOL. We present two different approaches of formalizing feed-forward
networks and show their equivalence as well as demonstrate their use in verifying certain safety
and correctness properties of various example. Moreover, we do not only provide a formal model
that allows to reason over feed-forward neural networks, we also provide a datatype package for
Isabelle/HOL that supports importing models from TensorFlow.js.
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1 Introduction

Machine learning (ML) and, in particular, deep learning (DL) is used successfully in many application areas. Still,
their use in safety-critical or security-critical applications is limited, due to the lack of testing and verification
techniques that satisfy the stringent requirements of industrial certification standards such as BS EN 50128 [6]
(safety) or Common Criteria [7] (security) that are required in such applications. On their highest assurance
level, these certification standards require a formal (mathematical) specification of the system, allowing for
a formal verification of the system. Moreover, requirements need to be traceable from their elicitation to the
execution of test cases on the level of the implementation.

As of today, tools and techniques for certifying high-assurance systems rely on the existence of human-
readable program code that can be analyzed, verified, and tested. For systems that are relying on a trained
neural network, such a human-readable representation does not exist.

We address this problem by formalizing an important class of neural networks, feed-forward neural net-
works, in Isabelle/HOL. We present two different approaches of formalizing feed-forward networks and show
their equivalence as well as demonstrate their use in verifying certain safety and correctness properties of
various example. Moreover, we do not only provide a formal model that allows to reason over feed-forward
neural networks, we also provide a datatype package for Isabelle/HOL that supports importing models from
TensorFlow.js.

In more detail, our contributions are:

+ Two different formal models of feed-forward neural networks in Isabelle/HOL:

- The first model (see|Chapter 4) is based on direct graphs and, hence, is very close to the represen-
tation of neural networks in textbooks, e.g., [2].

- The second model (see|Chapter 5) is based on a structure of layers of nodes that share the same
activation function. This model is very close to the representation of modern machine learning
frameworks such as TensorFlow [1]. For this model, we formalized two variants:

* Aversion optimised for execution that is based on list operations (Section 5.2.2). This model
is, usually, also preferred for the verification of a concrete neural network.

* Aversion that is based on vector and matrix operations (Section 5.2.3), which is more suitable
for formal reasoning over the model itself.

Moreover, we formally show the equivalence two layer-based models and show that the digraph
model is as expressive as the layer-based models.

+ A proof of the semantic equivalence of both models (for the subset of models that can be represented
in both models).

- A data type package that supports the automatic encoding of machine learning models trained in Ten-
sorFlow into our formal framework in Isabelle/HOL.

+ A small case studies demonstrating how our formal framework can be used for the verification of safety
and correctness trained neural networks.

The main theories for users of this formalisation are:



For works that build on the formalisation of neural networks as layers (i.e., following the ap-
proach of TensorFlow), where the underlying implementation uses the list data type, the theory

NN_Layers_List_Main (Section 5.2.2) acts as main entry point. For most practical application that
have the aim of verifying properties of neural networks, this is the recommended starting point.

For works that build on the formalisation of neural networks as layers (i.e., following the approach
of TensorFlow), where the underlying implementation uses vector and matrix types, the theory

NN_Layers_Matrix_Main (Section 5.2.3) acts as main entry point.

The theory NN_Layers_List_Main encodes the TensorFlow-style layers on top of the
model using directed graphs.

The theory NN_Layers_Main combiners all three layer-based models. This is mainly useful
for works that focus on meta-level-reasoning, such as proving the equivalence between models or for
developing transformations between the different models.

For works that build on the formalisation of neural networks as directed graphs, the theory

NN_Digraph_Main acts as main entry point.

The theory NN_Main (Chapter 6) combiners all models. This is mainly useful for works that focus on meta-
level-reasoning, such as proving the equivalence between models or for developing transformations
between the different models.

The theory NN_Manual contains a brief description of the top-level Isar commands and proof
methods provided by this AFP entry.

The rest of this document is automatically generated from the formalization in Isabelle/HOL, i.e., all content

is checked by Isabelle. Overall, the structure of this document follows the theory dependencies (see|Figure 1).
A high-level description of this work is published in the proceedings of the International Conference on Formal
Methods (FM 2023) [i5]:

A.D. Brucker and A. Stell. Verifying feedforward neural networks for classification in Isabelle/HOL.
In M. Chechik, J.-P. Katoen, and M. Leucker, editors, Formal Methods (FM 2023). Liibeck, Germany,
2023. ISBN: 978-3-642-38915-3.

A more detailed description, including the presentation of a verfication approach for neural networks and
further examples, is published in the following PhD Thesis [15]:

A. Stell. Trustworthy Machine Learning for High-Assurance Systems. PhD Thesis. University of
Exeter, UK. 2025.
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Figure 1.1: The Dependency Graph of the Isabelle Theories.
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2 Preliminaries

241 Proofs and Definitions that Enrich the Matrix Formalization (2 Matrix_Utils)

theory
Matrix_Utils
imports
Jordan_Normal_Form.Matrix
HOL—Combinatorics.Permutations
begin

This theory provides additional definition and lemmas that are useful when working with vectors and matri-
ces as provided Jordan_Normal_Form.Matrix. Furthermore, this theory contains additional theorems over lists,
in particular of properties of map2 (and,hence, zip.

214 List Properties

lemma map2_to_map_idx_eq:
«length xs = length ys => (mapz2 (x) xs (ys)) = map (A i. xsli * ysli) [0..< length xs]»

(proof)

lemma map2_to_map_idx:
<«(map2 () xs (ys)) = map (A i. xsli * ysli) [0..< min (length xs) (length ys)]>
(proof)
lemma map2_mult_commute:
«map2 (x) (xs::’a::comm_ring list) ys = map2 (x) ys xs»
(proof)

241.2 Vector and Matrix Properties

definition mult_vec_mat :: 'a Matrix.vec = 'a :: semiring_o Matrix.mat = 'a Matrix.vec (infixl ,* 70)
where v ,x A = vec (dim_col A) (A i.colAi-v)

lemma dim_mult_vec_mat: «dim_vec (v ,* A) = dim_col A>

(proof)

lemma index_mult_vec_mat: <i < dim_col A== (v ,* A) $i=colAi-w

(proof)

lemma dim_col_mat_list: <V m € set (mat_to_list M). dim_col M = length m >

(proof)

lemma dim_col_mat_list": <mat_to_list M # [| = dim_col M = length (hd (mat_to_list M))>
(proof)

lemma scalar_prod_list:
<((vec_of_listv) + (vec_of listw)) = (> i€ {o..< lengthw}. vli x wli)»

13



(proof)

lemma dim_col_mat_of_col_list: «dim_col (mat_of_cols_list n As) = length As»
(proof)

lemma dim_row_mat_of_col_list: «dim_row (mat_of_cols_list n As) = n»

(proof)

lemma dim_col_mat_of_row_list: «dim_col (mat_of_rows_list n As) =
(proof)

lemma dim_row_mat_of_row_list: <«dim_row (mat_of_rows_list n As) = length As»

(proof)

lemma vec_of_list_ext: «vec_of_list xs = vec_of_list ys = xs = ys>
(proof)

lemma list_of_vec_ext: <list_of_vec xs = list_of_vec ys = xs = ys»
(proof)

lemma map_if_lam:
<map (A i. if i < nthen P(i) else Q(i)) [0..<n| = map (A i. P(i)) [0..<n]>
(proof)

lemma map_if_lam":
«map (Ni.ifp Ai<nthen (Pi)else (Qi)) [0..<n] =map (\i.if p then (Pi) else (Qi)) [0..<n]>

(proof)

lemma map_if_lam"":
<map (Ai. map (Xia. ifi < nthen Piiaelse Qiia) [0..<m]) [0..<n]
=map (Ai. map (Aia. Piia) [0..<m]) [0..<n]>
(proof)

lemma vec_add_list:
assumes <length v = length w»
shows «list_of_vec ((vec_of_list v) + (vec_of_list w)) = map2 (+) v w»
(proof)

lemma vec_add_list":
assumes <length v = length w»
shows «((vec_of_list v) + (vec_of_list w)) = vec_of_list (map2 (+) v w)>
(proof)

lemma mat_col_list:
assumes < < length As>
and <V a € setAs. V a’ € set As. length a = length a’ A a # [)»
and «d = length (hd As)»
shows «list_of _vec ( col (mat_of_cols_list d As) i ) = As!i>
(proof)

lemma mult_vec_mat_col_list:
assumes <length vs=n»
and <V a € setAs.V a’ € setAs. length a = length a’ A a # [)>
and <length (hd As)=d>

14



and <length As=n»
and «As # [

shows «list_of_vec ((vec_of_list vs) ,* (mat_of_cols_list d As)) = map (Ai. > ia=o..<lengthvs.As!iliaxvs!ia)

[0..<n]>»
(proof)

lemma mult_vec_mat_row_list:
assumes «length vs=d»
and <V a € setAs. ¥ a’ € set As. length a = length a’ A a # []>
and <length (hd As)=d>
and <length As=n»
and «As # [

shows «list_of vec ((vec_of_list vs) ,* (mat_of_rows_list d As)) = map (Ai. Y ia = o..<length vs. map (Aia. As ! ia !

i) [o..<length As] ! ia * vs | ia) [0..<d]»
(proof)

lemma mult_vec_mat_row_list":
assumes <length vs=d»
and <V a € setAs. V a’ € set As. length a = length a’ A a # [)»
and <length (hd As)=d>
and <length As=n»
and «As # [

shows «((vec_of_list vs) ,* (mat_of_rows_list d As)) = vec_of_list (map (Ai. > ia = o..<length vs. map (\ia. As ! ia

1'i) [o..<length As] ! ia x vs ! ia) [0..<d])>
(proof)

lemma col_of_rows_list:
assumes «d = Min (set (map length As))>
and i < d>
shows «list_of_vec (col (mat_of_rows_list d As) i) = map (X as. (asi)) As>

(proof)

lemma col_of_rows._list’:
assumes <V as € set As. length as = d»
and «As # [
shows «(col (mat_of_rows_list d As) i) = vec_of_list (map (X as. (asli)) As)»

(proof)

lemma list_mat: <mat_of_rows_list (dim_col A) (mat_to_list A) = A

(proof)

lemma list_mat_transpose_transpose: «(mat_of_rows_list (dim_col x™') (mat_to_list x))T = x>
(proof)

lemma mat_list:
& r € set(rs). length r = dimc =>mat_to_list (mat_of_rows_list dimc rs) = rs»

(proof)

lemma dim_row_list: «dim_row m = length (mat_to_list m)>

(proof)

lemma dim_col_list: <V ¢ € set (mat_to_list m). length ¢ = dim_col m>
(proof)

15



lemma scalar_prod_sum_list_lv_eq:
assumes same_dim: «dim_vec (x::’a::comm_ring Matrix.vec) = dim_vec y»
shows « - y = sum_list (map2 (x) (list_of_vec x) (list_of_vecy))»

(proof)

lemma scalar_prod_sum_list_vl_eq:
assumes same_dim: <length (x::'a::comm_ring list) = length y>
shows «(vec_of_list x) - (vec_of_listy) = sum_list (map2 (%) xy)»

(proof)
end

2.2 Infrastructure for Importing TensorFlow Models (3 TensorFlow_Import)

theory
TensorFlow_Import
imports
Complex_Main
Nano_JSON.Nano_JSON_Main
keywords
import_TensorFlow :: thy_decl
and as::quasi_command
begin

In this theory, we implement the core infrastructure for importing models from TensorFlow.js [14]. This
common infrastructure provided a generic parser for the JSON [@ representation of neural networks that
can be exported from TensorFlow.js. Actually, TensorFlow.js exports the structure of a neural network
(and its configuration used for training the neural network) as JSON file. The weights and biases are stored
in a binary file to which the JSON file refers to (see https://www.tensorflow.org/js/guide/save_load and
https://github.com/tensorflow/tfjs/issues/386 for more details).

This theory implements an infrastructure for importing this format, including the decoding of the binary
format storing the weights and biases, into Isabelle/HOL. At its core, the infrastructure provides a parser for
the format used by TensorFlow.js and a mechanism for hooking datatype packages into it that provide specific
encodings into Isabelle/HOL. As a first example, this theory provides a datatype package that provides a JSON-
like encoding of neural networks (including their weights and biases) using Nano JSON [4]. The implementation
used the JSON infrastructure provided by the AFP entry Nano JSON [4].

2.21 Encoder

(ML)
The ML structure TensorFlow_Type: TENSORFLOW_TYPE provides the core datatypes required for the Ten-
sorFlow.js import:

- TensorFlow_Type.activationT: this datatype enumerates the currently supported activation func-
tions (see for a mapping of their names used by our formalization).

« TensorFlow_Type.layerT: This datatype enumerates the currently supported layer types of Tensor-
Flow.

« 'a TensorFlow_Type.layer: This record captures the properties of a layer that are extracted from
the JSON provided by TensorFlow.js.

16
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(ML)
TensorFlow.js does export a neural network in a format consisting out of a JSON file and and a binary file:

- the JSON file stores the overall structure of the neural network and the configuration used for training
the neural network. Notably, the JSON file does neither contain the biases nor the weights.

« a binary file containing the biases and weights.

The ML structure TensorFlow_Json:TENSORFLOW_JSON provides, foremost, a function for pars-
ing the JSON exported neural network in the format supported by TensorFlow. This function,
TensorFlow_Json. transform_json, takes two arguments

+ the directory (path) of the TensorFlow.js export, i.e., the directory in which both the JSON file and the
binary file containing the biases and weights are stored.

+ the parsed JSON file (the actual JSON parsing is done using Nano_Json_Parser.json_of_string,
which is provided by Nano JSON [4].

The function TensorFlow_Json. transform_json parses the binary file containing the biases and weights
and transforms the input JSON such that the resulting JSON representation includes the biases and weights. In
more detail, the JSON file exported by TensorFlow.js stores the biases and weights as follows:

: [{
[ 15
: [
{
‘: [2, 11, ,
¥o €
: [11,
b
]
]

Instead of storing the biases and weights in the JSON file, the exported JSON only contains the type in-
formation (here: float32) refers to an external file (here: group1-shardiof1.bin that stores the actual
value. In our example, this external file has a size of 12 bytes, storing three 32 Bit floating point numbers
(encoding as IEEE floating point using a Little Endian encoding. The order of the biases and weights cor-
responds to the order and shape of their references in the original JSON file. In our example, the function
TensorFlow_Json. transform_json results in the following transformed weightsManifest:

17



:[{
:L
[-0.47318925857543945E11],
[-0.4610690593719482E1]
]
s
{

:[[0.22737088203430176E11]]
3

Moreover, the ML structure TensorFlow_Json:TENSORFLOW_JSON also provides an ML for con-
verting a (transformed) JSON representation into a more abstract representation based on a se-
quence of layers: TensorFlow_Json.convert_layers. This function uses the datatypes provided by
TensorFlow_Type: TENSORFLOW_TYPE.

Finally, TensorFlow_Json:TENSORFLOW_JSON provides TensorFlow_Json.def_nn_json, which is a
simple wrapper around the datatype package provided by Nano JSON generating a formal JSON representa-
tion of the neural network imported from TensorFlow.js in HOL.

(ML)

We use the mechanism of attaching a symtab to theories to provide a dynamic registration mech-
anism for different datatype packages that encode the JSON representation in a formal model. The
ML structure Convert_TensorFlow_Symtab:CONVERT_TENSORFLOW_SYMTAB defines the type for en-
coder functions (i.e., Convert_TensorFlow_Symtab.nn_encoderT and it provides methods for adding
a new encoding (Convert_TensorFlow_Symtab.add_encoding, checking if a encoder for a given tar-
get encoding exists (Convert_TensorFlow_Symtab.assert_target, and for the lookup of an encoder
((Convert_TensorFlow_Symtab.lookup_nn_encoder). The symtab is registered as follows:

(ML)
Lastly, we bind our encoder to a new top-level command: import_TensorFlow and prepare its default con-
figuration:

declare[[JSON_num_type = real, JSON_string_type = string, JSON_verbose = falsel]

2.2.2 Example Import

In the following, we briefly demonstrate the use of the TensorFlow.js import.

import_TensorFlow compass file examples/compass/model/model.json as json

JSON_export compass file nor_model_transformed

This generated the definition compass with the following definition:

compass =

OBJECT

[("’format”’, STRING "'layers—model"’),
("'generatedBy’’, STRING "keras v2.10.0""),
("'convertedBy '/, STRING ""TensorFlow.js Converter v3.19.0""),
("'modelTopology ",

OBJECT

[("keras_version'’, STRING ''2.10.0"),

18
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[ARRAY
[NUMBER
(4108836501836777 / 100000000000000000),
NUMBER
(— 2398796558380127 / 1000000000000000),
NUMBER
(— 46464818716049194 / 100000000000000000),
NUMBER (1946548342704773 / 1000000000000000)],
ARRAY
[NUMBER
(14860405027866364 / 100000000000000000),
NUMBER
(— 7789374142885208 / 100000000000000000),
NUMBER
(10928256511688232 / 10000000000000000),
NUMBER
(— 952406108379364 / 1000000000000000)],
ARRAY
[NUMBER
(24455930292606354 / 100000000000000000),
NUMBER (5169432163238525 / 10000000000000000),
NUMBER
(— 14084954261779785 / 10000000000000000),
NUMBER
(— 6348744630813599 |
10000000000000000)]])])]),
("'bias_initializer",
OBJECT
[("class_name'’, STRING "'Constant”’),
(”conﬁg”,
OBJECT
[("value",
ARRAY
[NUMBER (4792080223560333 / 10000000000000000),
NUMBER
(— 16364477574825287 | 100000000000000000),
NUMBER
(— 24132762849330902 / 100000000000000000),
NUMBER
(— 3057991564273834 / 10000000000000000)])])]),
"'kernel_regularizer’’, NULL),
"'bias_regularizer’’, NULL),
"activity_regularizer’’, NULL),
"kernel_constraint’’, NULL),
("'bias_constraint’’, NULL))]))]D]),
(""training_config"’,
OBJECT
[("loss”, STRING "'categorical_crossentropy’’),
(""metrics”,
ARRAY
[ARRAY
[OBJECT
[("’class_name'’, STRING ""MeanMetricWrapper'’),
(”conﬁg //,

A~ N N
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[NUMBER (7082077 / 1000000000), NUMBER (107544795 / 1000000000),
NUMBER (— 15743796 / 1000000000)]])],
OBJECT
[("name’’; STRING "'dense_2/kernel”’),
("shape”,
ARRAY
[ARRAY
[NUMBER (41088365 / 1000000000), NUMBER (— 23987966 / 10000000),
NUMBER (— 4646482 / 10000000), NUMBER (19465483 / 10000000)],
ARRAY
[NUMBER (14860405 / 100000000), NUMBER (— 7789374 / 100000000),
NUMBER (10928257 / 10000000), NUMBER (— 9524061 / 10000000)],
ARRAY
[NUMBER (2445593 / 10000000), NUMBER (5169432 / 10000000),
NUMBER (— 14084954 / 10000000),
NUMBER (— 63487446 | 100000000)]])],
OBJECT
[("’name’’, STRING ""dense_2/bias"’),
(”shape”,
ARRAY
[ARRAY
[NUMBER (47920802 / 100000000), NUMBER (— 16364478 / 100000000),
NUMBER (— 24132763 / 100000000),
NUMBER (— 30579916 / 100000000)]])]])]

end

2.3 Common Infrastructure (3 NN_Common)

theory NN_Common
imports
TensorFlow_Import
Complex_Main
HOL—Decision_Procs.Approximation
HOL—Eisbach.Eisbach
keywords
import_data_file :: thy_load
begin

In this theory we define common infrastructure that is used by most formalizations of neural networks.

2.3 Utility Functions
(ML)

definition <map_of_list = map_of o (List.enumerate 0)»

2.3.2 Data Import
(ML)

2.3.3 Common Infrastructure for Proof Tactics
(ML)
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Finally, we lay out the foundations of our custom proof methods. For this, we utilize Eisbach [12].

named_theorems nn_layer
method forced_approximation =
((approximation 15 | approximation 30 | approximation 60 | approximation 120))
method predict_layer uses add =
(simp only: nn_layer add)
lemmas [nn_layer] = list.map(2) foldl.simps if_False if_True if_cancel if_P if_not_P list.size

option.simps map.identity Let_def

end
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3 Activation Functions

theory Activation_Functions
imports
HOL—Analysis.Derivative
TensorFlow_Import
NN_Common
Interval_Analysis.Affine_Functions
Jordan_Normal_Form.Matrix
begin

In this theory, we provide definitions for the most common activation functions. Moreover, we also provide

an ML-API for working with HOL-terms of activation functions.

34 Defining Activation Functions and Their Derivatives (3 Activation_Functions)

Many common activation functions use the function fx = e* (written f x = exp x. For those activation functions,

we also define approximations using the Taylor series of the exponential function:

definition
eXPtaylor N X = (Z i=o0..n. x"i/fact l))

lemma expiqyior2: €XPrayior 2 (X::real) = (1::real) + x + x"2/2
(proof)

344 Activation Functions

definition
<identity = (Av. v)»

lemma identity_linear[simp]: <affine_fun identity>

(proof)

definition binary_step :: <'a::{zero, ord, one, zero} = 'a> where
<binary_step = (A v. if v < o then o else 1)»

hide_const sign
definition
sign = sgm

definition
«softsign = (Av.v / (Jv] + 1))
definition
dogistic L kvg = (Av. L / (14 exp(—k * (v —vp))))>
definition
dogisticigyior N LRVy = (Av. L/ (1+ (exprayior N (—R* (v —vp)))))
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definition sigmoid :: real = real where
sigmoid = (Av. 1/ (14 exp(—v)))»

definition
<sigmoidiqyior N = (Av. 1/ (14 (exprayior n (—V))))>

lemma <sigmoid = (logistic (1.0::real) 1.0 0)>
(proof)

lemma <sigmoidy gy ior N = (lOgistic;qy10r n (1.0::real) 1.0 0)>
(proof)

definition

<swish = (Av. v * (sigmoid v))»
definition

SWishiqyior N = (AV. V % (Sigmoid;qyior NV))>
definition

crelu = (Av. max o v)»

definition
«generalized_relu awmt = (Av. case m of Some m’ = min (ifv < tthen o« velsev) m’
| None = ifv < t then o * v else v)»

lemma <relu = (generalized_relu (0.0::real) None (0.0))>
(proof)

definition
<softplus = (Av. [n (1+ exp v))»

definition

eluav = (Av.ifv < othen o x ((exp v)—1) else v)>
definition

elusqyior N = (Av.ifv < othen o ((exprayior NV)—1) else v)>
definition

selu = (Av. let o = 1.67326324;

scale = 1.05070098
in if v < o then scale * o * ((exp v)—1) else scale * v)»

definition

<seluygyror N = (Av. let oo = 1.67326324;

scale = 1.05070098
inifv < o then scale * c* ((expiayior N V)—1) else scale  v)>

definition

prelu = (\v. ifv < othen a* velsev)
definition

silu= (Av.v /(14 (exp (—v))))
definition

ilugayior N = (Av. v / (14 (exprayior N (—V))))>
definition

«gaussian = (Av. exp (— v?))»
definition

«gaussian; qyior N = (AV. @Xprayior N (— v?))
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definition

<hard_sigmoid = (\v. if v < —2.5 then 0 else if v > 2.5 then 1else 0.2 * v + 0.5)>
definition

«gelu_approx = (Av. 0.5 x v * (1+ tanh(sqrt(2 / pi) * (v + 0.044715 x v x v x v))) )»

Note, the error function erf is available in the AFP entry [8], which can be used for defining a non-
approximated gelu activation function.

definition softmax :: (‘a::{banach,real_normed_algebra_1,inverse}) list = a list where
<softmaxvs = map (Av.expv / (D v'<vs.expv’)) vs

definition msoftmax :: (‘a::{banach,real_normed_algebra_1,inverse}) vec = 'a vec where
<msoftmax vs = map_vec (Av.expv / (> v+ (list_of_vecvs). expv’)) vs>

definition softmax, a0, :: nat = (‘a::{banach,real_normed_algebra_1,inverse}) list = 'a list where
SOftMAX1qylor N VS =map (A V. (eXpiayior NV) / (D V'4Vs. (eXprayior NV'))) vs>

definition msoftmax;qyior :: nat = (‘a::{banach,real_normed_algebra_1,inverse}) vec = 'a vec where
<MSOftMax¢qyior N Vs = map_vec (A V. (expiayior NV) / (D v’ (list_of_vecvs). (expiayior nVv'))) vs>

lemma softmax; qyior2:
SOftmax;qayior 2 vs = map (A (viireal). (1+ v +v2/2) / (foldl (+) o (map (A v’ 14+ v'+v"/2) vs))) vs
(proof)

lemma Softmaxayior2 ' SOftMAXtayior 2 vs = map (X (viireal). (1+ v +v?/2) / (foldl (A\ax.a+ (1+x +x* / 2)) o
vs)) vs
(proof)

definition
<argmax vs = map (A v. if v = Max (set vs) then 1 else 0) vs>

provides a mapping from our names of the activation functions to the names used by TensorFlow
(see |https:/ /www.tensorflow.org/api_docs/python/tf/keras/activations/).
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Table 3.1: Mapping of the activation functions supported by TensorFlow.

identity
softsign
sigmoid
Singidtaylor
swish
Swishgqyior
tanh

generalized_relu

relu
gelu_approx

softplus
elu

elutaylor
selu

selutaylor

exp

eXPtaylor
hard_sigmoid

softmax

Softmaxtaylor

TensorFlow 2.8.0 Definition
linear identity = (\v.v)
softsign softsign = (Av.v / (Jv| + 1))
sigmoid sigmoid = (Av. 1/ (1+ exp (—v)))
- sigmoid;qyior 20 = (AV. 1/ (14 eXprayior ?n (— Vv)))
swish swish = (Av. v * sigmoid v)
- SWishtqyior 20 = (AV. V % Sigmoid;qyior 20 V)
thanh tanh ?x = sinh ?x / cosh ?x
relu generalized_relu ?cc ?m 7t =

(Av. case ?m of None = if v < ?t then 2« * v else v | Some m’ = min (if v < ?t then 2« x v else v) m”)
relu (with default parameters) relu = max o

gelu (approx=True) gelu_approx = (Av. 5 / 10 % v * (14 tanh (sqrt (2 / pi) * (v + 44715 / 10% ¥ v x v % v))))
gelu (approx=False) -

softplus softplus = (Av. [n (14 expv))

elu elu?a = (Av. ifv < othen?a x (expv — 1) else v)

- elusqyior ?n 200 = (Av. if v < 0 then ?ac % (expiayior 2nV — 1) else v)
selu selu =
(Av. let o = (167326324::?"a) / (10::?'a)®; scale = (105070098::7'a) / (10::7'a)
in if v < o then scale * « * (exp v — 1) else scale x v)
- seluiqyior 2n =
(Av. let oo = (167326324::?"a) / (10::?'a)®; scale = (105070098::7'a) / (10::7'a)®
inif v < o then scale * o * (expiqyior ?n v — 1) else scale  v)

8

exponential exp = (Ax. Y_n.x" /p factn)
- eXPraylor 212X = (Y i=o0..2n. 2 / fact i)
hard_sigmoid hard_sigmoid =

(Av.ifv < — ((25::?'a) / (10::?'a)) then o
else if (25:?'a) / (10::?'a) < vthen 1else (2::?a) / (10::2"a) * v + (5::?’a) / (10::7'a))
softmax softmax ?vs = map (Av. exp v / sum_list (map exp ?vs)) ?vs

- SOftmax;qyior 2N 2vs = map (AV. eXpiayior ?nv / sum_list (map (expiqyior ?n) 2vs)) ?vs




34.2 Derivatives of Activation Functions

lemma has_real_derivative_transform:
x €s= (A\x.x €s = gx=fx) = (f has_real_derivative ') (at x within s)
— (g has_real_derivative f’) (at x within s)>

(proof)

lemma one_plus_exp_eq: (1+expv) = (expv) x (14 exp (— v))
(proof)

definition <identity’ = (Av.1.0)

lemma identity '[simp]: «(identity has_real_derivative (identity’v)) (atv)>
(proof)

definition <logistic’ L kvg = (A v. (exp( (—R)*(v—vp)) * kR* L) / (1+ exp((—R)*(v—vg)))?)>
lemma logistic[simp]: «((logistic L k vo) has_real_derivative ((logistic’ L kvo) v)) (atv)>
(proof)

definition <tanh’ = (Av.1— ((tanh v)?))
lemma tanh’[simp]: «(tanh has_real_derivative (tanh’v)) (at v)»
(proof)
definition «oftplus’” = (Av.1/ (14 exp(—v)))»
lemma softplus’[simp]: «(softplus has_real_derivative (softplus’v)) (atv)>
{proof)
definition «prelu1’ =(Av.1)p
lemma prelu1’[simp]: «((prelu 1) has_real_derivative (prelu1’v)) (atv)>
(proof)
definition <silu’ =(Av.(1+exp(—v) +v*(exp(—v))) / ((1+ exp(—v))?))
lemma silu’[simp]: «(silu has_real_derivative (silu’v)) (atv)»
(proof)
definition <gaussian’ = (Av. —2x v xexp (— v?))
lemma gaussian’[simp]: <(gaussian has_real_derivative (gaussian’v)) (atv)>
(proof)

3.4.3 Single Class Folding Activation Functions

datatype activation,;, 4 = Identity | Sign | BinaryStep | Logistic real real real | Logistic; 410, nat real real real
| Tanh | Sigmoid | Sigmoidy qy i, nat | ReLU | GReLU real <real option> real
| Softplus | SoftSign | Swish | Swish g0, nat | GeLUapprox | ELU real
| ELU;qyi10r nat real | SELU | SELU;qy10, nat | PReLU real | SiLU | SiLUyqy10r nat
| Gaussian | Gaussian qyior nat | EXp | EXptayior nat | HardSigmoid

fun Qgingie:: activations;, 1. = (real = real) option> where

Psingle ldentity = Some identity>
| «Psingie Sign = Some sign>
| “Psingle BinaryStep = Some binary_step»
| ((Psingle SoftSign = Some softsigm

| <«psingie (Logistic L kvy) = Some (logistic L k vg)»
[ <«Psingte (LOGisticiqyior N L R Vo) = Some (logisticiqyior NLR V)
| <«Psingie Sigmoid = Some sigmoid»
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| <Psingie (Sigmoidyqyior N) = Some (sigmoid,qyior N)>

| (Psingle Swish = Some swish»

| Psingle (SWiShtaylo7' n) = Some (SWiShtaylor n)>
| (Psingle Tanh = Some tanh»

| (@single RelU = Some relu»

| Psingle GeLUapprox = Some gelu_approx>

| «psingle (GReLUaxmt) = Some (generalized_relu oo mt)>
| Psingle SOftplus = Some softplus>

| «psingle (ELU cv) = Some (elu )

| «Psingie (ELUtqyior N @) = Some (elugqyior N @t)>
| ((psingle SELU = Some selw»

| «psingle (SELUtayior n) = Some (seluqyior N)>
| Psingle EXP = Some exp»

| Psingle (ExptayZOr n) = Some (exptaylor n)>

| “Psingle HardSigmoid = Some hard_sigmoid»

| «Psingle (PReLU ) = Some (prelu «)>

| «Psingie SiLU = Some silu»

| Psingle (S“-Utaylor n) = Some (Silutaylor n))

| «Qsingie Gaussian = Some gaussian>

| «Psingie (Gaussiangqyior ) = Some (gaussian, qyior N)>

The datatype activation;, 41 enumerates a list of standard activation functions that are commonly used as
part of computing the weighted sum (fold) of all inputs of a neuron. The function @iy g7 provides easy access
to the activation function itself.

fun @single':: «activationgin g1 = (real = real option)> where

single’ Identity = (Av. Some (identity’v))>
| ((psingle/Sign = ()\V None)>
| «psingie’ BinaryStep = (Av. None)>

| <«psingie’ (Logistic L kvy) = (Av. Some (logistic’ L kv v))>
| «psingle’ (Logisticiqyior N L R Vo) = (Av. None)»

“Psingle TAN = (Av. Some (tanh’v))>

Psing ! h A h’

| «Psingle’ ReLU = (Av. None)»

Psingle SOftplus = (Av. Some (softplus’v))»
gle’ Softpl Av.S ftplus’

| “/73717Lgle/ (E’-U 05) = ()\V None)>

| “Psinglc/ (ELUtaylor n Oé) - (>\V None))

| «psingle’ (PReLU o) = (Av. if & =1then Some (prelu1’v) else None)>

WDgingle SILU = (Av. Some (silu’v))»
’ /e A i’

| «@singte’ (SiLUiayior n) = (Av. None)>

Wsingle Gaussian = (Av. Some (gaussian’v))>
g "G : V.S .y

| «Psingie’ (Gaussian,qyior n) = (Av. None)>
| «psingle’ (GReLU vvavb) = (Av. None)>

| «psingle’ GeLUapprox = (Av. None)>

| «psingte’ Sigmoid = (Av. None)»

| «Psingte’ (Sigmoidiqyior n) = (Av. None)>
| (Qosz'nglelsoftSign = ()\V None)>

| «Psingle’ Swish = (Av. None)»

| “psingle,(SWiShtaylor n) = ()\V None)>

| «Psingle’ SELU = (Av. None)»

| “psingle/ (SELUtaylor n) = (AV None)>

| (stingle/EXP = (Av.Some (exp v))>
| “Psingle/ (Exptayh)r n) = ()\ V. None)>

| «psingle’ HardSigmoid = (Av. None)»

The function gosmgle’deﬁnes, for derivable activation functions, their derivative. Note that we require deriv-
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ability in the mathematical sense. For example, while some machine learning text books consider the binary
step function derivable except at the point 0, we consider it non derivable, as the binary step function is non
continuous at the point o. In the following, we also provide the “approximated derivatives” of non-continuous
activation functions:

lemma
assumes «v € (dom (Ysingie’a))
shows <«((Av. the (psingie a) v) has_real_derivative (the (pging1e’av))) (at v within (dom (@singre’a)))>
(proof)

34.4 Multiclass Folding Activation Functions

datatype activation,y,,;;; = midentity | mSign | mBinaryStep | mLogistic real real real | mLogistic; 4y, nat real real
real

| mTanh | mSigmoid | mSigmoidy 410, nat | mReLU | mGReLU real <real option> real

| mSoftplus | mSoftSign | mSwish | mSwish; 10, nat | mGeLUapprox | mELU real

| MELU;qy10r nat real | mSELU | MSELUyq 10, nat | mPReLU real | mSiLU | mSiLUsqyi0r nat

| mGaussian | mGaussiany gy, Nat | MEXp | MEXpyqy 10, NAt | mHardSigmoid | mSoftmax

| mSoftmax;qy10r nat | mArgmax

fun @114 0 cactivation,,, ,i1; = (real list = real list) option> where

Pmulti Midentity = Some (map identity)>
| <Prmuiti mSign = Some (map sign)»
| «@muiti mBinaryStep = Some (map binary_step)>
| «@muiei mSoftSign = Some (map softsign)>

| «Omuiti (mLogisticiqyior N LR vy) = Some (map (logisticiqyior N L RV))>
| «Pmuiti (mLogistic L kvg) = Some (map (logistic L kvg))>

| <Prmuiti mSigmoid = Some (map sigmoid)>

| POmaulti (mSingidtaylor n) = Some (map (SingidtaleT' n)))
| <«Prmuiti mSwish = Some (map swish)»

| «Pmuiti (MSWiShyqyior n) = Some (map (swishyqyior N))>

| «Prmuits mTanh = Some (map tanh)»

| <Prmuiti mReLU = Some (map relu)>

| «prmuit: mGeLUapprox = Some (map gelu_approx)»

| «prmuiti (MGReLU amt) = Some (map (generalized_relu e mt))»
| <@muiti mSoftplus = Some (map softplus)>

| «Omuiti (MELU @) = Some (map (elu &))»

| «Pmuiti (MELUtqyior n ) = Some (map (elugqyior N @)

| «Pmuiti MSELU = Some (map selu)>

| POmaulti (mSELUtaylor n) = Some (maP (Selutaylor n)))

| «Pmuiti MEXP = Some (map exp)»

| «pmutti (MEXPtayior n) = Some (map (expiayior N))>

| «@muit: mHardSigmoid = Some (map hard_sigmoid)»

| «Omuiti (MPReLU ) = Some (map (prelu ) )>

| “Pmutti mSIiLU = Some (map silu)>

| <«Pmuiti (MSiLUtqyior n) = Some (map (siltyqyior N))>

| <@mmuit: mGaussian = Some (map gaussian)»

| «Omuiti (MGaussiangqyior N) = Some (map (gaussianqyior N))>
| <Prmuiri mSoftmax = Some softmax>

| «Pmuiti (MSOftMaXtqyior N) = Some (SOftmaxiayior N)>

| <Prmuiti MArgmax = Some argmax>

The datatype activation,,,;+; enumerates a list of standard activation functions that are commonly used as
part of computing the weighted sum (fold) of all inputs of a neuron. The function (g, i provides easy access
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to the activation function itself.

3.2 Encoding of Activion Functions (3 Activation_Functions)

(ML)
The ML structure Activation_Term:ACTIVATION_TERM provides the core infrastructure to construct HOL
terms for the activation on the ML-level.

end
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4 Neural Networks as Directed Graphs

44 Useful Definitions for Analyzing Predictions (3 Prediction_Utils)

theory
Prediction_Utils
imports
Complex_Main
begin

Utilities definition max;;s; :: <a::linorder list = ‘a> where
maxp;s¢ = Max o set>

definition miny; ¢ :: <a:linorder list = 'a> where
miny; s+ = Min o set>

lemma max;;s;_is_element: < # [| = maxy; s | € set [

(proof)
lemma miny;s;_is_element: < # [| = min;;s: | € set |>

(proof)
lemma max;;s;_append_eq: <max;;s; (xs @ [x]) = max;; s xs V max;s¢ (xs @ [x]) = x>
(proof)
lemma miny;s;_append_eq: <miny; s (xs @ [x]) = ming;s¢ xs V ming;s¢ (xs Q [x]) = x
{proof)
lemma max;;s;_cons_eq: <maxy;s; (X#Xs) = max;;s¢ Xs V maxy;s¢ (X#xs) = x
(proof)
lemma miny; s;_cons_eq: <ming;s¢ (X#xs) = ming;s¢ Xs V ming;s¢ (x#xs) = x
(proof)
lemma max;;s;_append_limit: assumes s # []> shows <max;; s xs < max;;s¢ (xs @ [x])>
(proof)
lemma miny; s;_append_limit: assumes «xs # []» shows <miny; s (xs @ [x]) < ming;s¢ xs»
(proof)
lemma max;; s;_cons_limit: assumes «s = []» shows <max;;s; xs < max;; s (X#xs)»
(proof)
lemma miny; s;_cons_limit: assumes «s # []> shows <ming; s¢ (x#xs) < ming;s¢ xs»
(proof)

Converting Predictions to Percentages definition prediction2percentage :: <real list = real list> where
«predictionzpercentage | = (let m = max;;5¢ lin map (A e. e / m % 100.0) [)>

lemma prediction2percentage_is_percentage:
assumes <0 < maxg;s¢ >
shows <V x € set (prediction2percentage l). x < 100.0

(proof)
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lemma prediction2percentage_id: assumes <max;; s+ p = 100> shows <prediction2percentage p = p»
(proof)

lemma prediction2percentage_min_id:
assumes <0 < Max;s; p>
shows «(0 < miny; s+ (prediction2percentage p))= (0 < min;s¢ p)>

(proof)

Maximum Prediction definition posmax_of :: <'a:linorder list = (nat x 'a) option> where
«posmax_of | = (let m = maxy;s¢ Lin find (\ e. snd e = m) (enumerate o [))»

definition pos_of_max :: </a::linorder list = nat option> where
«<pos_of_max | = map_option fst (posmax_of [)»

definition posmax_of ' :: <'a::linorder list = (nat x a) option> where

«posmax_of ' | = (if | =[] then None else Some ((hd o rev o (sort_key snd) o (enumerate 0)) [))>
definition pos_of_max’ :: </a::linorder list = nat option> where

«<pos_of_max' = map_option fst (posmax_of ' 1)

Minimum Prediction definition posmin_of :: <'a::linorder list = (nat x a) option> where
«posmin_of | = (let m = miny; ¢, Lin find (X e. snd e = m) (enumerate o [))>

definition pos_of_min :: </a::linorder list = nat option> where
«<pos_of_min | = map_option fst (posmin_of 1)

definition posmin_of ' :: </a::linorder list = (nat x 'a) option> where

«posmin_of 'L = (if L =[] then None else Some ((hd o rev o (sort_key snd) o (enumerate 0)) [))>
definition pos_of_min’ :: </a::linorder list = nat option> where

«<pos_of_min' = map_option fst (posmin_of ' [)>

lemma find_append_eq: «find P (xsQ[x]) = (if find P xs = None then find P [x] else find P xs)>

(proof)

lemma posmax_of_split: <posmax_of (xs @ [x]) = posmax_of (xs) V posmax_of (xs @ [x]) = Some (length xs,x)>

(proof)

lemma posmin_of_split: <posmin_of (xs @ [x]) = posmin_of (xs) \VV posmin_of (xs @ [x]) = Some (length xs,x)>

(proof)

lemma pos_of_max_split:
«<pos_of_max (xs @ [x]) = pos_of_max (xs) V pos_of_max (xs @ [x]) = Some (length xs)»
(proof)

lemma pos_of_min_split:
«<pos_of_min (xs @ [x]) = pos_of_min (xs) \VV pos_of_min (xs @Q [x]) = Some (length xs)>

(proof)

lemma posmax_of_none: <(posmax_of xs = None) = (xs = []) »

(proof)

lemma posmin_of_none: «(posmin_of xs = None) = (xs = []) »

(proof)

lemma posmax_of_in_snd: «(posmax_of xs) = Some p => snd p € set xs»
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(proof)

lemma posmin_of_in_snd: «<(posmin_of xs) = Some p = snd p € set xs»

(proof)

lemma pos_of_max_none: «(pos_of_max xs = None) = (xs = []) »

(proof)

lemma pos_of_min_none: «<(pos_of_min xs = None) = (xs = []) »
(proof)

lemma take_nth_drop_eq:
assumes s # []>
and «n < length xs»

shows s = ((take n xs)@[xs!n]@Q(drop (n+1) xs))>
(proof)

lemma max_in:
assumes s # []>
and «n < length xs»
and <V x € set ((take n xs)@Q(drop (n+1) xs)). xsln > x>
shows <Max (set ((take n xs)@Q[xs!n]@(drop (n+1) xs))) = ((take n xs)@[xs!n]@(drop (n+1) xs))!n>
(proof)

lemma min_in:
assumes s # []»
and <n < length xs»
and <V x € set ((take n xs)@Q(drop (n+1) xs)). xsln < x>
shows «Min (set ((take n xs)@[xs!n]@(drop (n+1) xs))) = ((take n xs)@Q[xs!n]@Q(drop (n+1) xs))!n>
(proof)

lemma max_in":

assumes s 7 []»

and «n < length xs»

and <V x € set ((take n xs)@Q(drop (n+1) xs)). xsln > x
shows <Max (set xs) = xs!n>

(proof)

lemma min_in":

assumes s # []>

and <n < length xs»

and <V x € set ((take n xs)@Q(drop (n+1) xs)). xsln < x>
shows «Min (set xs) = xs!nm

(proof)

lemma snd_numerate_eq:
xs # [ = n < length xs = j < n = snd (List.enumerate o0 xs ! j) = xsj

(proof)

lemma nth_lower_max:

assumes «s # []>

and «n < length xs»

and <V x € set ((take n xs)@Q(drop (n+1) xs)). x < xslm
shows <V j < n. xslj < xs!m

35



(proof)

lemma nth_higher_min:

assumes s # []>

and <n < length xs»

and <V x € set ((take n xs)@(drop (n+1) xs)). x > xsln>
shows <V j < n. xslj > xs!m

(proof)

lemma posmax_of _le:

assumes «xs 7 []»

and <n < length xs»

and <V x € set ((take n xs)@Q(drop (n+1) xs)). x < xslm
shows «posmax_of xs = Some (n,xs!n)»

(proof)

lemma posmin_of_le:

assumes s # [

and «n < length xs»

and <V x € set ((take n xs)Q(drop (n+1) xs)). x > xslm
shows <posmin_of xs = Some (n.xs!n)>

(proof)

lemma pos_max_le:

assumes s 7 [»

and «n < length xs»

and <V x € set ((take n xs)@Q(drop (n+1) xs)). x < xslm
shows «(pos_of_max xs = Some n)»

(proof)

lemma pos_min_le:

assumes s # []»

and <n < length xs»

and <V x € set ((take n xs)@Q(drop (n+1) xs)). x > xslm
shows «(pos_of_min xs = Some n)»

(proof)

Distance of Maximum Prediction to Next Highest Prediction definition 4,,,;,, :: real list = real where
Bmin L= (let m=maxy;s¢ Lin let m' = maxy; ¢ (removerm () in [m — m’|)>

lemma leq_linear_real:

assumes b_bound: «(b::real) € {Ilb..up}>

and is_leq_at_bounds: «((c1 x b+ co <c1'xlb+co") A(cy xup+co<c1’xup+co’))
shows «cy b +co <cy'*b+cph

(proof)

lemma leq_linear_real”:
assumes b_bound: «(b::real) € {lb..up}>
and is_leq_at_bounds: «((c1 * up +co < c1'xup+co) A(cy xlb+co<ci'xlb+cy))
shows «c; *b+cog<cy'*xb+coh
(proof)
lemma le_linear_real:
assumes b_bound: «(b::real) € {Ilb..up}>
and is_leq_at_bounds: «((c1 * b+ co < c1’* b+ co") A (c1 *up +¢co < c1’'*up +co’))
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shows <«c; b+ co <cy'*b+cph

(proof)

lemma le_linear_real:

assumes b_bound: «(b::real) € {lb..up}>

and is_leq_at_bounds: <((cy; *xup +co < c1'xup+co’) A(cy x b+ co<cy'xlb+cy’))
shows <«c; b +co < cy'*b+cph

(proof)

lemma pos_max_leq”: <(pos_of_max xs = Some n) =V x € set xs. x < xs!n
(proof)

end

4.2 Desirable Properties of Neural Networks Predictions (2 Properties)

theory Properties

imports
Prediction_Utils
HOL—Library.Interval
HOL—Library.Interval_Float

begin

4.2 Approximate Comparison of Results

definition <approxac b = (Ja—b| < ¢e)»
notation approx (((_)/ ~[(_)]~ (L)) [60, 60] 60)

fun checkget_result_list where

«checkget_result_list _ None None = (None,True)>
| «checkget_result_list € (Some xs) (Some ys) = (Some xs, fold (A\) (map2 (A xy. x =[]~ y) xsys) True)>
| <checkget_result_list _r_ = (r,False)>

definition «check_result_list r € s = snd (checkget_result_list € r s)>
notation check_result_list (((_)/ =[(_)]~ (L)) [60, 60] 60)

fun checkget_result_singleton where
«checkget_result_singleton _ None None = (None,True)>
| <checkget_result_singleton ¢ (Some x) (Somey) = (Some x, x =[e]~ y)»
| «checkget_result_singleton _ r _ = (r,False)>
definition «check_result_singleton r € s = snd (checkget_result_singleton er s)>
notation check_result_singleton (((_)/ =[(_)]~s (L)) [60, 60] 60)

definition

ensure_testdata_range_list :: <real = real list list = (real list — real list) = real list list = bool>
where

<ensure_testdata_range_list delta inputs P outputs

= foldl (M) True

(map (M e. (P (fste)) ~[delta]~; Some (snd e))
(zip inputs outputs))>

notation ensure_testdata_range_list ((_) =, {(_)} (L) {(L)} [67, 3, 90, 3] 60)
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Interval Arithmetic

definition interval_distance :: <'a::{preorder,minus, zero, ord} interval = 'a interval = 'a> where
«interval_distance a b = (let (la, ua) = bounds_of_interval a;
(Ib, ub) = bounds_of_interval b
inifua <Ibthenlb — ua
else if ub < la then la —ub
else o)

fun intervals_of_list where
<intervals_of_list _ [ = []»
| <intervals_of_list 0 (x#xs) = (Interval (x— ||, x+0|))# (intervals_of_list § xs)>

definition <intervals_of | 6 = map (intervals_of_list 6)»

lemma intervall_in_implies_set: (x € {a..b}) = (x € set_of (Interval (a,b)))

(proof)

lemma in_set_interval: a <b = (x € set_of (Interval (a,b))) = (x € {a..b})

(proof)

fun check_result_list_interval_list :: <'a::preorder list option = 'a interval list option = bool> where
«check_result_list_interval_list None None = True»

| «check_result_list_interval_list (Some xs) (Some ys) = fold (A\) (map2 (A xy. x € set_of y) xsys) True»

| «check_result_list_interval_list _ _ = False

notation check_result_list_interval_list (((_)/ =~ (_)) [60, 60] 60)

We define check_result_list_interval for checking that two lists are approximatively equal (we need the error
interval due to possible rounding errors in IEEE754 arithmetic in python compared to mathematical reals in
Isabelle).

definition
ensure_testdata_interval_list :: <real list list = (real list — real list) = real interval list list = bool>
where
<ensure_testdata_interval_list inputs P outputs
= foldl (N\) True
(map (M e.leta= (P (fste)) in let b= Some (snd e) in (a = b))
(zip inputs outputs))»

notation ensure_testdata_interval_list (F=;; {(_)} (L) {(L)} [3, 90, 3] 60)

Using check_result_list_interval we now define the property ensure_testdata_interval to check that the (sym-
bolically) computed predictions of a neural network meet our expectations.

4.2.2 Maximum Classifiers

definition

ensure_testdata_max_list :: <real list list = (real list — real list) = real list list = bool>
where

<ensure_testdata_max_list inputs P outputs

= foldl (M) True

(map (X e. case P (fst e) of
None => False
| Some p = pos_of_max p = pos_of_max (snd e))
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(zip inputs outputs))»
notation ensure_testdata_max_list (=, {(_)} (L) {(L)} [3, 90, 3] 60)

Many classification networks use the maximum output as the result, without normalisation (e.g., to values
between o and 1). In such cases, a weaker form of ensuring compliance to predictions might be used that only
checks that checks for the maximum output of each given input, this can be tested using ensure_testdata_max
definition ensure_delta_min :: <real = (real list — real list) = bool> where

<ensure_delta_min 6 P= (¥ xs € ran P. § < &ppin XS)>
notation ensure_delta_min ((_) = (_) [61, 90] 60)

lemma ensure_delta_min_dom: <ensure_delta_min 6 P = (¥ x € dom P. § < 0, (the (Px)))»
(proof)

Further properties that we formalised can increase the confidence in the predictions of a neural network
by reducing the likelihood of ambiguous classification results. This includes, e.g., the requirement that for a
given input, the classification outputs have at least a given minimum distance (e.g., avoiding situations where
all classification outputs show nearly identical values) shown in ensure_delta_min.

4.2.3 Distance-based Properties

Distance and Measurements

locale distance =

fixes d::<'a list = ‘a list = ('b::{linordered_ab_group_add})»

assumes identity: <[length x = length y] —> (dxy =0) = (x =y)

and symmetry: «(dxy=dyx)

and triangle_inequality: <[length x = length y ; length z = length y] =—> (dxz <dxy + dy z)
begin

lemma zero: <(d xy = 0) = (x =y) V (length x # length y)»
(proof)

lemma <[length x = length y ; length z = lengthy] = d xy +dy x > d x %
(proof)

lemma <length x = lengthy =0 < dxy»
(proof)

end
definition mapfoldr :: <('a='a='b) = ('b = 'c = 'c) = 'c = 'alist = 'a list = '©> where
<mapfoldr map_f fold_f e xs ys = foldr fold_f (map2 (X eo e1. map_f eo e1) xs ys) e

definition hamming::<'a list = 'a list = nat> where
<hamming xy = mapfoldr (=) (A ea. ifethenaelsea+ 1) oxy»

lemma hamming_identity: <length x = length y = (hamming xy = 0) = (x =y )

(proof)

lemma hamming_symmetry: chamming x y = hamming y x>

(proof)
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lemma hamming_unroll: [length xs = length ys]
= hamming (x#txs) (y#ys) = (if x =y then hamming xs ys else 1 + hamming xs ys)

(proof)

lemma hamming_triangle_inequality:
«[length xs = length ys ; length ys = length zs]
= hamming xs zs < hamming xs ys + (hamming ys zs)>

(proof)

global_interpretation hamming_distance: distance hamming
(proof)

definition manhattan::<real list = real list = real> where
<manhattan = mapfoldr (Axy . |x—y|) (+) o>

lemma manhattan_unroll: [length xs = length ys]
= manhattan (x#xs) (y#ys) = |x — y| + manhattan xs ys

{proof)

lemma manhattan_positive: <length x = length y = 0 < manhattan x y»
(proof)

lemma manhattan_identity: <length x = length y = (manhattan xy = 0) = (x =y)»
{proof)

lemma manhattan_symmetry: <manhattan x y = manhattan y x»
(proof)

lemma manhattan_triangle_inequality:
«[length xs = length ys ; length ys = length (zs::real list)]
= manhattan xs zs < manhattan xs ys + (manhattan ys zs)>

(proof)

global_interpretation manhattan_distance: distance manhattan
(proof)

definition avg_difference::<real list = real list = real> where
«avg_difference xs ys = (manhattan xs ys) / (min (length xs) (length ys))»

global_interpretation avg_difference_distance: distance avg_difference

(proof)

definition euclidean::creal list = real list = real> where
ceuclidean X Y = sqrt (mapfoldr (A xy . (x—y)?) (+) oXY)>

lemma euclidean_positive: <length x = length y =—> o0 < euclidean x y»

(proof)

lemma euclidean_identity: <length x = length y = (euclidean xy = 0) = (x =y)»

(proof)
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lemma euclidean_symmetry: <euclidean x y = euclidean y x>
(proof)

definition
check :: «(“a list = 'a list = 'b) = ('b = bool) = 'a list = ('a list — 'a list)
= ('a list option = 'a list option = bool) = bool> where
«check d P input,.. ; prediction P’
= (V x € dom prediction. P(d input,.. f x) — P’ (prediction x) (prediction input,.. y))>»

lemma ((V [ € dom prediction. P(dist i ) — P’ (prediction l) (prediction i)))
= ((V L€ {l € dom prediction . P (distil)}. P’ (prediction () (predictioni)))
(proof)

lemma hamming_update_1:
length xs = length ys = hamming xs ys < 1= (3 i. xs = ys][i := xsli])

(proof)

lemma hamming_cases1:

assumes [: <length xs = length ys>

and h: <chamming xsys < 1

and p: <P xs»

and u: <\ i. i < lengthxs Ays = xs[i := (ysli)] = Pys>
shows «P ys»

(proof)

lemma hamming_update_2:
length xs = length ys = hamming xs ys < 2 == (3 ij. xs = (ys[i := xsli])[j:= xslj])

(proof)

lemma hamming_cases2:

assumes [: <length xs = length ys>

and h: <hamming xs ys < 2»

and p: P xs»

and u: </\ ij. i < length xs A j < length xs A ys = xs[i := ysli,j := yslj| = Pys>
shows <P ys»

(proof)

lemma hamming_update_n:
length xs = length ys => hamming xs ys = Suc n = (3 i. hamming xs (ys|[i := xsli]) = n)

(proof)

lemma hamming_update_3:
length xs = length ys => hamming xs ys < 3 => (3 i j k. xs = ys[i := xsli,j:= xslj,k:=xs!R])

(proof)

lemma hamming_cases3:
assumes [: <length xs = length ys>
and h: <hamming xs ys < 3»
and p: P xs»
and u: </\ ij k. i < lengthxs A j < length xs A\ k < length xs A ys = xs[i := ysli,j := yslj.k := yslk] = Pys>
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shows <P ys»

(proof)

end

4.3 Neural Networks as Graphs (2 NN_Digraph)

In this theory, we use the AFP entry “Graph Theory” to model neural networks. In particular, we make use
of the formalization of directed graphs.

theory NN_Digraph
imports

Graph_Theory.Digraph
begin

definition
pipe:: <a= ("a='b) = 'b> (infixl <>>70) where
abf =fw

We follow the notation used in , i.e., a neural network consists our of edges and neurons (nodes).

type_synonym id = nat

record (‘a, 'b) Neuron =

b — activation function
a::’a — learning rate
B:'a — bias

uid :: id — unique identifier

datatype (‘a, 'b) neuron = In id | Out id | Neuron <('a, 'b) Neuron»

fun uid where
<uid (In nid) = nid>
| <wid (Out nid) = nid>
| <uid (Neuron n) = Neuron.uid n»

record (‘a, 'b) edge =
w:'a — weight input to head
tl:: <(“a, 'b) neuron> — source neuron
hd :: «('a, 'b) neuron> — target neuron

type_synonym (’a, 'b) nn_pregraph = <(('a, 'b) neuron, (‘a, 'b) edge) pre_digraph>

definition upd_edge :: «('a, 'b) nn_pregraph = (('a, 'b) edge = ('a, 'b) edge)
= ('a, 'b) nn_pregraph> where
<«upd_edge Gupd = |
verts = verts G ,
arcs = upd ‘ (arcs G),
tail = tail G,
head = head G
D>
definition «upd,, w’ hd_n; 4 tl_n;q a = (if uid (hd a) = hd_n; 4 A uid (tl a) = tl_n; 4

then (w=w’,tl=tla,hd=hd a
else a)»
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definition upd_neuron :: <('a, 'b) nn_pregraph = ((’a, 'b) Neuron = ('a, 'b) Neuron)
= ('a, 'b) nn_pregraph > where
<upd_neuron G upd = (let upd_Neuron = case_neuron In Out (A n. Neuron (upd n))
in (

verts = upd_Neuron ‘ (verts G) ,

arcs=(Na. (w=wa,
tl = upd_Neuron (tl a),
hd = upd_Neuron (hd a)))) ‘ (arcs G),

tail = tail G,
head = head G
D)

definition «wpd,, ¢’ n;q n = (if Neuron.uid n = n; 4
then (¢ = @', « = an, B = 8 n, uid = Neuron.uid n |)
else n)»

definition <updg 8’ n;q n = (if Neuron.uid n = n;q
then (¢ = pn,a=an, = ', uid = Neuron.uid n )
else n)»

definition «wpd, o’ n;q n = (if Neuron.uid n = n;4
then (¢ = pn,a=a’, 5= n, uid = Neuron.uid n )
else n)»

A neural network is a directed graph without loops and without multi-edges. Moreover, id of neurons are
unique.

definition input_verts :: <((‘a, 'b) neuron, ('a, 'b) edge) pre_digraph = ('a, 'b) neuron set>
where
<input_verts G = (verts G) — (hd ‘arcs G)»

definition output_verts :: <((‘a, 'b) neuron, ('a, 'b) edge) pre_digraph = (‘a, ’b) neuron set>
where
<output_verts G = (verts G) — (tl “arcs G)»

definition internal_verts :: <(('a, 'b) neuron, ('a, 'b) edge) pre_digraph = (’a, 'b) neuron set>
where
<internal_verts G = (verts G) — ((input_verts G) U (output_verts G))>

locale nn_pregraph = digraph G

for G::<(('a::{comm_monoid_add times,linorder}, 'b) neuron, (‘a, 'b) edge) pre_digraph> +

assumes id_vert_inj: <inj_on uid (verts G)»

and tail_eq_tl: «<tail G =tb

and head_eq_hd: <head G = hd>

and ids_growing: <V e € arcs G. uid (tl e) < uid (hd e)> — Not strictly necessary, but simplifies termination proofs.
begin

lemma nn_pregraph: nn_pregraph G (proof)
end

definition uids G = uid ‘ verts G>
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4.31 Neurons as Vertices

context nn_pregraph
begin

The operation add_vert preserves neural networks

lemma nn_pregraph_add_neuron:
assumes <uid n ¢ (uids G) V n € verts G»
shows <nn_pregraph (add_vert n)>
(proof)

definition add_neuron::«('a, 'b) neuron = ('a, 'b) nn_pregraph> where
<add_neuron n = (if (uid n ¢ (uids G) VV n € verts G ) then add_vert n else G)>

lemma nn_pregraph_add_nn_neuron: <nn_pregraph (add_neuron a)>

(proof)
end

The operation pre_digraph.del_vert preserves neural networks

context nn_pregraph
begin

lemma nn_pregraph_del_vert: <nn_pregraph (del_vert n)»
(proof)

end

4.3.2 Arcs (Edges)

declare pre_digraph.add_arc_def [code]
definition <add_nn_edge G a = (if (uid (tl a) ¢ (uids G) V (tl a) € verts G)
A (uid (hd a) ¢ (uids G) V (hd a) € verts G)
A uid (hd a) # uid (tl a)
A ((arc_to_ends G a) ¢ arcs_ends G V a € arcs G)
A uid (tl a) < uid (hd a)
then pre_digraph.add_arc G a
else G)»

context nn_pregraph
begin

The operation add_arc preserves neural networks

lemma nn_pregraph_add_arc:
assumes «wid (tl a) ¢ (uids G) V (tl a) € verts G>»
and «wid (hd a) ¢ (uids G) V (hd a) € verts G»
and wid (tl a) < uid (hd a)>
and «wid (hd a) # uid (tl a)»
and «(arc_to_ends G a) ¢ arcs_ends G V a € arcs G
shows «nn_pregraph (add_arc a)»

(proof)
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declare add_nn_edge_def|[code]

lemma nn_pregraph_add_nn_edge: <nn_pregraph (add_nn_edge G a)>

(proof)

The operation del_arc preserves neural networks

lemma nn_pregraph_del_arc: <nn_pregraph (del_arc a)»

(proof)

end

4.3.3 Updating Neurons

context nn_pregraph begin

lemma upd,,_nid_immutable[simp]: <Neuron.uid n # n;q = n = (updy, ¢’ n;q n)>
and upd,,_id_immutable[simp): <Neuron.uid n = Neuron.uid (upd,, ¢’ n;q n)>
and upd,_o_immutable[simp]: «an= o (upd, ¢'n;qn)>

and upd,_f_immutable[simp]: <3 n =/ (upd, p'niqn)

and updg_nid_immutable[simp]: <Neuron.uid n % n;q == n = (updg 3’ n;q n)>
and updg_id_immutable[simp]: «<Neuron.uid n = Neuron.uid (updg 3’ n;q n)»
and updg_q_immutable[simp]: «p n = ¢ (updg 3" n;q n)>

and updg_a_immutable[simp]: «a n =« (updg 3'n;q n)>

and upd,_nid_immutable[simp]: <Neuron.uid n # n;q => n = (upd, &’ n;q n)>
and upd,,_id_immutable[simp]: <Neuron.uid n = Neuron.uid (upd,, &’ n;q n)>
and upd,_p_immutable[simp]: «pn= ¢ (upd, @' n;gn)>

and upd,_[_immutable[simp]: <3 n=j (upd, o' n;q n)>

(proof)

lemma wf_digraph_update_neuron:
assumes <V n. Neuron.uid n = Neuron.uid (upd n)>
shows«wf_digraph (upd_neuron G upd )>
(proof)

lemma fin_digraph_update_neuron:
assumes <V n. Neuron.uid n = Neuron.uid (upd n)>
shows«fin_digraph (upd_neuron G upd )>
(proof)

lemma nomulti_digraph_update_neuron:
assumes <V n. Neuron.uid n = Neuron.uid (upd n)>
shows <nomulti_digraph (upd_neuron G upd )>

(proof)

lemma loopfree_digraph_update_neuron:
assumes <V n. Neuron.uid n = Neuron.uid (upd n)>
shows <loopfree_digraph (upd_neuron G upd)>

(proof)

lemma nn_pregraph_update_neuron:
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assumes <V n. Neuron.uid n = Neuron.uid (upd n)>
shows<nn_pregraph (upd_neuron G upd)»
(proof)

lemma nn_pregraph_upd,, [simp]: <nn_pregraph (upd_neuron G (upd,, ¢'n;q))»
and nn_pregraph_updg[simp]: <nn_pregraph (upd_neuron G (updg ' n;q))>
and nn_pregraph_upd,, [simp]: <nn_pregraph (upd_neuron G (upd,, &’ n;q))>

(proof)

end

4.3.4 Updating arcs (edges)

context nn_pregraph begin

lemma upd,,_tl_immutable[simp]: «(tla = tl (upd,, w’'npqny a))
and upd,,_hd_immutable[simp]: <(hd a = hd (upd,, w’'npqny a))
(proof)

lemma upd,,_ends_immutable[simp]: «(arc_to_ends G a = arc_to_ends G (upd,, w'npqny a))
(proof)

lemma upd_edge_tail_immutable:
<tail (upd_edge G upd) = tail G »
(proof)

lemma upd_edge_head_immutable:
<head (upd_edge G upd) = head G >
(proof)

lemma upd_edge_vert_immutable: «verts (upd_edge G upd) = verts G>

(proof)

lemma upd_edge_arcs: <a € arcs (upd_edge G upd) = 3 x € arcs G. a = upd x>

(proof)

lemma wf_digraph_update_edge:
assumes <V a € arcs G. (arc_to_ends G a = arc_to_ends G (upd a ))>
shows «wjf_digraph (upd_edge G upd )»
(proof)

lemma fin_digraph_update_edge:
assumes <V a € arcs G. (arc_to_ends G a = arc_to_ends G (upd a ))>
shows «fin_digraph (upd_edge G upd )»
(proof)

lemma nomulti_digraph_update_edge:
assumes <V a € arcs G. (arc_to_ends Ga=arc_to_ends G (upd a )))
shows <nomulti_digraph (upd_edge G upd )>
(proof)

lemma loopfree_digraph_update_edge:
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assumes <V a € arcs G. (arc_to_ends G a = arc_to_ends G (upd a ))>
shows «loopfree_digraph (upd_edge G upd)>
(proof)

lemma nn_pregraph_update_edge:
assumes <V a € arcs G. (arc_to_ends G a = arc_to_ends G (upd a ))>
and </ a€arcsG. uid (tl (upd a )) < uid (hd (upd a))>

shows <nn_pregraph (upd_edge G upd )>
(proof)

lemma nn_pregraph_upd,, [simp]: <nn_pregraph (upd_edge G (upd,, w’npq ny;))»

(proof)

end

record (‘a, 'b, 'c) neural_network =
graph :: (('a, 'b) neuron, (‘a, 'b) edge) pre_digraph
activation_tab :: <'b = ’c option»

definition upd_edge’ :: <(‘a, 'b, 'c) neural_network = (('a, 'b) edge = ('a, 'b) edge)
= ('a, 'b, 'c) neural_network> where
upd_edge’ N upd =
graph = upd_edge (graph N) upd,
activation_tab = activation_tab N

)>

definition upd_neuron’:: «('a, 'b, ’c) neural_network = (('a, 'b) Neuron = ('a, ’b) Neuron)
= ('a, 'b, 'c) neural_network> where
<upd_neuron’ N upd = (|
graph = upd_neuron (graph N) upd,
activation_tab = activation_tab N

)>

definition input_layer :: <('a, 'b, 'c) neural_network = (’a, 'b) neuron set> where
<input_layer N = input_verts (graph N)»

definition arity :: <(a, 'b, ‘c) neural_network = nat> where
«arity N = card (input_layer N)»

definition input_layer_ids :: «('a, 'b, 'c) neural_network = id set> where
<input_layer_ids N = uid ‘ (input_layer N)»

definition output_layer :: <(“a, 'b, 'c) neural_network = ('a, 'b) neuron set> where
<output_layer N = output_verts (graph N)>

definition output_layer_ids :: <(a, b, 'c) neural_network = id set> where
<output_layer_ids N = uid ‘ (output_layer N)>

definition incoming_arcs :: <('a, 'b, 'c) neural_network = id = ('a, 'b) edge set> where

<incoming_arcs N n;q = {a . a € arcs (graph N) A uid (hd a) = n;q}>
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definition «sorted_list_of _set’ = map_fun id id (folding_on.F (insort_krey (X x. uid (tlx)))) [

definition incoming_arcs_L :: <('a, 'b, 'c) neural_network = id = ('a, 'b) edge list> where
<incoming_arcs_L N n; 4 = sorted_list_of_set’ (incoming_arcs N n;4)>

context nn_pregraph begin
lemma incoming_arcs_l_eq_incoming_arcs: <set (incoming_arcs_L N n;4)= (incoming_arcs N n; 4)>

(proof)

lemma incoming_arcs_[_alt_def: « (incoming_arcs_L N n; )
= (sorted_key_list_of_set (A x. uid (tlx)) (incoming_arcs N n;4))>
(proof)

lemma insert_key_comm: inj f = (insort_key fy o insort_key f x) = (insort_key f x o insort_key fy)
(proof)

lemma tl_subset_verts: <tl (arcs G) C verts G»

(proof)

lemma hd_subset_verts: <hd ‘ (arcs G) C verts G >
(proof)

lemma inj_on_tl: <inj_on uid (t ‘ (arcs G)) >

(proof)

end

definition outgoing_arcs :: <('a, 'b, 'c) neural_network = id = ('a, 'b) edge set> where
<outgoing_arcs N n;q = {a . a € arcs (graph N) A uid (tl a) = n;qa}>

definition neurons :: <(a, 'b, ’c) neural_network = ('a, 'b) neuron set> where
<neurons = verts o graph»

definition edges :: <(‘a, 'b, 'c) neural_network = (’a, 'b) edge set> where
<edges = arcs o graph»

locale nn_graph = nn_pregraph +
assumes id_vert_inj: <inj_on uid (verts G)»
and inputs_In:
<input_verts G = Set.filter (A v. (case v of In _ = True | _ = False)) (verts G) >
and outputs_Out:
coutput_verts G = Set.filter (A v. (case v of Out _ = True | _ = False)) (verts G) >
and internal_Neuron:
<internal_verts G = Set.filter (\ v. (case v of Neuron _ = True | _ = False)) (verts G) »
begin

lemma nn_graph: nn_graph G (proof)

end

locale neural_network_digraph =
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fixes N::<('a::{comm_monoid_add,times,linorder,one}, ‘b, 'c) neural_network>
assumes <nn_graph (graph N)»
and «p ‘{n . Neuron n € (verts (graph N)) } C dom (activation_tab N)»

4.3.5 The empty neural network

definition empty:: <(‘a, 'b) nn_pregraph> where
<empty = (| verts={}, arcs = {}, tail = edge.tl, head = edge.hd |) »

lemma nn_pregraph_empty|[simp]: <nn_pregraph (empty)>

(proof)

lemma nn_graph_empty[simp]: <nn_graph (empty)>
(proof)

lemma fold_inv: Pe = (V e’x. Pe’ — P (fxe’)) = P (fold f xs e)

(proof)

lemma nn_pregraph_fold: <nn_pregraph G = nn_pregraph (foldr (X a b. add_nn_edge b a) edge_list G)>
(proof)

definition
<mRk_nn_pregraph edge_list = foldr (/\ ab. add_nn_edge b a) edge_list empty>

lemma nn_pregraph_mk: <nn_pregraph(mk_nn_pregraph edge_list)»

(proof)

lemma verts_subseteq_add_edge: nn_pregraph G —> verts G C verts (add_nn_edge G a)
(proof)

4.3.6 Computing Predictions of Neural Networks

datatype error = OK | ERROR

locale neural_network_digraph_single = neural_network_digraph N
for N::¢('a::{comm_monoid_add,times,linorder,one}, 'b, '‘a = 'a) neural_network>

function (sequential, domintros) predicty; graph_singie ::<nat
= (‘a::{comm_monoid_add times,linorder,one}, 'b, 'a = 'a) neural_network
= (id = 'a) = (‘a, 'b) edge = ('a x error)>
where
«predicty;graph_single — Ninputs ((w=_, tl=_, hd=In_))) = (o, ERROR)>
| predicty;graph_singie — Ninputs ((w=_, t=0ut_, hd=_))) = (o, ERROR)>
| predicty;graph_singie — Ninputs ((w=w’, tI=In uid;,,, hd=_)) = (case inputs uid;,, of
None = (0, ERROR)
| Somev = (v w’, OK))
| predicty;graph_singie’ N N inputs e = (if o < n then

(let
w' =we;
tl’ = (case (tl e) of (Neuront) = t);
E’ =incoming_arcs N (Neuron.uid tl');

lvals = ((\ e’. (case predicty; graph_single’ (n—1) N inputs e’ of
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(_, ERROR) = ((0,0), ERROR)
' | (v, 0K) = ((v,uid (tle’)), 0K))) ‘E’)
( case (activation_tab N) (¢ tl') of
Somef = (w’*( f((3. v e lvals. (fst (fstv))) + (Btl))), OK)
| None = (0, ERROR)))
else (0, ERROR) )»

(proof)

termination
(proof)

definition
«predictyigraph_single N inputs e = (case predicty;graph_singie’ (card (edges N)) N inputs e of
(r, OK) = Somer
| (_, ERROR) = None)>

definition

«get_input_neuron_ids_L N = sorted_list_of_set (uid * (input_verts (graph N)))»
definition

«mk_input_map N vs = map_of (rev (zip (get_input_neuron_ids_L N) vs))>
definition

«get_output_edge_ids_l N = sorted_list_of_set (uid ‘ (output_verts (graph N)))>
definition

«get_output_edge_l N = map the_elem (map (A i. {e.e € edges N A\ i =uid (hd e)}) (get_output_edge_ids_[ N))>
definition

< predictyigraph_single_tist N inputs’ = those (map (X e. predictyigraph_singie N (mk_input_map N inputs’) e)
(get_output_edge_[ N))»

context neural_network_digraph_single begin

lemma ids_growing”: <neural_network_digraph N = e € edges N = uid (tl e) < uid (hd e)>

(proof)

end

context neural_network_digraph begin

fun (sequential) predicty; grqpn::<(id — a) list = (a, 'b) edge list = (‘a list x error)>
where
«predicty;grapn — — = ([], ERROR)>

end

record ‘a data =
inputs::«id — 'a>

outputs::<id — '@

end

4.4, Main Theory (Digraph) (2 NN_Digraph_Main)

theory
NN_Digraph_Main
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imports
NN_Common
NN_Digraph
Activation_Functions
Properties

begin

(ML)

end
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5 Neural Networks as Layers

54 Preliminaries

541 Useful Definitions for Analysing Matrix Predictions (3 Prediction_Utils_Matrix)

theory
Prediction_Utils_Matrix
imports
Complex_Main
Jordan_Normal_Form.Matrix
begin

definition max,,, 4; :: <'a:linorder Matrix.mat = 'a> where
<Max,,q; = Max o elements_mat>

definition min,,,4; :: <'a::linorder Matrix.mat = 'a> where
Min,, .+ = Min o elements_mat»

lemma finite_elements_mat: finite (elements_mat A)
(proof)

lemma max,,, ,+_is_element:
shows <elements_mat m # {} = max,,,,; m € elements_mat m»

(proof)

lemma min,,, ,+_is_element:
<elements_mat m # {} = min,;, o+ m € elements_mat m>

(proof)

definition max_list :: 'a::linorder list = 'a where
max_list xs = fold max xs (hd xs)

definition min_list :: ‘a::linorder list = 'a where
min_list xs = fold min xs (hd xs)

definition max, .. :: <'a:linorder Matrix.vec = 'a> where
Max,e. = max_list o list_of_vec»

definition min, ... :: <'a:linorder Matrix.vec = 'a> where
Min,.. = min_list o list_of_vec>

lemma max,.._is_element:
shows «list_of vec m # [| = max, .. m € set(list_of_vec m)>
(proof)
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lemma min,.._is_element:
shows «list_of_vec m # [| = min, .. m € set(list_of_vec m)>

(proof)

lemma max,, ¢ ._vCons_append_eq: <MaXyc. (VCONS X XS) = MAXy e XS V MAXyee (VCONS X XS) = X>

(proof)

lemma max,.._append_eq: <max, . (vec_of_list (xs @ [x])) = max,. (vec_of listxs) V max, . (vec_of_list (xs @ [x]))
=%

(proof)

lemma min,._vCons_append_eq: <min,q. (VCONS X XS) = MiNy . XS V Miny e (vCONS X Xs) = x»

(proof)
lemma min,¢._append_eq: <min,.. (vec_of_list (xs Q [x])) = miny.. (vec_of_list xs) V miny.. (vec_of_list (xs @ [x]))
=X

(proof)

lemma max, ¢ ._vec_cons_eq: <max,.. ((vec_of_list [x]) @, Xs) = maxycc xs V Maxye. ((vec_of_list [x]) @, xs) = x>

(proof)

lemma max, ¢._cons_eq: <Maxy.. (vec_of_list (x#xs)) = max,e. (vec_of_list xs) V max, .. (vec_of_list (x#xs)) = x>

(proof)

lemma min,.._vec_cons_eq: <min,.. ((vec_of_list [x]) @, xs) = minycc xs V min,.. ((vec_of_list [x]) @, xs) = x>

(proof)

lemma miny; s;_cons_eq: <miny .. (vec_of_list (x#xs)) = miny.. (vec_of_list xs) V miny.. (vec_of_list (x#xs)) = x>

(proof)

lemma max, .._vec_append_limit: assumes «xs 7 vNil> shows <max,c. Xs < Max, ¢ (vCons x xs)»

(proof)

lemma max,,.._append_limit: assumes «xs # [|» shows <max,, .. (vec_of_list xs) < max, . (vec_of_list (xs @ [x]))»

(proof)

lemma min,, . ._vec_append_limit: assumes «s 7 vNil> Shows <min,c. xs > min, .. (vCons x xs)»

(proof)

lemma min,.._append_limit: assumes s # []> shows <min,,.. (vec_of_list xs) > min,.. (vec_of_list (xs @ [x]))>

(proof)

lemma max, . ._vec_cons_limit: assumes «s 7 VNil> Shows <maxyc. Xs < max, . ((vec_of_list [x]) @, xs)»

(proof)

lemma max, ¢ ._cons_limit: assumes «xs # [|» shows <max, . (vec_of_list xs) < max, .. (vec_of_list (x#xs))»

(proof)

lemma min,,._vec_cons_limit: assumes «s 7 VNil> Shows <min,c. Xs > min, .. ((vec_of_list [x]) @, xs)»

(proof)

lemma min, ¢._cons_limit: assumes s # []» shows <min, .. (vec_of_list xs) > min,.. (vec_of_list (x#xs))»

(proof)
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Converting Predictions to Percentages definition prediction2percentage :: <real Matrix.vec = real Matrix.vec> where
«prediction2percentage m = (let m’ = max,.. min map_vec (A e.e / m’* 100.0) m)>

lemma prediction2percentage_id:
assSUMes <Maxy . p = 100>
shows <prediction2percentage p = p»

(proof)

Maximum Prediction definition posmax_of :: </a:linorder Matrix.vec = (nat X ‘a) option> where
«posmax_of | = (let m = max,.. Lin find (A e. snd e = m) (enumerate o (list_of_vecl)))>
definition pos_of_max :: </a::linorder Matrix.vec = nat option> where
«<pos_of_max | = map_option fst (posmax_of [)>

definition posmax_of ' :: <'a::linorder Matrix.vec = (nat X 'a) option> where
<posmax_of 'l = (let I’ = list_of vec L in
(if I =[] then None
else Some ((hd o rev o (sort_key snd) o (enumerate 0)) l)))>
definition pos_of_max’ :: </a::linorder Matrix.vec = nat option> where
«<pos_of_max' = map_option fst (posmax_of ' 1)

lemma find_append_eq: «find P (xsQ[x]) = (if find P xs = None then find P [x] else find P xs)>
(proof)

Distance of Maximum Prediction to Next Highest Prediction definition §,,,;,, :: real mat = real where
Bmin M= (let m’ = max,,q,; m; m’’ = Max (elements_mat m — {m'})
in|m’"—m?"| )

end

54.2 Desirable Properties of Neural Networks Predictions (3 Properties_Matrix)

theory Properties_Matrix
imports
Properties
Prediction_Utils_Matrix
Jordan_Normal_Form.Matrix
begin

definition zip_vec :: ‘a Matrix.vec = 'b Matrix.vec = (’a x 'b) Matrix.vec where
zip_vec A B = Matrix.vec (dim_vec A) (\i. ((A$i), (B$i)))

fun map_vec2 :: <(‘a='b = 'c ) = 'a Matrix.vec = 'b Matrix.vec = 'c Matrix.vec »
where

map_vec2 fxs ys = map_vec ( A (x,y). fxy) (zip_vec xs ys)

fun checkget_result_mat where

«checkget_result_mat _ None None = (None, True)>
|<checkget_result_mat € (Some xs) (Some ys) = (Some xs, fold (A) (list_of_vec (map_vec2 (A x y. x =[]~ y) xs ys))
True)»

|<checkget_result_mat _r _ = (r, False)»

definition «check_result_mat r € s = snd (checkget_result_mat € r s)»
notation check_result_mat (((_)/ =~[(_)]~m (L)) [60, 60] 60)
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definition ensure_testdata_range_mat :: <real = real Matrix.vec list = (real Matrix.vec — real Matrix.vec) = real Ma-
trix.vec list = bool>
where
<ensure_testdata_range_mat delta inputs P outputs

= foldl () True

(map (Me. (P (fste)) =|[delta]=,, Some (snd e))
(zip inputs outputs))>

notation ensure_testdata_range_mat ((_) =, {(_)} (L) {(L)} [67, 3, 90, 3] 60)

Interval Arithmetic definition <intervals_of_mat 6 A = Matrix.vec (dim_vec A) (X i. Interval((A$i)—|d]|,(AS$i)+]d])) >
definition <intervals_of_m 6 = map (intervals_of_mat §) »

fun check_result_mat_interval_mat :: <'a::preorder Matrix.vec option = ’a interval Matrix.vec option = bool> where
«check_result_mat_interval_mat None None =True»
| <check_result_mat_interval_mat (Some xs) (Some ys) = fold (A) (list_of_vec (map_vec2 (A xy. x € set_of y) xs ys))
True»
| «check_result_mat_interval_mat _ _ = False>

notation check_result_mat_interval_mat (((_)/ =~ (_)) [60, 60] 60)

We define check_result_mat_interval for checking that two matrices are approximatively equal (we need the
error interval due to possible rounding errors in IEEE754 arithmetic in python compared to mathematical reals
in Isabelle).

definition ensure_testdata_interval_mat :: <real Matrix.vec list = (real Matrix.vec — real Matrix.vec) = real interval
Matrix.vec list = bool>
where
<ensure_testdata_interval_mat inputs P outputs
= foldl (A\) True
(map (Ae.leta= (P (fste)) inlet b= Some (snd e) in (a ~,, b))
(zip inputs outputs)) »
notation ensure_testdata_interval_mat (=, {(_)} (L) {(_)} [3, 90, 3] 60)

Using check_result_mat_interval we now define the property ensure_testdata_interval to check that the
(symbolically) computed predictions of a neural network meet our expectations.

Maximum Classifiers

definition

ensure_testdata_max_mat :: <real Matrix.vec list = (real Matrix.vec — real Matrix.vec) = real Matrix.vec list = bool>
where

<ensure_testdata_max_mat inputs P outputs

= foldl () True

(map (X e. case P (fst e) of
None = False
| Some p = pos_of_max p = pos_of_max (snd e))
(zip inputs outputs))>

notation ensure_testdata_max_mat (=, {(_)} (L) {(L)} [3, 90, 3] 60)

Many classification networks use the maximum output as the result, without normalisation (e.g., to values
between o and 1). In such cases, a weaker form of ensuring compliance to predictions might be used that only
checks that checks for the maximum output of each given input, this can be tested using ensure_testdata_max

end
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51.3 Sequential Layers (5 NN_Layers)

theory
NN_Layers
imports
Activation_Functions
begin

In this theory, we model feed-forward neural networks as “computational layers” following the structure of
TensorFlow [1] closely.

record InOutRecord =
name:: String.literal
units:: nat

record ('b) ActivationRecord = InOutRecord +
/
p:i'b

record (‘a, 'b, 'c) LayerRecord = «('b) ActivationRecord> +
B

w o

datatype (‘a, ‘b, ‘c) layer = In <InOutRecord>
| Out <InOutRecord»
| Dense «('a,’b, 'c) LayerRecord>
| Activation <('b) ActivationRecord>

fun units; where
<units; (In 1) = units b
| cunits; (Out l) = units b>
| cunits; (Dense ) = units b
| <units; (Activation [) = units b

lemmas [nn_layer] = InOutRecord.simps ActivationRecord.simps LayerRecord.simps layer.simps units;.simps
The datatype layer models the currently supported layer types

As we are using a representation of a network as a list of layers, we also support different layer types and
their computations. Currently, our sequential layers model supports five layer types In input (input layer), Out
output (output layer), Dense dense_layer (dense layer), and Activation activation_layer (activation layer). As
we allow for the abstraction of activation functions, we abstract from the actual type for the activation function
(modelled by the type variable ‘b and from the actual type of weight and bias (modelled by the type variables
'a and ’c respectively).

Therefore, we do not need to model TensorFlow's Lambda layer explicitly (which is TensorFlow’s mechanism
for supporting custom activation functions).

Each LayerRecord contains the activation, weights and bias in our network ¢, 5 and w respectively), while
our ActivationRecord only contains our abstracted activation function.

fun isin where
dsln (In _) = True»
| dsin_ = False

fun isOut where
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«isOut (Out _) = True»
| dsout_ = False>

fun isinternal where
cisinternal (Out _) = False»
| disinternal (In _) = False>
| dsinternal _ = True»

lemma isinternal”: <isinternal n = (= (isln n) A — (isOut n))»
(proof)

record (‘a, 'b,’c) neural_network_seq_layers =
layers :: «('a, 'b, ‘c) layer list>
activation_tab :: <b = ((‘a = 'a ) option)»

lemmas [nn_layer] = neural_network_seq_layers.simps

For this encoding of a neural network, we mostly follow TensorFlow Sequential model [1] and represent our
network as a sequential list of layers with an abstract table of activation functions, allowing for extensible and
customisable functionality. The record (‘a, b, ‘c) neural_network_seq_layers represents our network where
'a is type variable representing the type of our bias, ’b is the type of the activation function, and ‘c is the type
variable representing the type of our weights.

fun out_deg_layer
where
<out_deg_layer (In [) = (units [)»
| <out_deg_Llayer (Out l) = (units [)>
| <out_deg_Llayer (Activation [) = units b
| <out_deg_Llayer (Dense ) = units [>

fun units_layer where
<units_layer (In [) = units b
| cunits_layer (Out ) = units b
| <units_layer (Activation [) = units [
| <units_layer (Dense [) = units [>

fun @_layer where
«p_layer (In l) = None»
| «p_layer (Out [) = None»
| «o_layer (Activation [) = Some (¢ )
| «po_layer (Dense l) = Some (i 1)>

fun in_deg_layer where
in_deg_layer (In [) = units |
| in_deg_layer (Out [) = units |
| in_deg_layer (Activation [) = units |
| in_deg_layer (Dense l) = length (w ! 0)

lemmas [nn_layer] = out_deg_layer.simps units_layer.simps _layer.simps

definition
<out_deg_NN N = (if layers N = [| then o else (units_layer o last o layers) N)»

definition
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«in_deg_NN N = (if layers N = [] then o else (units_layer o hd o layers) N)>

(ML)

end

5.1.4 Neural Network Lipschitz Continuity

theory
NN_Lipschitz_Continuous

imports
NN_Layers
HOL—Library.Numeral_Type
Activation_Functions
Matrix_Utils
HOL—Analysis.Analysis

begin

Lipschitz Continuity of Functions (real)

Splitting Function

Neural Network: Activations lemma relu_lipschitz: 1—lipschitz_on (X::real set) (relu)
(proof)

lemma identity_lipschitz: 1—lipschitz_on (X::real set) (identity)

(proof)

Neural Network: Layers lemma input_output_lipschitz_continuous:
«1—lipschitz_on (U::real set) (\1i.i)>

(proof)

lemma activation_lipschitz_continuous:
assumes «C—lipschitz_on U f>
shows «C—lipschitz_on U (X i . fi)>
(proof)

lemma lipschitz_on_add_const:
shows (1::real)—lipschitz_on (U::real set) (Ax. x + c)

(proof)

lemma lipschitz_on_fold_add:
shows 1—lipschitz_on (U::real set) (fold (+) xs)
(proof)

lemma lipschitz_on_fold_add_zero:
shows 1—lipschitz_on (U::real set) (A x . fold (+) [x] (o::real))
(proof)

lemma lipschitz_on_foldr_add:
shows 1—lipschitz_on (U::real set) (A 's. foldr (+) xs s)

(proof)



lemma lipschitz_on_sumlist_rev:
shows 1—lipschitz_on (U::real set) ((+) (sum_list (rev xs)))

(proof)

lemma lipschitz_on_sumlist:
shows 1—lipschitz_on (U::real set) ((+) (sum_list xs))

(proof)

lemma lipschitz_on_mult_const:
shows |c|—lipschitz_on (U::real set) (A x . x * c)
(proof)

lemma lipschitz_on_weighted_sum_single:
|w|—lipschitz_on (U::real set) (Ax . x * w + b)
(proof)

lemma lipschitz_on_fold_add_zero":
shows 2—lipschitz_on (U::real set) (A x . (fold (+) [x,x] (0::real)) 4+ w)
(proof)

lemma lipschitz_on_mult_const”:
shows <V x € set xs . |c|—lipschitz_on (setxs) (A\y.cxy)

(proof)

typedef (‘a, 'nr::finite, 'nc::finite) fixed_mat =
carrier_mat (CARD('nr)) (CARD(’nc)) :: ‘a mat set
morphisms Rep_fixed_mat Abs_fixed_mat (proof)

setup_lifting type_definition_fixed_mat

typedef (a, 'n::finite) fixed_vec =
carrier_vec (CARD(’n)) :: 'a vec set
morphisms Rep_fixed_vec Abs_fixed_vec

(proof)
setup_Llifting type_definition_fixed_vec

definition dim_vecf :: (‘a, 'n::finite) fixed_vec = nat where
dim_vecf v = CARD('n)

definition dim_colf :: ('a, 'nc::finite, 'nr::finite) fixed_mat = nat where
dim_colf m = CARD('nc)

definition dim_rowf :: (‘a, ‘nc::finite, 'nr::finite) fixed_mat = nat where
dim_rowf m = CARD('nr)

definition fixed_mat_zero :: ('a::zero, 'nr::finite, 'nc::finite) fixed_mat where
fixed_mat_zero = Abs_fixed_mat (0,,, (CARD('nr)) (CARD('nc)))

definition fixed_mat_add :: (‘a::plus, 'nr::finite, 'nc::finite) fixed_mat = (‘a, 'nr, 'nc) fixed_mat = (‘a, 'nr, 'nc)
fixed_mat where

fixed_mat_add A B = Abs_fixed_mat (Rep_fixed_mat A + Rep_fixed_mat B)

definition fixed_vec_zero :: (‘a::zero, 'nr::finite ) fixed_vec where
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fixed_vec_zero = Abs_fixed_vec (0, (CARD('nr)))

definition fixed_vec_add :: (‘a::plus, 'nr::finite) fixed_vec = (’a, 'nr) fixed_vec = ('a, 'nr) fixed_vec where
fixed_vec_add A B = Abs_fixed_vec (Rep _fixed_vec A + Rep_fixed_vec B)

lift_definition fixed_mat_smult :: ‘a::times = ('a, 'nr::finite, 'nc::finite) fixed_mat = ('a, 'nr, 'nc) fixed_mat
iSACA.Cc-p A

(proof)

lift_definition fixed_mat_index :: (‘a, 'nr::finite, 'nc::finite) fixed_mat = nat = nat = 'a
isMij.AS$S (i,)) (proof)

lift_definition fixed_vec_index :: ('a, 'nr::finite) fixed_vec = nat = ‘a
is vec_index (proof)

lift_definition fixed_vec_smult :: ‘a::times = ('a, 'nr::finite) fixed_vec = ('a, 'nr) fixed_vec
isACA.c-, A

(proof)

lift_definition mult_vec_fixed_mat ::
(‘a::semiring_o, 'nr::finite) fixed_vec = (‘a, 'nr, 'nc::finite) fixed_mat = (‘a, 'nc) fixed_vec
(infixl ¢,% 70)
is \v A. vec (dim_col A) (\i. col Ai - v)

(proof)

lift_definition map_fixed_vec :: (‘a = 'b) = ('a, 'n::finite) fixed_vec = (’b, 'n::finite) fixed_vec
is map_vec :: (‘a='b) = ‘avec = b vec
(proof)

lemma zero_in_carrier:
Om, (CARD(’nr)) (CARD(’nc)) € carrier_mat (CARD('nr)) (CARD('nc))

(proof)

lemma Rep_fixed_mat_zero [simp]:
Rep_fixed_mat (fixed_mat_zero :: ('a::zero, 'nr::finite, 'nc::finite) fixed_mat) = o,, (CARD('nr)) (CARD('nc))

(proof)

lemma Rep_fixed_mat_add [simp]:
Rep_fixed_mat (fixed_mat_add A B) = Rep_fixed_mat A + Rep_fixed_mat B

(proof)

lemma Rep_fixed_vec_zero [simp]:
Rep_fixed_vec (fixed_vec_zero :: ('a::zero, 'n::finite) fixed_vec) = o,, (CARD('n))
(proof)

lemma Rep_fixed_vec_add [simp]:
Rep_fixed_vec (fixed_vec_add A B) = Rep_fixed_vec A + Rep_fixed_vec B

(proof)

lemma Rep_fixed_mat_inject: Rep_fixed_mat A = Rep_fixed_mat B—- A =B

(proof)

lemma Rep_fixed_vec_inject: Rep_fixed_vec A = Rep_fixed_vec B=— A =B
(proof)



lift_definition row_fixed :: (a, 'n::finite, 'm::finite) fixed_mat = nat = ('a, 'm) fixed_vec is
M i. vec (CARD('m)) (Nj.A$S$ (i, j))
(proof)

lift_definition col_fixed :: (‘a, 'n::finite, 'm::finite) fixed_mat = nat = (‘a, 'n) fixed_vec is
M j. vec (CARD('n)) (Ai. A$$ (i, )))
(proof)

lemma CARD(285) = 285 (proof)

instantiation fixed_mat :: (semiring_1, finite, finite) times
begin

lift_definition mat_mult :: (‘a::semiring_1, 'n::finite, 'm::finite) fixed_mat =
(‘a, 'm, 'k::finite) fixed_mat =
(‘a, 'n, 'R) fixed_mat is
AA B. mat (CARD('n)) (CARD('R)) (A(if).
sum_list (map (AL A $$ (i,l) « B$$ (L,j)) [0..<CARD('m)]))
(proof)

instance (proof)
end

instantiation fixed_mat :: ({real_normed_vector, times, one, real_algebra_1}, finite, ﬁnite) real_normed_vector
begin

definition zero_fixed_mat :: (a, 'nr::finite, 'nc::finite) fixed_mat where
zero_fixed_mat = fixed_mat_zero

definition plus_fixed_mat :: (‘a, 'nr::finite, 'nc::finite) fixed_mat = (‘a, 'nr, 'nc) fixed_mat = (‘a, 'nr, 'nc) fixed_mat
where
plus_fixed_mat = fixed_mat_add

definition minus_fixed_mat :: (‘a, 'nr::finite, 'nc::finite) fixed_mat = ('a, 'nr, 'nc) fixed_mat = ('a, 'nr, 'nc) fixed_mat
where
minus_fixed_mat A B = fixed_mat_add A (fixed_mat_smult (—1) B)

definition uminus_fixed_mat :: (‘a, 'nr::finite, 'nc::finite) fixed_mat = ('a, 'nr, 'nc) fixed_mat where
uminus_fixed_mat A = fixed_mat_smult (—1) A

definition scaleR_fixed_mat :: real = ('a, 'nr::finite, 'nc::finite) fixed_mat = ('a, 'nr, 'nc) fixed_mat where
scaleR_fixed_mat r A = fixed_mat_smult (of_real r) A

definition norm_fixed_mat :: ('a, 'nr::finite, 'nc::finite) fixed_mat = real where
norm_fixed_mat A = sqrt (> _ i€{o..<CARD('nr)}. > je{o..<CARD(’nc)}. (norm (fixed_mat_index A i j))"2)

definition dist_fixed_mat :: (‘a, 'nr::finite, 'nc::finite) fixed_mat = (‘a, 'nr, 'nc) fixed_mat = real where
dist_fixed_mat A B = norm (A — B)

definition uniformity_fixed_mat :: ((‘a::{real_algebra_1,real_normed_vector}, 'nr::finite, 'nc::finite) fixed_mat x ('a,

'nr, 'nc) fixed_mat) filter where
uniformity_fixed_mat = (INF e{o<..}. principal {(x, y). distxy < e})
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definition open_fixed_mat :: (“a, 'nr::finite, 'nc::finite) fixed_mat set = bool where
open_fixed_mat S = (VX€S. Y g (x',y) in uniformity. x' =x — y €5)

definition sgn_fixed_mat :: (a, 'nr::finite, 'nc::finite) fixed_mat = (‘a, 'nr, 'nc) fixed_mat where
sgn_fixed_mat A = (if A= o then o
else scaleR (1 / norm A) A)

lemma uminus_add: — (A :: (“a, 'nr::finite, 'nc::finite) fixed_mat) + A = o

(proof)

lemma smult: a*p bxgx=(axb)xg (x:: (‘a, 'nr:finite, 'nc::finite) fixed_mat)

(proof)

lemma scaleR: 1x*g x =( x:: (‘a, 'nr::finite, 'nc::finite) fixed_mat)

(proof)

lemma scaleR_o: 0 xp x =( 0:: (‘a, 'nr::finite, 'nc::finite) fixed_mat)

(proof)

lemma norm_o: norm (0::('a, 'nr::finite, 'nc::finite) fixed_mat) = o

(proof)

lemma sgn: sgn x = inverse (norm x) xg (x::('a, 'nr::finite, 'nc::finite) fixed_mat)

(proof)

lemma norm_eq_zero_iff: (norm x = (o::real)) = (x = (0::('a, 'nr::finite, 'nc::finite) fixed_mat))

(proof)

le<mma ssm_tuple: oi<n Y j<m.Pij)=0"pe{(iy).i<nAj<m}. P(fstp) (sndp))
proof

lemma triangle_inequality: norm ((x::('a, 'nr::finite, 'nc::finite) fixed_mat) + y::(‘a, 'nr::finite, 'nc::finite) fixed_mat)
< normx 4 normy

(proof)

lemma norm_scaleR: norm (a *g x) = |a| * norm (x::('a, 'nr::finite, ‘nc::finite) fixed_mat)

(proof)
instance

(proof)

end

instantiation fixed_vec :: ({real_normed_vector, times, one, real_algebra_1}, finite) real_normed_vector
begin

lift_definition zero_fixed_vec :: ('a, 'b) fixed_vec is
zero_vec (CARD('b))
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(proof)

lift_definition plus_fixed_vec :: (‘a, 'b) fixed_vec = ('a, 'b) fixed_vec = ('a, 'b) fixed_vec is
fixed_vec_add (proof)

definition scaleR_fixed_vec :: real = (a, 'b) fixed_vec = ('a, 'b) fixed_vec where
scaleR_fixed_vec r A = fixed_vec_smult (of_real r) A

lift_definition uminus_fixed_vec :: (‘a, 'b) fixed_vec = ('a, 'b) fixed_vec is
Av. smult_vec (—1) v
(proof)

lift_definition minus_fixed_vec :: (‘a, 'b) fixed_vec = ('a, 'b) fixed_vec = ('a, 'b) fixed_vec is
Avw. v+ (smult_vec (—1) w)
(proof)

definition norm_fixed_vec :: (‘a, 'b::finite) fixed_vec = real where
norm_fixed_vec A =sqrt (> i€{0..<CARD('b)} . (norm (fixed_vec_index A i))"2)

definition sgn_fixed_vec :: (‘a, 'b::finite) fixed_vec = ('a, 'b) fixed_vec where
sgn_fixed_vec v = (if v = o then o else scaleR (1 / norm v) v)

definition dist_fixed_vec :: (a, 'b) fixed_vec = (‘a, 'b) fixed_vec = real where
dist_fixed_vec vw = norm (v — w)

definition uniformity_fixed_vec :: ( (‘a, 'b) fixed_vec x (’a, 'b) fixed_vec) filter
where uniformity_fixed_vec = (INF ec{0<..}. principal {(x,y). distxy < e})

definition open_fixed_vec :: ('a, 'b) fixed_vec set = bool where

open_fixed_vec U= (Vx€U.Y g (x',y) in uniformity. x' = x — y € U)

lemma uminus_add_vec: — (A :: (‘a, 'n:finite) fixed_vec) + A= o0

(proof)

lemma smult_vec: a*g b*gx = (ax*b) g (x:: ('a, 'n::finite) fixed_vec)

(proof)

lemma scaleR_vec: 1xp x =( x:: ('a, 'n::finite) fixed_vec)

(proof)

lemma norm_o_vec: norm (o::('a, 'n:finite) fixed_vec) = o

(proof)

lemma scaleR_o_vec: 0 g x =( 0:: ('a, 'n::finite) fixed_vec)

(proof)

lemma sgn_vec: sgn x = inverse (norm x) xg (x::('a, 'n::finite) fixed_vec)

(proof)
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lemma norm_eq_zero_iff_vec: (norm x = (o::real)) = (x = (0::(a, 'n::finite) fixed_vec))

(proof)

lemma triangle_inequality_vec: norm ((x::('a, 'n::finite) fixed_vec) + y::('a, 'n::finite) fixed_vec) < norm x + normy

(proof)

lemma norm_scaleR_vec: norm (a *g x) = |a| * norm (x::('a, 'n::finite) fixed_vec)

(proof)

instance
(proof)

end

lemma uminus_fixed_vec:
assumes (v::'a::{real_algebra_1,real_normed_vector} Matrix.vec) € carrier_vec (CARD(’n::finite))
shows — Abs_fixed_vec v = (Abs_fixed_vec (— v):: (‘a::{real_algebra_1,real_normed_vector}, 'n::finite) fixed_vec)

(proof)

lemma lipschitz_on_mat_add:

shows «(1::real)—lipschitz_on U (A (A:: (‘a::{real_algebra_1,real_normed_vector}, 'nr::finite, 'nc::finite) fixed_mat) .
A+ M)

(proof)

lemma vec_minus_element:
fixes vw :: ‘a::{minus, zero} vec
assumes dim_vec v = dim_vec w and i < dim_vec v
shows vec_index (v — w) i = vec_index v i — vec_index w i

(proof)

lemma vec_minus:
fixes vw :: ‘a::{minus, zero} vec
assumes dim_vecv = dim_vecw and i < dim_vecv
shows (v — w) = vec (dim_vec v) (Ai. vec_index v i — vec_index w i)

(proof)

lemma Rep_fixed_vec_plus:
Rep_fixed_vec ((u:: (‘a::{real_algebra_1,real_normed_vector}, 'n::finite) fixed_vec) -+
(v:: (‘a::{real_algebra_1,real_normed_vector}, 'n::finite) fixed_vec)) =
Rep_fixed_vec u + Rep_fixed_vec v
(proof)

lemma fixed_vec_add:
assumes v1 € carrier_vec (CARD('n::finite))
and v2 € carrier_vec (CARD('n::finite))
shows Abs_fixed_vec v1 + Abs_fixed_vec v2 = (Abs_fixed_vec (v1 + v2)::(‘a::{real_algebra_1,real_normed_vector},
'n) fixed_vec)

(proof)
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lemma col_minus_mat:
fixes A B :: ‘a::{minus, zero} mat
assumes dim_row A = dim_row B and dim_col A = dim_col B and i < dim_col A
shows col (A—B)i=colAi— colBi

(proof)

lemma index_vec_mat_mult:
assumes v € carrier_vec (dim_row A)
and A € carrier_mat (dim_row A) (dim_col A)
and i < dim_col (A::'a::{semiring_o, ab_semigroup_mult} Matrix.mat)
shows (v, A) $i= (D> j=o..<dim_rowA.v$jxASS (j,i))

(proof)
lemma Rep_fixed_mat_minus:
Rep_fixed_mat ((x — y):(‘a, b, 'c) fixed_mat) = Rep_fixed_mat x — Rep_fixed_mat (y:: ('a:
{real_algebra_1,real_normed_vector}, 'b::finite, 'c::finite) fixed_mat)
(proof)

lemma vector_matrix_inequality:
fixes c :: (‘a::{real_normed_field,real_inner}, 'nr::finite) fixed_vec
and U :: (‘a, 'nr, 'nc::finite) fixed_mat set
and C :: real
assumes C_bound: C > norm ¢
and C_nonneg: C > o
shows Axy.xeU=—=yecU—
sqrt (3" i = 0..<CARD('nc). (norm (fixed_vec_index (c f,* x — ¢ pyxy) i))?) <
C*sqrt (3 i=o0..<CARD(’'nr). > j = 0..<CARD(’nc). (norm (fixed_mat_index (x — y) i}))?)
(proof)

lemma lipschitz_on_mat_mult:
assumes <0 < Crand normc < C
shows «C—lipschitz_on U (X (y::(“a:: {real_inner real_normed_field}, 'nr::finite, 'nc::finite) fixed_mat) .
(c::("a, 'nr) fixed_vec) ¢yxy)>
(proof)

lemma lipschitz_on_weighted_sum_bias:

assumes <0 < Crand normc < C

shows «C—lipschitz_on U (X (y::('a:: {real_inner real_normed_field}, 'nr::finite, 'nc::finite) fixed_mat) . (¢ f,* y) +
b))

(proof)

lemma mult_vec_mat_distrib_left:
assumes v1 € carrier_vec n and v2 € carrier_vec n and A € carrier_mat n m
shows (V1 — v2) ;% A =v1 % A — v2 . (A:: ‘a::{real_normed_field,real_inner} mat)

(proof)

lemma matrix_vector_inequality:

fixes ¢ :: (‘a::{real_normed_field,real_inner}, 'nr::finite, 'nc::finite) fixed_mat
and U :: (‘a, 'nr) fixed_vec set
and C :: real

assumes C_bound: C > norm ¢

and C_nonneg: C > o

shows Axy.xeU=—ycU—

sqrt (3" i = 0..<CARD('nc). (norm (fixed_vec_index (x f,* ¢ —y fyx ) i))?) <
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C*sqrt (3. i=0..<CARD(’nr). (norm (fixed_vec_index (x — y) i))?)
(proof)

lemma lipschitz_on_vec_mult:
assumes <o < C>and normc < C
shows «C—lipschitz_on U (Ay .y f* (c::(‘a:: {real_inner real_normed_field}, 'nr::finite, 'nc::finite) fixed_mat))>

(proof)

lemma C_ge_norm:
norm (c::('a:: {real_algebra_1,real_normed_vector}, 'nr::finite, 'nc::finite) fixed_mat) < C=—=0<C
(proof)

lemma lipschitz_on_weighted_sum_bias’:

assumes normc < C

shows «C—lipschitz_on U (A y . (y fo* (c::(“a:: {real_inner,real_normed_field}, 'nr::finite, 'nc::finite) fixed_mat)) +
b)»

(proof)

lemma lipschitz_on_dense:
assumes normc < C
assumes D—lipschitz_on ((Ay. (c::(‘a:: {real_inner,real_normed_field}, 'n::finite) fixed_vec) ;,*y + b) ‘U) f
shows (D % C)—lipschitz_on U (Ay .f ((c fo*y) + b))
(proof)

lemma lipschitz_on_dense”:

assumes norm ¢ < C

assumes D—lipschitz_on ((Ay.y fu* (c::(“a:: {real_inner real_normed_field}, 'nr::finite, 'nc::finite) fixed_mat) + b)
u) f

shows (D * C)—lipschitz_on U (Ay . f ((y sv*c)+ b))

(proof)

‘

lemma lipschitz_on_input_ouput:
shows 1—lipschitz_on U (A i . i)

(proof)

lemma lipschhitz_on_activation:
assumes C—lipschitz_on U f
shows C—lipschitz_on U (A i.fi)
(proof)

~

Neural Network: Layers fun predict;qye,_s = ((‘a::{real_algebra_1,real_normed_vector}, 'b::finite) fixed_vec, 'c,
/d) neural_network_seq_layers
= ('a, 'b::finite) fixed_vec = (('a, 'b) fixed_vec, 'c, (‘a, 'b, 'b) fixed_mat) layer = ('a, 'b) fixed_vec
where
«predictygyer_r N (vs) (Inl) = vs>
| <predict;qyer_s N (vs) (Outl) = vs
| <predict;qyer_g N (vs) (Dense pl) = ((the (activation_tab N (¢ pl))) ((vs % w pl) + B pl))>
| <predict;qyer_g N (vs) (Activation pl) = ((the (activation_tab N (¢ pl))) vs) >

definition «predictseq_iqyer_s N inputs = foldl (predict;,yer_s N) inputs (layers N)»
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definition «lipschitz_continuous_activation_tabs tab U = (V f € ran (tab). 3 C. C—lipschitz_on U f)>

lemma input_layer_lipschitz_on:
1—lipschitz_on U ((A vs . (predict;qyer_f Nvs (Inx1))))
(proof)

lemma output_layer_lipschitz_on:
1—lipschitz_on U (A vs . (predict;qyer_; Nvs (Outx1))))

(proof)

lemma dense_layer_lipschitz_on:

assumes norm (w x1) < C

assumes D—lipschitz_on ((A\y.y jo* w x1+ [ x1) ‘U) (the (activation_tab N (¢ x1)))

shows (C * D)—lipschitz_on U (\ vs::(a:: {real_inner,real_normed_field}, 'c::finite) fixed_vec . (predict;qyer_s N vs
(Dense x1)))

(proof)

lemma activation_layer_lipschitz_on:
assumes C—lipschitz_on U (the (activation_tab N (¢ x1)))
shows C—lipschitz_on U (A vs . (predict;qyer_s N vs (Activation x1)))

(proof)

lemma foldl_layer_lipschitz_on:
fixes N :: ((‘a::{real_algebra_1,real_normed_vector}, 'b::finite) fixed_vec, ‘c, 'd) neural_network_seq_layers
assumes layer_lipschitz: ¥/ | € set Is. 3C. C—lipschitz_on U (Avs. predict;qyer_s N Vs )
assumes domain_invariant: V| € set [s. Vvs € U. predict;qyer_g Nvsl € U
shows 3 C. C—lipschitz_on U (Avs. foldl (predict;qyer_f N) Vs ls)

(proof)

lemma layers_lipschitz_from_components:
fixes N :: ((‘a::{real_algebra_1,real_normed_vector,real_inner,real_normed_field}, 'b::finite) fixed_vec, 'c, 'd) neu-
ral_network_seq_layers
assumes weight_bounded: ¥ | € set [s. (case | of Dense pl = norm (w pl) < W)
assumes activation_lipschitz: V[ € set s. (case | of
Dense pl = 3D. D—lipschitz_on ((A\y.y jo* w pl+ 3 pl) ‘U) (the (activation_tab N (¢ pl))) |
Activation pl = 3 C. C—lipschitz_on U (the (activation_tab N (¢ pl))))
shows V[ € set [s. 3C. C—lipschitz_on U (Avs. predict;qyer_§ N s )

(proof)

lemma Rep_fixed_vec_minus: Rep_fixed_vec (x — y) = Rep_fixed_vec x — Rep_fixed_vecy

(proof)

Lipschitz Continuity of Functions (Interval)

Neural Network: Activations lemma relu_lipschitz”: Axy. (x::(real, 'b::finite) fixed_vec) € X =
(y::(real, 'b::finite) fixed_vec) € X =
dist
((Abs_fixed_vec
(Matrix.vec (dim_vec (Rep_fixed_vec x))
(i if o < Rep_fixed_vec x $ i then Rep_fixed_vec x $ i else 0)))::(real, 'b::finite) fixed_vec)
((Abs_fixed_vec
(Matrix.vec (dim_vec (Rep_fixed_vecy))
(Ai. if o < Rep_fixed_vecy $ i then Rep_fixed_vecy $ i else 0)))::(real, 'b::finite) fixed_vec)
<distxy
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(proof)

lemma relu_lipschitz_fv: 1—lipschitz_on (X::(real, 'b::finite) fixed_vec set) (map_fixed_vec relu)

(proof)

lemma identity_lipschitz_fv: 1—lipschitz_on (X) (map_fixed_vec identity)

(proof)

lemma softplus_lipschitz”: Axy. (x::(real, 'b::finite) fixed_vec) € X =
(y::(real, 'b::finite) fixed_vec) € X —>
dist ((map_fun id (map_fun Rep_fixed_vec Abs_fixed_vec) (\f v. Matrix.vec (dim_vec v) (Ai. f (v $1))) softplus
x)::(real, 'b) fixed_vec)
(map_fun id (map_fun Rep_fixed_vec Abs_fixed_vec) (Af v. Matrix.vec (dim_vec v) (\i. f (v $1))) softplus y)
<1xdistxy

(proof)

lemma softplus_lipschitz: 1—lipschitz_on (X::(real, 'b::finite) fixed_vec set) (map_fixed_vec softplus)

(proof)

end

5.2 Models

5.24 Digraphs as Layers (2 NN_Digraph_Layers)

theory
NN_Digraph_Layers
imports
NN_Digraph
HOL—Combinatorics.Permutations
begin

definition layer_equiv :: (‘a list = 'b list) = (a list = 'b list) = bool (_ =, _)
where
layer_equivfg= (3 pp’.V xs. fxs = permute_list p’ (f (permute_list p xs)))>

lemma mset_eq_layer_equiv:
assumes <mset xs = mset ys»
and «mset (fxs) = mset (g ys)»
shows « =; ¢»

(proof)

fun output_neuron where
<output_neuron (In nid) = False>

| <output_neuron (Out nid) = True»

| <output_neuron (Neuron n) = False>

fun input_neuron where

<input_neuron (In nid) = True»
| <input_neuron (Out nid) = False»
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| <input_neuron (Neuron n) = False>

fun hidden_neuron where
<hidden_neuron (In nid) = False>

| <hidden_neuron (Out nid) = False>
| <hidden_neuron (Neuron n) = True>

Defining layer types as lists of edges

This subsection details definitions which allow for the easy creation of common layer types. The Activation
and Dense layer types map to the layer types used by TensorFlow (see https://www.tensorflow.org/api_docs/
python/tf/keras/layers)

Edge construction functions definition mk_edge :: «('a::{one}, 'b, 'c) neural_network = 'a = 'b = ‘a = 'a = id
= id = ('a, 'b) edge>
where
«mk_edge Nw’ ¢’ o’ Bid" nid = (w =w’,
tl = (the_elem {n.n € neurons N A uid n =id’}),
hd = Neuron (o=, a=a’, =", uid=nid|) |)»

definition mk_out_edge :: <('a::{one}, 'b, 'c) neural_network = id = id = (‘a, 'b) edge>
where
«mk_out_edge N id" nid’ = (| w =1,
tl = (the_elem {n . n € neurons N A uid n = id’}),
hd = out nid’ |)»

definition mk_new_ids :: <(‘a::{one}, 'b, 'c) neural_network = nat list >
where
«mk_new_ids N = upt (Max(uids (graph N)) + 1)
(Max(uids (graph N)) + card (output_layer_ids N) + 1)»

mk_new_ids makes a list of new ids corresponding to the size of the current last layer in a given network and
the current maximum id in the network. This is used in the activation and out functions in order to generate
the new neurons in the edges. In order to help validate that the mk_new_ids returns the correct sized list and
that the ids are unique in the network the following lemmas are needed to simplify this.

lemma new_id_len: <length(mk_new_ids N) = length(sorted_list_of_set(output_layer_ids N))»
(proof)

lemma new_id_len_card: «<length(mk_new_ids N) = card(output_layer_ids N)>

(proof)

lemma new_id_distinct: «distinct(mk_new_ids N)»
(proof)

lemma new_id_greater:
assumes «card (output_layer_ids N) > o>
shows «Min(set(mk_new_ids N)) > Max(uids (graph N))>
(proof)

lemma new_id_sorted:
shows <sorted (mk_new_ids N)>

(proof)
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lemma new_ids_unique:
assumes new_ids_finite: finite (set(mk_new_ids N))
and current_ids_finite: finite (uids (graph N))
and MinMax:  Max (uids (graph N)) < Min (set(mk_new_ids N))
shows uids (graph N) N set(mk_new_ids N) = {}
(proof)

Or by rewriting disjointness:

lemma new_ids_unique’:
assumes new_ids_finite: finite (set(mk_new_ids N))
and current_ids_finite: finite (uids (graph N))
and MinMax: ~ Max (uids (graph N)) < Min (set(mk_new_ids N))
shows V' x € set(mk_new_ids N). x ¢ uids (graph N)
(proof)

Template layer types as list of edges definition dense :: <(‘a::{one}, 'b, 'c) neural_network = nat = ‘a list = 'b
= 'a= 'a= ('a, 'b) edge list>
where
«dense Nnw’p’ o’ B’ = (if length w’ = n then
(let nids = upt (Max(uids (graph N)) + 1) (Max(uids (graph N)) 4+ n + 1)
in concat(map (A w . (concat(map
(Ab.map (Na.mk_edgeNw '’ 3"ab)
(sorted_list_of_set(output_layer_ids N))) nids))) w'))
else [])

In dense we also take a list of weights which we want our dense layer to be initialised with (requiring another

map operator).

definition out :: <('a::{one}, 'b, 'c) neural_network = ('a,’b) edge list>

where

<out N = (let nids = mk_new_ids N;

nedges = map (A a . mk_out_edge N (fst a) (snd a))
(zip (sorted_list_of_set(output_layer_ids N)) nids)
in (if distinct nedges then nedges else []))>

definition activation :: <(‘a::{one}, 'b, 'c) neural_network = 'b = 'a = ‘a = ('a, 'b) edge list>
where
«activation N p’ o’ B’ = (let nids = mk_new_ids N;
nedges = map (A a.mk_edgeN 1’ o’ B’ (fsta) (snd a))
(zip (sorted_list_of_set(output_layer_ids N)) nids)
in (if distinct nedges then nedges else []))>

here we call mk_edge with the weight w set to 1as we do not want to change the output of the previous layer
(we are simply applying the activation function)

definition <add_edges N edge_list = foldr (A a b. add_nn_edge b a) edge_list (graph N)>
definition <add_out N = add_edges N (out N) »

definition <add_dense Nnw’ ¢’ o’ B’ = add_edges N (dense Nnw' o’ o’ B')»
definition <add_activation N ¢’ o’ 8’ = add_edges N (activation N ¢’ o’ ')

definitions add_edges, add_out, add_dense and add_activation allow for easy addition of TensorFlow layer
types to an existing Neural Network.
Defining Layers in the Digraph Model

fun layersg; grapn::nat = (‘a::{zero linorder,numeral}, 'b, 'c) neural_network
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= ('a, 'b) edge = (‘a x error)»
where
dayersgigrapn - N (lw=_, t=_, hd=In_)) = (0, ERROR)>
| dlayersgigrapn — N ((w=_, t=0ut_ , hd=_|) = (0, ERROR)>
| dayersgigrapn — N ((w=_, tI=In uid;, , hd=_])) = (o, OK)>
| dlayersq;grapn N N e= (ifo < nthen

(let
tl’ = (case (tl e) of (Neuront) = t);
E’ =incoming_arcs N (Neuron.uid tl');

lvals = ((\ e’. (case layersqigrapn (N—1) N e’ of
(_, ERROR) = ((0,0), ERROR)
| (v,0K) = ((v+1,uid (tle’)), 0K))) ‘E)
in
(Max ((Aa fst(fsta)) ‘{n.n € lvals Asndn=0K }) , OK))
else (o, ERROR))»

Layers are defined as the path from the output node, this allows all dependencies to be calculated before
prediction. In layersg; 4rqpn the layer is calculated using the edges.

fun layersg; graph_neuron :: <nat = (‘a::{zero,linorder,numeral}, 'b, 'c) neural_network
= ('a, 'b) neuron = ('a x error)>
where
dayersqigraph_neuron — N (In uid;;,) = (0, OK)>
| dayersq;graph_neuron N N (Out uidyy¢) = (if 0 < n then
(let
E'=tl"(incoming_arcs N uid,+);
lvals = (A n’. (case layersq;graph_neuron (N—1) Nn'of
(_, ERROR) = ((0,0), ERROR)
| (v, 0K) = ((v+1, uid n’), OK))) ‘E’)
in (Max (A a fst(fsta)) ‘{n.n € lvals Asndn=0K }) , OK))
else (0, ERROR))»
| dlayersg;graph_neuron N N (Neuron a) = (if o < n then
(let
E’=tl*(incoming_arcs N (Neuron.uid a));
lvals = ((A n’. (case layersq;graph_neuron (N—1) N.n'of
(_, ERROR) = ((0,0), ERROR)
| (v, 0K) = ((v+1, uid n’), 0K))) ‘E’)
in (Max (A a fst(fsta)) ‘{n.n € lvals Asndn= 0K }) , OK))
else (0, ERROR))»

In layersgigraph_neuron the layer is calculated using the neurons instead, this is more intuitive as it is the
neurons that are arranged in layers.

Defining the behaviour of layers fun layers, 44¢5 :: <'a = ‘a = (‘a::{zero,numeral,linorder}, 'b, 'c) neural_network

= ('a, 'b) edge set> where
dayerscgges [I'N = (let ng;; = neurons N;
layer = (A n . ((layersqigraph_neuron (card nqyr) N n), uid n)) “ng;
nip, =snd‘{n.n € layer A fst(fstn) = l};
Nowt =snd‘{n.n € layer Afst(fstn) ="}
in{e.ecedgesN Auid (tle) € n;, Auid (hd e) € gy } )

get all edges between layer n and n+1
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Predicates to distinguish different layer types The following for functions test whether sets of edges cor-
respond to the correct type of connections for Dense, Activation, Input and Output layers.

definition isDense; :: <('a, 'b) edge set = bool » where
<sDensese=((V n'€ tl’e.Vn”’ehd‘e.Je’ce.tle’=n"Ahde’'=n"))

definition isActivation, :: <('a, 'b) edge set = bool> where
<isActivationse = ((V n’€ tl‘e. 3le’ce.tle’=n") A
(Vn"ehd‘e.3le"" ce.hde”’ =n"))

definition isinput; :: <('a, 'b) edge set = bool> where
«islnputs e = (isDenses e A (¥ n € hd ‘e . input_neuron n))>

definition isOutput; :: <('a, 'b) edge set = bool> where
«isOutputs e = (isActivations e A (V n'"’ € hd ‘e . output_neuron n’"’))>

The following for functions test whether lists of edges correspond to the correct type of connections for
Dense, Activation, Input and Output layers. We want these definitions over lists and sets in order to allow us
to use whichever is more efficient in specific situations.

definition isDense; :: <('a, 'b) edge list = bool> where
«isDense; e = (lett = (map tl e); h = (map hd e) in
(Vn'e sett.V n'"€seth.
filter (Ne'.tle’=n"Ahde’=n"")e £[]))

definition isinput; :: <('a, 'b) edge list = bool> where
«isinput; e = (isDense; e A foldr (A\) (map input_neuron (map hd e)) True)>

definition isActivation; :: <('a, 'b) edge list = bool> where
<isActivation; e = (lett = (map tl e); h = (map hd e) in
distinct t A distinct h A\ length t = length h N\ length e = length h A
length t = length e )

definition isOutput; :: <('a, 'b) edge list = bool> where
«isOutput; e = (isActivation; e A foldr (A\) (map (output_neuron o hd) e) True)»

Prove that the list and set definitions of our layers define the same behaviour, e.g. it does not matter whether
isActivation; or isActivation is used, the same connections are ensured

lemma allOutput:
shows <foldr (A\) (map (output_neuron o hd) e) True = (¥ n’ € hd ‘set e . output_neuron n’)>

(proof)

lemma alllnput:
shows <foldr (A) (map (input_neuron o hd) e) True = (V n’ € hd ‘set e . input_neuron n’)>
(proof)
lemma forAll:
«(V n'eset (map tle).V n''c set(map hd e).filter(Xe'. tle’=n"Ahde'=n""Y e #£][]) =
(Vn'ctl'sete.V n"c hd ‘sete.J e’ csete.tle’=n"Ahde’=n"")

(proof)

lemma isDense;_isDense,_equivalence: <isDense; E = isDense; (set E)»

(proof)

lemma isnput;_isinput,_equivalence: <islnput; E = isInput (set E)»
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(proof)

lemma isActivation;_isActivations_equivalence:
assumes distinct: «distinct E>
shows <isActivation; E = isActivation (set E)>

(proof)

lemma isOutput;_isOutput,_equivalence:
assumes distinct: «distinct E>
shows <isOutput; E = isOutput (set E)»
(proof)

We currently support the following 4 types of layers:

definition «layers; , ¢ [ I' N = isinput, (layerseqges LI N)>
definition <layers, ¢ py¢ [ N = isOutput, (layerseges [ 1" N)>
definition <layersgcp s [ I’ N = isDenses (layerscgges [I'N)>
definition <layers,ctivation [ 1" N = isActivation (layersegges | I'N)>

Conversion of layer types

The following helper lemmas are needed to prove that tails are unique within the edge lists. context neu-
ral_network_digraph begin

lemma nn_pregraph (graph N)
(proof)

lemma uid_is_singleton: «x € NN_Digraph.uid * (neurons N)
= is_singleton {n € neurons N. NN_Digraph.uid n = x}>
(proof)

lemma distinct_elem:
assumes at: «distinct X »
and a2: «<set X C uid ‘ (neurons N) »
shows «distinct (map (Ax. the_elem {n € neurons N. NN_Digraph.uid n = x}) X)»

(proof)

lemma output_layer_ids_subset_neuron_ids: <output_layer_ids N C uid ‘ (neurons N) >
(proof)

end

Activation layer proofs lemma distinct_activation_edges: «distinct (activation N @' o’ 8')»

(proof)

lemma output_activation_layer_length_equal:
assumes notEmptyNeurons: <neurons N # { }»
and notEmptyActivationLayer: <length(activation N ¢’ ' 8') # 0>
shows «card(output_layer_ids N) = length(activation N ¢’ o’ 5)>
(proof)

lemma new_ids_activation_layer_length_equal:
assumes notEmptyNeurons: <neurons N # { }>
and notEmptyActivationLayer: <length(activation N o’ ' 8') # 0>
and notEmptyNewlds: <length(mk_new_ids N) # 0»
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shows «length(mk_new_ids N) = length(activation N ¢’ o’ 37)>

(proof)

lemma map_neuron_hd_id:
«(map (Ax. Neuron (o =@’ a=a’, =" uid =fx)) X) =
(map (Ax. Neuron (o = ¢’ a=a’', = B',uid =x|)) (map fX))>
(proof)

lemma map_neuron_tl_id:
<«(map (Ax. the_elem {n € neurons N. NN_Digraph.uid n =fx}) X) =
(map (Ax. the_elem {n € neurons N. NN_Digraph.uid n = x})(map fX))»
(proof)

context nn_pregraph begin

lemma distinct_head_activation: «distinct(map hd (activation N ¢’ &’ 8'))>

(proof)

end
context neural_network_digraph begin

lemma distinct_tail_activation: «distinct(map tl (activation N o' o’ B'))>

(proof)

lemma activation_is_activation: <isActivation; (activation N ©" o’ ")
(proof)

end

Output layer proofs lemma output_output_layer_length_equal:
assumes notEmptyNeurons: <neurons N # { }>
and notEmptyOutputLayer: <length(out N) # 0>
shows «card(output_layer_ids N) = length(out N)>
(proof)

lemma new_ids_output_layer_length_equal:
assumes notEmptyNeurons: <neurons N # { }>
and notEmptyOutputLayer: <length(out N) # 0>
shows «length(mk_new_ids N) = length(out N)»

(proof)

lemma distinct_output_edges: «distinct (out N)>
(proof)

lemma map_out_neuron_hd_id: «(map (Ax. Out (fx)) X) = (map (Ax. Outx) (map fX))>

(proof)

context nn_pregraph begin

lemma distinct_head_output: «distinct(map hd (out N))>
(proof)
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end

lemma fold_and_map: <foldr (A) (map (Ax. True) X) True>
(proof)

lemma head_output_neurons: <foldr (A\) (map (output_neuron o edge.hd) (out N)) True>

(proof)

context neural_network_digraph begin

lemma distinct_tail_output: «distinct(map tl (out N))>
(proof)

lemma output_is_output:<isOutput; (out N)»
(proof)

Dense layer proofs lemma dense_is_dense:
assumes neuronsNotZero: <n > 0>
and weightEqualNeurons: <length w’ = n>
shows <isDense(set(dense Nnw’ ¢’ a’ 5))>

(proof)

end
end

5.2.2 Neural Network as Sequential Layers using Lists (5 NN_Layers_List_Main)

theory
NN_Layers_List_Main
imports
Main
NN_Layers
HOL—Library.Interval
Properties
begin

definition «valid_activation_tab; tab = (V f € ran tab. V xs. length xs = length (f xs))»

lemma valid_activation_preserves_length:
assumes <valid_activation_tab; t>
assumes <t n = Some f>
shows «length xs = length (f xs)»

(proof)

fun layer_consistent; :: (‘a list, 'b, 'a list list) neural_network_seq_layers = nat = (‘a list, 'b , ‘a list list) layer = bool
where
«layer_consistent; _ nc (In ) = (0 < units | A nc = units [)>
| <layer_consistent; _ nc (Out [) = (o < units | A nc = units [)»
| <layer_consistent; N nc (Activation [) = ( (o < units | A nc = units [)
A ( ((activation_tab N) (¢ 1)) # None ))>
| <layer_consistent; N nc (Dense l) = (o < units | A 0 < nc
A length (3 1) = units |
A length (w [) = units |
A (Yreset (wl). length r = nc)
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A ( ((activation_tab N) (¢ 1)) # None ))>

fun layers_consistent; where
<layers_consistent; N _ [] = True>»
|<layers_consistent; N w (I#ls) = ((layer_consistent; N w l) A (layers_consistent; N (out_deg_layer l) [s))>

lemma layer_consistent;_in_deg_layer:
assumes layer_consistent; N nc |
shows in_deg_layer | = nc

(proof)

lemma layers_consistent;_in_deg:
assumes (layers_consistent; N nc (I#ls"))
shows in_deg_layer | = nc

(proof)

lemma layer_consistent;_activation_tab_const:
<layer_consistent; N nc | = layer_consistent; (layers = [s, activation_tab = activation_tab N|) nc b

(proof)

lemma layers_consistent;_activation_tab_const:
<layers_consistent; N nc ls = layers_consistent; (|layers = Is’, activation_tab = activation_tab N|) nc s>

(proof)

lemma layers_consistent;_layersN_const:
«layers_consistent; N = layers_consistent; (|layers = Is’, activation_tab = activation_tab N|)>

(proof)

lemma layers_consistent;All:
assumes «layers_consistent; N inputs (layers N)>
shows <V [ € set (layers N). 3 n . layer_consistent; N n b

(proof)

lemma layers_consistent;All":
assumes <layers_consistent; N (in_deg_NN N) (layers N)»
shows <V [ € set (layers N). 3 n . layer_consistent; N n [>

(proof)

lemma layers_consistent;_layer_consistent;_Dense:
assumes <layers_consistent; N (in_deg_NN N) (layers N)»
and (Dense x3) € set (layers N )
shows <layer_consistent; N (length (w x3 ! 0)) (Dense x3) >

(proof)

lemma layers_consistent;_layer_consistent;_Activation:
assumes <layers_consistent; N (in_deg_NN N) (layers N)>
and (Activation x3) € set (layers N )
shows <layer_consistent; N (units x3) (Activation x3) >

(proof)
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locale neural_network_sequential_layers; =
fixes N::<(‘a::comm_ring list, 'b, 'a list list) neural_network_seq_layers>
assumes head_is_In: «<isin (hd (layers N))»
and last_is_Out: <isOut (last (layers N))>
and layer_internal: ist_all isinternal ((tl o butlast) (layers N))»
and activation_tab_valid: «valid_activation_tab; (activation_tab N)>
and layer_valid: <layers_consistent; N (in_deg_NN N) (layers N)»
begin
lemma layers_nonempty: <layers N = [|»
(proof)

lemma min_length_layers_two: <1 < length (layers N)>

(proof)

lemma layers_structure: <3 il ol Is. layers N = (In il)#[s@[Out ol]>
(proof)

end

We use locales (i.e., Isabelle’s mechanism for parametric theories) to capture fundamental concepts that are
shared between different models of neural networks.

We start by defining a locale neural_network_sequential_layers; to describe the common concepts of all
neural network models that use layers are core building blocks. For our representation to be a well-formed
sequential model, we require that the first layer is an input layer and the last layer is an output layer

fun predict;qyer_; ::¢(‘a::{monoid_add,times} list, ‘b, ‘a list list) neural_network_seq_layers = ('a list) option = ('a
list, 'b, ‘a list list) layer = ('a list ) option>
where
«predict;qyer_; N (Somevs) (In 1) = (if layer_consistent; N (length vs) (In [) then Some vs else None)>
| predict;qyer_1 N (Some vs) (Out l) = (if layer_consistent; N (length vs) (Out [) then Some vs else None)>
| <predict;qyer_i N (Some vs) (Dense pl) = (if layer_consistent; N (length vs) (Dense pl) then

(let
in_w_pairs = map (X e. zip vs e) (w pl);
wsums  =map (Avs’. > (x,y)<vs'. xxy) in_w_pairs;
wsum_bias = map (X (s,b). s+b) (zip wsums (5 pl))
in

(case activation_tab N (¢ pl) of
None = None
| Some f = Some (f wsum_bias )))
else None)
>
| <predict;qyer_i N (Some vs) (Activation pl) = (if layer_consistent; N (length vs) (Activation pl) then
(case activation_tab N (¢ pl) of

None =- None
| Some f = Some (fvs))
else None)
>
| <predict;qyer_ — None _ = None»
lemma length_out: <predict;qyer_; N’ vs (Out ) = Some res == length(res) = (units [)>
(proof)
fun

predict;qyer_1_impl::<(‘a::{monoid_add,times} list, ‘b, 'a list list) neural_network_seq_layers = a list = (‘a list, 'b,
' list list) layer = 'a list>
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where
«predictygyer__impl Nvs (Inl) =vs
| <predict;qyer_i_impl N vs (Out l) = vs>
| <predict;qyer_i_impl N vs (Dense pl) = (let
in_w_pairs = map (X e. zip vs e) (w pl);
wsums — =map (Avs’. > (x,y)<—vs’. xxy) in_w_pairs;
wsum_bias = map (A (s,b). s+b) (zip wsums (3 pl));
1 = the (activation_tab N (¢ pl))
in
1 wsum_bias)
>

| < predict;qyer_1_impl N vs (Activation pl) = (let
1 = the (activation_tab N (¢ pl))
in
@1 vs)

>

definition «predictscq_jqyer_i N inputs = foldl (predict;qyer_; N) (Some inputs) (layers N)>
definition «predictscq_jayer_i_impl N inputs = foldl (predict;qycr_i_impl N) inputs (layers N)»

lemma predict_layer_Some:
assumes «(layer_consistent; N (length xs) [)»
shows «(predict;qyyer_; N (Some xs) | # None) >

(proof)

The input and output layers of our network pass the inputs directly onto the next layer without any calcu-
lation performed; this can be seen in the first two cases of the predict;qyer_; function. The dense layer of the
network is where the weighted sum is calculated, case three in predict;,ycr_i, Where first the input weights are
transposed (in_weights), then zipped with their input value (in_w_pairs), before calculating the weighted sum
(wsums), adding the bias (wsum_bias), and finally applying the activation function on the result, producing the
output for a single dense layer. To calculate the prediction of the network given a set of inputs we then fold

predict;qyer_; Over the network from left to right (foldl) in predict;qyer_;.

lemma fold_predict_[_strict: «(foldl (predict;qycr_; N) None ls) = None»
(proof)

lemmas [nn_layer] = predict;ycr_;.Simps predict_layer_Some fold_predict_l_strict

lemma predict; 4 y¢,_j_activation_tab: assumes activation_tab N = activation_tab N’ shows

«predictyqyer_1 N X xs = predict;qyer_; N’ X x5>

(proof)

lemma predict;,¢,_j_activation_tab_const: <predict;qycr_i N = predict;qyer_ (layers = L, activation_tab = activa-

tion_tab N|)>

(proof)

lemma input_layer:
assumes <y = length i» and <0 < y»
shows <predict;qyer_; N (Some i) (In (name = x, units =y|)) = (Some i)
(proof)
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lemma output_layer:
assumes <y = length i» and <0 < y»
shows «predict;qyer_; N (Some i) (Out (name = x, units = y|)) = (Some i)>
(proof)

lemma dense_layer:
shows «predict;qyecr_; N (Some i) (Dense (name = x, units = y, ActivationRecord. = p, LayerRecord.3 = b, w = w|))

(if layer_consistent; N (length i) (Dense (name = x, units =y, ActivationRecord.,o = p, LayerRecord.3 = b, w =
w))) then

(let in_w_pairs = map (A e.zip i e) w;
wsums — =map (Avs’. > (x,y)<vs'. xxy) in_w_pairs;
wsum_bias = map (A (s,b). s+b) (zip wsums b)

in

(case activation_tab N p of

None =- None

| Some f = Some (f wsum_bias )))

else None)>

(proof)

lemma dense_layer":
assumes <activation_tab N p = Some a>
shows <predict;qyer_; N (Some i) (Dense (name = x, units =y, ActivationRecord.p = p, LayerRecord.3 = b, w = wY))

(if layer_consistent; N (length i) (Dense (name = x, units =y, ActivationRecord.,o = p, LayerRecord.3 = b, w =
w))) then
(let in_w_pairs = map (A e.zipie) w;
wsums — =map (Avs’. > (x,y)<—vs'. xxy) in_w_pairs;
wsum_bias = map () (s,b). s+b) (zip wsums b)
in Some (a wsum_bias))
else None)»

(proof)

lemma activation_layer:
assumes <y = length i»
shows <predict;qycr_1 N (Some i) (Activation (name = x, units =y, ActivationRecord. = p|)) =
(if layer_consistent; N (length i) (Activation (name = x, units = y, ActivationRecord.,o = p|)) then
(case activation_tab N p of None = None | Some f = Some (fi))
else None)>

(proof)

lemma activation_layer":
assumes <y = length i>
and «activation_tab N p = Some a>
shows <predict;qyer_; N (Some i) (Activation (name = x, units =y, ActivationRecord.p = p|)) =
(if layer_consistent; N (length i) (Activation (name = x, units =y, ActivationRecord. = p|)) then Some (a i) else
None)>

(proof)
lemma predict;,yer_j_impl_activation_tab_const: <predict;qye,_i_impl N = predict;,e__impl (layers = L, activa-

tion_tab = activation_tab N|)>
(proof)
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context neural_network_sequential_layers; begin

lemma img_None_1: assumes <((predictscq_jayer_i N Xs) 7 None)> shows «(length xs = (in_deg_NN N))>

(proof)

lemma img_None_2":
assumes qao: <layers’ # [|»
and a4: «alid_activation_tab; activation_tab”

and a1: <ayers_consistent; (|layers = [|, activation_tab=activation_tab’|) (length xs) layers’
shows «fold! (predict;qyc,_; (layers = [], activation_tab = activation_tab’))) (Some xs) layers’ # None>
(proof)

lemma img_None_2:
assumes <length xs = in_deg_NN N>
shows «((predictscq_jayer_i N Xs) 7 None)»

(proof)

lemma img_None: «((predictseq jqyer_i N Xs) # None) = (length xs = in_deg_NN N)>

(proof)

lemma img_Some: «(3 y. (predictseq_tayer_i N xs) = Some y) = (length xs = in_deg_NN N)>

(proof)

lemma img_length: «(3 y. ((predictseq_jayer_i N Xs) = Somey) — (length y = out_deg_NN N))>

(proof)

lemma predit, c,_;_impl_eq:
assumes <layer_consistent; N (length inputs) b
shows «predict;qycr_; N (Some inputs) [ = Some (predict;qyer_i_impl N inputs [)>

(proof)

lemma aux_length: <
0 < units x3 = valid_activation_tab; atab —-

inputs # [| =

length (5 x3) = units x3 =

length (w x3) = units x3 =

Vréeset (w x3). length r = length inputs —>

atab (¢ x3) = Somey —>

(length (y (map2 (+) (map ((Avs”. >" (x,y)<—vs’. x x y) o zip inputs) (w x3)) (8 x3)))) = units x3
>

(proof)

lemma pred_list_impl_aux”:
assumes s # []»

and layer_valid: <layers_consistent, (|layers = [], activation_tab = atab|) (length inputs) ls»
and activation_tab_valid: «valid_activation_tab; atab»
shows «
foldl (predict;qyer_; (layers =[], activation_tab = atabl)) (Some inputs) ls =
Some (foldl (predict;qyer_i_impl (layers = |, activation_tab = atab|)) inputs [s)
>
(proof)
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lemma pred_list_impl_aux:
assumes layer_valid: <layers_consistent; (|layers = ls, activation_tab = atab|) (length inputs) s>
and activation_tab_valid: «valid_activation_tab; atab»
shows ¢
foldl (predictqyer_1 (layers = Is, activation_tab = atabl)) (Some inputs) Is =
Some (fold! (predict;qycr_i_impl (layers = [s, activation_tab = atab))) inputs [s)
>

(proof)

lemma predictscq_jqyer_i_code [code]:
assumes <in_deg_NN N = length inputs>
shows «predictseq jqyer_i N inputs = Some (predictseq_1ayer_i_impl N inputs)>

(proof)

lemma predictseq_jqyer_i_code’ [code]:
assumes <in_deg_NN N = length inputs>
shows <the (predictseq_layer_l N inputs) = predictscq_jayer_i_implN inputs

(proof)

5.2.3 Neural Network as Sequential Layers using Vector Spaces (5 NN_Layers_Matrix_Main)

theory
NN_Layers_Matrix_Main
imports
NN_Lipschitz_Continuous
NN_Layers
Matrix_Utils
Properties_Matrix
begin

In this theory, we model feed-forward neural networks as “computational layers” following the structure of
TensorFlow [1] closely.

definition «valid_activation_tab,, tab = (¥ f € ran tab. ¥ xs. dim_vec xs = dim_vec (fxs))>

lemma valid_activation_preserves_dim:
assumes <valid_activation_tab,,, t»
assumes <t n = Some f>
shows «dim_vec xs = dim_vec (f xs)>
(proof)

fun layer_consistent,, :: ('a vec, b, 'c mat) neural_network_seq_layers = nat = (’a vec, 'b, 'c mat) layer = bool
where
clayer_consistent,,, _ nc (Inl) = (o < units [ A nc = units [)>
| <layer_consistent,,, _ nc (Out [) = (0 < units | A nc = units [)>
| <layer_consistent,,, N nc (Activation ) = ( (o0 < units | A nc = units l)
A ( ((activation_tab N) (¢ 1)) # None ))>
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| <layer_consistent,,, N nc (Dense ) = (0 < units [ A 0 < nc
A dim_vec (f 1) = units |
A dim_col (w ) = units |
A dim_row (w l) = nc
A ( ((activation_tab N) (¢ 1)) # None ))>

fun layers_consistent,,, where
«layers_consistent,,, N_[] = True>
|<layers_consistent,,, Nw (I#ls) = ((layer_consistent,, N w () A (layers_consistent,,, N (out_deg_layer [) s))>

lemma layer_consistent,,,_activation_tab_const:
<layer_consistent,,, N nc | = layer_consistent,, Glayers = ls, activation_tab = activation_tab N|) nch

(proof)

lemma layers_consistent,,,_activation_tab_const:
«layers_consistent,, N nc ls = layers_consistent,,, (layers = ls ! activation_tab = activation_tab N|) nc [s»

(proof)

lemma layers_consistent,, All:
assumes <layers_consistent,,, N inputs (layers N)>
shows <V [ € set (layers N). 3 n . layer_consistent,, N n b

(proof)

lemma layers_consistent,, All":
assumes <layers_consistent,,, N (in_deg_NN N) (layers N)>
shows <V [ € set (layers N). 3 n . layer_consistent,, N n b

(proof)

locale neural_network_sequential_layers,, =
fixes N::<('a::comm_ring Matrix.vec, 'b, 'a Matrix.mat) neural_network_seq_layers>
assumes head_is_In: <isin (hd (layers N))»
and last_is_Out: «isOut (last (layers N))»
and layer_internal: <ist_all isinternal ((tl o butlast) (layers N))>
and activation_tab_valid: «valid_activation_tab,,, (activation_tab N)>
and layer_valid: <layers_consistent,, N (in_deg_NN N) (layers N)>
begin

lemma layers_nonempty: <layers N # []»

(proof)

lemma min_length_layers_two: <1 < length (layers N)>
(proof)

lemma layers_structure: <3 il ol Is. layers N = (In il)#Is@[Out ol]>

(proof)
end

fun predict; qy e r_m::<('a::comm_ring Matrix.vec, ‘b, ‘a Matrix.mat) neural_network_seq_layers = ('a Matrix.vec) option
= (a Matrix.vec, 'b, ‘a Matrix.mat) layer = ('a Matrix.vec) option> where
«predict;gyer_m N (Some vs) (In l) = (if layer_consistent,,, N (dim_vec vs) (In ) then Some vs else None) >
| <predict;qyer_m N (Some vs) (Out l) = (if layer_consistent,,, N (dim_vec vs) (Out [) then Some vs else None) >
| <predict;qyer_m N (Some vs) (Dense pl) = (if layer_consistent,,, N (dim_vec vs) (Dense pl) then
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(case activation_tab N (¢ pl) of
None = None
| Some f = Some (f ((vs ,* wpl) + B pl))
) else None )»
| <predict;qyer_m N (Some vs) (Activation pl) = (if layer_consistent,,, N (dim_vec vs) (Activation pl) then
(case activation_tab N (¢ pl) of
None = None
| Some f = Some (fvs)
) else None )>
| <predict;qyer_m _ None _ = None>

fun

predict;qyer_m_impl ::¢<(‘a::{comm_ring} Matrix.vec, 'b, ‘a Matrix.mat) neural_network_seq_layers = 'a Matrix.vec
= ('a Matrix.vec, 'b, 'a Matrix.mat) layer = 'a Matrix.vec»

where

«predict;qyer_m_implNvs (Inl) = vs

| predictiqyer_m_impl N vs (Out ) = vs»

| <predict;qycr_m_impl N vs (Dense pl) = ((the (activation_tab N (¢ pl))) ((vs ,* w pl) + 3 pl))>

| <predict;qyer_m_impl N vs (Activation pl) = ( the (activation_tab N (¢ pl)) vs)>

lemma predict_layer_Some:
assumes «(layer_consistent,,, N (dim_vec xs) [)>
shows «(predict; qyer_m N (Some xs) [ # None) >

(proof)

definition «predictscq_jayer_m N inputs = foldl (predict;qyer_m N) (Some inputs) (layers N)>
definition «predictscq_iayer_m_impl N inputs = foldl (predict;qycr_m_impl N) inputs (layers N)>

definition «predictseq jqyer_m ' N inputs = map_option list_of_vec (predictscq_jayer_m N (vec_of_list inputs))>

lemma predict; .y cr_;_impl_activation_tab_const: «predict;qycr_m_impl N = predict;, ey _m_impl (layers = L, activa-
tion_tab = activation_tab N|)>

(proof)

lemma layers_consistent,,,_layersN_const:
<layers_consistent,,, N = layers_consistent,, (layers = ls ! activation_tab = activation_tab ND>

(proof)

lemma predit;, y ¢r_m_impl_eq:
assumes <layer_consistent,,, N (dim_vec inputs) b
shows «predict;qyer_m N (Some inputs) | = Some (predict;qyer_m_implN inputs [)>

(proof)

lemma valid_activation_preserves_length:
assumes <valid_activation_tab,,, t»
assumes <t n = Some f>
shows «dim_vec xs = dim_vec (f xs)>

(proof)

lemma fold_predict_m_strict: «(foldl (predict;qycr_m N) None ls) = None»
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(proof)
lemmas [nn_layer] = predict; qyer_m-Simps predict_layer_Some fold_predict_m_strict

lemma predict; ,yr_m_activation_tab: assumes activation_tab N = activation_tab N’ shows
«predictiqyer_m NXxxs = predictiqyer_m N’ X xs>

(proof)

lemma predict;qyer_m_activation_tab_const: <predict;qyer_m N = predict;qyer_m (layers =, activation_tab = acti-
vation_tab N|)»

(proof)

context neural_network_sequential_layers,,, begin
lemma img_None_1: assumes <((predictscq_jayer_m N xs) 7 None)> shows «(dim_vec xs = (in_deg_NN N))>

(proof)

lemma img_None_2":
assumes qo: ayers’ # [|»
and a4: «walid_activation_tab,,, activation_tab’

and a1: <layers_consistent,, (layers = [], activation_tab=activation_tab’|) (dim_vec xs) layers”
shows «fold! (predict;qycr_m (layers = [], activation_tab = activation_tab’))) (Some xs) layers’ # None>
(proof)

lemma img_None_2:
assumes «dim_vec xs = in_deg_NN N>
shows «((predictscq_tayer_m NXs) 7 None)»

(proof)

lemma img_None: «((predictseq jqyer_m NXs) 7 None) = (dim_vec xs = in_deg_NN N)>
(proof)

lemma img_Some: «(3 y. (predictscq_jayer_m N xs) = Somey) = (dim_vec xs = in_deg_NN N)>
(proof)

lemma img_deg: «(3 y. ((predictscq_jayer_m N xs) = Somey) — (dim_vecy = out_deg_NN N))>

(proof)

lemma aux_length: 0 < units x3 =
0 < dim_vec inputs —>
dim_vec (3 x3) = units x3 =
dim_col (w x3) = units x3 =
dim_row (w x3) = dim_vec inputs =—>

layers_consistent,,, (layers = (], activation_tab = atab|) (units x3) xs =
atab (¢ x3) = Some y = valid_activation_tab,,, atab = layers_consistent,, (layers = [|, activation_tab = atab))
(dim_vec (y (inputs ,* w x3 + 8 x3))) xs
(proof)

lemma pred_mat_impl_aux":
assumes «ls # [)>
and layer_valid: <layers_consistent,, (layers = [], activation_tab = atab|) (dim_vec inputs) ls>
and activation_tab_valid: <valid_activation_tab,,, atab>
shows <
foldl (predict;qyer_m (layers = [, activation_tab = atabl)) (Some inputs) Is =
Some (fold! (predict;qyer_m_impl (layers = [|, activation_tab = atab|)) inputs ls)
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>

(proof)

lemma pred_mat_impl_aux:
assumes layer_valid: <layers_consistent,, (layers = s, activation_tab = atab|) (dim_vec inputs) ls>
and activation_tab_valid: <valid_activation_tab,,, atab»
shows ¢
foldl (predict;qyer_m (layers = ls, activation_tab = atabl)) (Some inputs) Is =

Some (foldl (predict;qyer_m_impl (layers = ls, activation_tab = atabl)) inputs [s)
>

(proof)

lemma predictscq_1qyer_m_code [code]:
assumes <in_deg_NN N = dim_vec inputs»
shows «predictscq_jayer_m N inputs = Some (predictseq_layer_m_impl N inputs)>

(proof)

lemma predictseq_jqyer_m_code’ [code]:
assumes <in_deg_NN N = dim_vec inputs»
shows <the (predictseq 1ayer_m N inputs) = predictscq_jayer_m—_impl N inputsy

(proof)

end

(ML)

end

5.3 Main Theory (Layers) (2 NN_Layers_Main)

theory
NN_Layers_Main
imports
NN_Common
Activation_Functions
NN_Digraph_Layers
NN_Layers_List_Main
NN_Layers_Matrix_Main

begin

5.3.1 Converting between List-based and Matrix-based Sequential Layer Models

fun layer_list_to_matrix::<('a list, 'b, 'a list list) layer = ('a Matrix.vec, 'b, 'a Matrix.mat) layer>
where
ayer_list_to_matrix (In 1) = (In ()»
| <layer_list_to_matrix (Out [) = (Out [)»
| <layer_list_to_matrix (Activation ) = (Activation (name = name L, units = units |, o = @ [))>
| <layer_list_to_matrix (Dense [) = (let dimc = length (List.hd (w 1)) in
(Dense ((name = name L, units = units [, o = ¢ |,
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B = vec_of_list (f 1), w = transpose_mat (mat_of_rows_list dimc (w [)) |)))>

fun
layer_matrix_to_list::«('a Matrix.vec, b, ‘a Matrix.mat) layer = (‘a list, 'b, 'a list list) layer>
where
layer_matrix_to_list (In 1) = (In 1)
| <layer_matrix_to_list (Out l) = (Out [)>
| <layer_matrix_to_list (Activation [) = (Activation (name = name [, units = units [, o = @ [)))>
| <layer_matrix_to_list (Dense [) = (Dense (name = name L, units = units |, p = @ [,
B = list_of_vec (3 ), w = mat_to_list (transpose_mat (w [)) |))»

definition activation_list_to_matrix:: <('b = ((‘a list = ‘a list ) option)) = ('b = (('a Matrix.vec = 'a Matrix.vec )
option))»
where
activation_list_to_matrix a = map_option (A f . vec_of_list o f o list_of vec ) o a

definition activation_matrix_to_list:: <(’b = ((’a Matrix.vec = 'a Matrix.vec ) option)) = (‘b = (('a list = a list )
option))»
where
activation_matrix_to_list a = map_option (A f . list_of_vec o f o vec_of_list ) o a

definition
nn_list_to_matrix::(‘a list, 'b, 'a list list) neural_network_seq_layers = (’a Matrix.vec, 'b, 'a mat) neu-
ral_network_seq_layers
where
«nn_list_to_matrix N = (|layers = map layer_list_to_matrix (layers N),
activation_tab = activation_list_to_matrix (activation_tab N)])>

definition
nn_matrix_to_list::(‘a Matrix.vec, 'b, ‘a mat) neural_network_seq_layers = (‘a list, 'b, ‘a list list) neu-
ral_network_seq_layers
where
<nn_matrix_to_list N = (layers = map layer_matrix_to_list (layers N),
activation_tab = activation_matrix_to_list (activation_tab N)])>

5.3.2 Converting Between List/Matrix-based Representations Preserves Consistency

lemma layer_list_matrix_inverse:
<layer_consistent; N n | = layer_matrix_to_list (layer_list_to_matrix =0

(proof)

lemma layer_list_list_inverse:
<layer_consistent,,, N n | = layer_list_to_matrix (layer_matrix_to_list [) = b

(proof)

lemma activation_list_inverse: <activation_matrix_to_list (activation_list_to_matrix a) x = a x»

(proof)

lemma activation_list_inverse': «activation_matrix_to_list (activation_list_to_matrix a) =a»
(proof)
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lemma activation_matrix_inverse: <activation_list_to_matrix (activation_matrix_to_list a) x = a x»

(proof)

lemma activation_matrix_inverse’: «activation_list_to_matrix (activation_matrix_to_list a) = a»
(proof)

lemma is_In_seq_l_eq_m:
assumes «(layers N) # []»
shows <isin (List.hd (layers N)) = isIn (List.hd (layers (nn_list_to_matrix N)))>

(proof)

lemma is_Out_seq_l_eq_m:
assumes «(layers N) # []>
shows <isOut (last (layers N)) = isOut (last (layers (nn_list_to_matrix N)))»

(proof)

lemma is_Internal_seq_l_eq_m:

assumes <(layers N) # >

shows «list_all isinternal ((List.tl o butlast) (layers N)) = list_all isinternal ((List.tl o butlast) (layers (nn_list_to_matrix
N)))

(proof)

lemma valid_activation_tab_seq_L_imp_m:
«valid_activation_tab, (activation_tab N) = valid_activation_tab,, (activation_tab (nn_list_to_matrix N))>
(proof)

lemma layers_consistent_seq_[_imp_m:
assumes <layers_consistent; N n (layers N)>
shows «<layers_consistent,,, (nn_list_to_matrix N) n (layers (nn_list_to_matrix N)) >

(proof)

lemma in_deg_seq_l_eq_m: <in_deg_NN N = (in_deg_NN (nn_list_to_matrix N))>

(proof)

lemma is_In_seq_m_eq_l:
assumes «(layers N) # []»
shows <isIn (List.hd (layers N)) = isin (List.hd (layers (nn_matrix_to_list N)))>

(proof)

lemma is_Out_seq_m_eq_L:
assumes «(layers N) # []»
shows «<isOut (last (layers N)) = isOut (last (layers (nn_matrix_to_list N)))»

(proof)

lemma is_Internal_seq_m_eq_l:

assumes «(layers N) # []»

shows «list_all isinternal ((List.tl o butlast) (layers N)) = list_all isInternal ((List.tl o butlast) (layers (nn_matrix_to_list
N)))

(proof)

lemma valid_activation_tab_seq_m_imp_L:
«valid_activation_tab,,, (activation_tab N) = valid_activation_tab; (activation_tab (nn_matrix_to_list N))>
(proof)
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lemma layers_consistent_seq_m_imp_L:
assumes <layers_consistent,, N n (layers N)>
shows < layers_consistent; (nn_matrix_to_list N) n (layers (nn_matrix_to_list N)) »

(proof)

lemma in_deg_seq_m_eq_L: <in_deg_NN N = (in_deg_NN (nn_matrix_to_list N))>

(proof)

theorem neural_network_sequential_|_m:
<neural_network_sequential_layers; N => neural_network_sequential_layers,, (nn_list_to_matrix N)>

(proof)

theorem neural_network_sequential_m_l:
<neural_network_sequential_layers,, N = neural_network_sequential_layers; (nn_matrix_to_list N)>

(proof)

lemma matrix_list_inverse:
assumes <layers_consistent; N n (layers N)>
shows <nn_matrix_to_list (nn_list_to_matrix N) = N>

(proof)

lemma list_matrix_inverse:
assumes <layers_consistent,, N n (layers N)>
shows <nn_list_to_matrix (nn_matrix_to_list N) = N>

(proof)

lemma square_nth_nth_id:<

YV w € set ws. length w = length ws —>

(map (Ai. (map (Aia. ws!i'ia) [0..<length ws])) [0..<length ws]) = ws
>

(proof)

lemma nth_map_f: «map ((Ai. f(xs!i))) [0..<length xs] = map f xs>
(proof)

lemma square_nth_nth_id_f:«
YV w € set ws. length w = length ws =—>
(map (Ai. (map (Mia. f (ws!ilia) ) [o..<length ws])) [0..<length ws|) = map (map f) ws>
(proof)

lemma F:< length (ws::’a::{comm_ring} list) = length Inputs = map (Aia. ws ! ia * Inputs ! ia) [0..<length Inputs|] =
map2 (x) Inputs ws>
(proof)

lemma list_singleton: <length xs = 1=—>3 e. xs = [e] >

(proof)

lemma activation_list_to_matrix_eq:
«predict;qyer_i N (Some (vs::'a::comm_ring list)) (Activation pl) =
map_option list_of_vec (predict;qycr_m (nn_list_to_matrix N) (Some (vec_of list vs)) ((layer_list_to_matrix
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(Activation pl)))) »
(proof)

lemma layers_matrix_to_list:
<(layers (nn_matrix_to_list N)) = map layer_matrix_to_list (layers N)>
(proof)

lemma layers_list_to_matrix:
<(layers (nn_list_to_matrix N)) = map layer_list_to_matrix (layers N)»
(proof)

lemma layers_list_to_matrix:
layers N = [#ls = (layers (nn_list_to_matrix N)) = (layer_list_to_matrix [)#(map layer_list_to_matrix ls)>
(proof)

lemma layers_list_to_matrix'":

<(layers (nn_list_to_matrix (layers = | # s, activation_tab = a|))) = ((layer_list_to_matrix [)# (map
layer_list_to_matrix ls))>
(proof)

lemma layers_list_to_matrix_none:
«activation_tab N p = None = (activation_tab (nn_list_to_matrix N)) p = None»

(proof)

lemma layers_list_to_matrix_some:
«activation_tab N p = Some f == (activation_tab (nn_list_to_matrix N)) p = Some (Ax. vec_of_list (f (list_of_vecx)))
>

(proof)

lemma activation_list_to_matrix:
<(activation_tab (nn_list_to_matrix N)) = (activation_list_to_matrix (activation_tab N)) >
(proof)

lemma vec_add_list:
assumes «dim_vec M = length bs>
shows <M + vec_of_list bs = vec_of_list (map2 (+) (list_of_vec M) bs)>
(proof)

lemma vec_add_list":
assumes «dim_vec M = dim_vec bs>
shows <M + bs = vec_of _list (map2 (+) (list_of_vec M) (list_of_vec bs))>
(proof)

lemma list_of_vec_map”:
«v = vec_of_list (map ((vec_index) v) [o..<dim_vec v])>

(proof)

lemma mat_list_transpose:
assumes <0 < dim_row M> and <o < dim_col M»
shows «(mat_to_list MT') = List.transpose (mat_to_list M)>

(proof)

lemma dim_row_mat_not_zero:
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assumes «dim_row M = 0>
shows <mat_to_list M # []>

(proof)

lemma map2_to_map_idx_eq: «length xs = length ys => (map2 (x) xs (ys)) = map (A i. xsli x ysli) [0..< length xs)>
(proof)

lemma map2_to_map_idx: <(map2 () xs (ys)) = map (X i. xs!i * ysli) [0..< min (length xs) (length ys)]>

(proof)

lemma length_list_transpose_mat: <0 < dim_row M = 0 < dim_col M = length (List.transpose (mat_to_list M)) =
dim_col M»

(proof)

lemma map_sum_list_idx: <

map (Am. sum_list (map2 (%) m (list_of_vec v))) (List.transpose (mat_to_list M))

= map (Ai. sum_list (map2 (x) ((List.transpose (mat_to_list M))!i) (list_of vec v))) [o0..<length (List.transpose
(mat_to_list M))]>

(proof)

lemma vec_mult_mat_list:
assumes <V as€set (mat_to_list M). length as = dim_col M>
and «dim_vec v = dim_row M>»
and «dim_col M # 0>
and «dim_row M # 0>
shows < (v::’a::comm_ring vec) ,x M = vec_of_list (map (Am. sum_list (map2 (x) m (list_of_vec v))) (mat_to_list
mTY)»
(proof)

lemma hd_length_inputs: <0 < units x3 —>

length (8 x3) = units x3 => length (w x3) = units x3 =—> V r€set (w x3). length r = length Inputs = length Inputs
= length (List.hd (w x3))>

(proof)

5.3.3 Semantic Equivalence of List-based and Matrix-based Models

lemma In_[_to_m_eq:

«predictyqyer_i N (Some vs) (Inl) = map_option list_of_vec (predict;qyer_m (nn_list_to_matrix N) (Some (vec_of_list
vs)) (layer_list_to_matrix (In [)))>

(proof)

lemma In_I_to_m_eq":

«predict;gyer_m (nn_list_to_matrix N) (Some (vec_of_list vs)) (layer_list_to_matrix (In l)) = map_option vec_of_list
(predict;qyer_i N (Somevs) (Inl)) >

(proof)

lemma Out_[_to_m_eq:

«predictyqyer_i N (Somevs) (Out l) = map_option list_of_vec (predict;qyer_m (nn_list_to_matrix N) (Some (vec_of_list
vs)) (layer_list_to_matrix (Out l)))»

(proof)

lemma Out_[_to_m_eq":

«predictygyer_m (Nn_list_to_matrix N) (Some (vec_of_list vs)) (layer_list_to_matrix (Out l)) = map_option vec_of_list
(predict;qyer_i N (Some vs) (Outl))>

91



(proof)

lemma Dense_[_to_m_eq:
assumes <layer_consistent; N (length vs) (Dense [)>
shows «predict;qyer_; N (Some (vs::'a::comm_ring list)) (Dense [)
= map_option list_of_vec (predict;qycr_m (nn_list_to_matrix N) (Some (vec_of_list vs)) (layer_list_to_matrix (Dense
D))
(proof)

lemma Dense_l_to_m_eq":
assumes <layer_consistent; N (length vs) (Dense [)>
shows «predict;qyer_m (nn_list_to_matrix N) (Some (vec_of_list vs)) (layer_list_to_matrix (Dense [))
= map_option vec_of_list (predict;qyer_; N (Some (vs::’a::comm_ring list)) (Dense l))>
(proof)

lemma Activation_|_to_m_eq:

«predict;qyer_1 N (Some vs) (Activation [)

= map_option list_of_vec (predict;qyer_m (nn_list_to_matrix N) (Some (vec_of_list vs)) (layer_list_to_matrix
(Activation [)))>

(proof)

lemma Activation_|_to_m_eq !,

«predictyqyer_m (Nn_list_to_matrix N) (Some (vec_of_list vs)) (layer_list_to_matrix (Activation [))
= map_option vec_of_list (predict;qyer_; N (Some vs) (Activation [))>

(proof)

lemma aux1: <
/\v. | = Dense x3 =

(Ainputs.

layers_consistent, (|layers = lo, activation_tab = activation_tab’)) (length Inputs) layers’ —>
foldl (predictyqyer_; (layers = 11, activation_tab = activation_tab'))) (Some Inputs) layers’ =

map_option list_of_vec (foldl (predict;qyer_m (nn_list_to_matrix (layers = [2, activation_tab = activation_tab’))))
(Some (vec_of_list Inputs)) (layers (nn_list_to_matrix (layers = layers’, activation_tab = a2|))))) =

valid_activation_tab; activation_tab’ =

0 < units x3 —

Inputs # [| =

length (LayerRecord. 3 x3) = units x3 =—>

length (LayerRecord.w x3) = units x3 =

V r&set (LayerRecord.w x3). length r = length Inputs —>

layers_consistent; (layers = lo, activation_tab = activation_tab’)) (units x3) layers’ —>

activation_tab’ (ActivationRecord. x3) = Some y —>

foldl (predict;qyer_; (layers = 1, activation_tab = activation_tab'))) (Some (y (map2 (+) (map ((Avs’. > (x,
y)<vs’. x x y) o zip Inputs) (LayerRecord.w x3)) (LayerRecord.3 x3)))) layers’ =

map_option list_of vec

(foldl (predict;qyer_m (nn_list_to_matrix (layers = 2, activation_tab = activation_tab’))) (Some (vec_of list (y
(map2 (4) (map ((Avs”. > (x,y)4vs’. x * y) o zip Inputs) (LayerRecord.w x3)) (LayerRecord.f3 x3)))))

(map layer._list_to_matrix layers’)) >

{proof)

lemma precdict_seq_l_eq_m":
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assumes <layers_consistent; (layers = lo, activation_tab = activation_tab’|) (length (Inputs::’a::comm_ring list)) lay-
ersh
and «alid_activation_tab; activation_tab’
shows «foldl (predict;qycr_; (layers = l1, activation_tab = activation_tab’))) (Some (Inputs)) (layers (layers = layers’,
activation_tab =a1))) =
map_option list_of_vec
(foldl (predict;qyer_m (nn_list_to_matrix (layers = [2, activation_tab = activation_tab’))) (Some (vec_of list In-
puts))
(layers (nn_list_to_matrix (layers = layers’, activation_tab = a2|))))»

(proof)

theorem precdict_seq_l_eq_m:
assumes <layers_consistent; N (length Inputs) (layers N)»
and «valid_activation_tab, (activation_tab N)>
shows «predictseq jayer_1 N (Inputs::’a::comm_ring list) = predictseq jayer_m' (nNn_list_to_matrix N) Inputs

(proof)

lemma In_m_to_L_eq:
«predictqyer_m N (Somevs) (In ) = map_option vec_of_list (predict; qyer_; (nn_matrix_to_list N) (Some (list_of_vec
vs)) (layer_matrix_to_list (In )))>

(proof)

«predictqyer_; (Nnn_matrix_to_list N) (Some (list_of_vec vs)) (layer_matrix_to_list (In )) = map_option list_of _vec
(predict;qyer_m N (Somevs) (Inl)) >
(proof)

lemma In_m_to_l_eq":

lemma Out_m_to_L_eq:
«predictyqyer_m N (Somevs) (Outl) = map_option vec_of_list (predict;qye_; (nn_matrix_to_list N) (Some (list_of _vec
vs)) (layer_matrix_to_list (Out [)))»

(proof)

lemma Out_m_to_l_eq":
«predictyqyer_; (Nnn_matrix_to_list N) (Some (list_of_vec vs)) (layer_matrix_to_list (In )) = map_option list_of _vec
(predict;qyer_m N (Somevs) (Out 1)) »

(proof)

lemma Dense_m_to_[_eq:
assumes <layer_consistent,, N (dim_vec vs) (Dense )
shows «predict;qyer_m N (Some (vs::'a::comm_ring Matrix.vec)) (Dense l)
= map_option vec_of_list (predict;qyer_; (nn_matrix_to_list N) (Some (list_of vec vs)) (layer_matrix_to_list (Dense
D))
(proof)

lemma Dense_m_to_[_eq":
assumes <layer_consistent,, N (dim_vec vs) (Dense [)>
shows <predict;qycr_; (Nn_matrix_to_list N) (Some (list_of_vec vs)) (layer_matrix_to_list (Dense [))
= map_option list_of _vec (predict;qyer_m N (Some (vs::’‘a::comm_ring Matrix.vec)) (Dense [))>

(proof)

«predict;qyer_m N (Some vs) (Activation [)
= map_option vec_of_list (predict;qycr_; (nn_matrix_to_list N) (Some (list_of_vec vs)) (layer_matrix_to_list (Activation

lemma Activation_m_to_l_eq:
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1))
(proof)

lemma Activation_m_to_[_eq":
«predictyqyer_1 (nn_matrix_to_list N) (Some (list_of vec vs)) (layer_matrix_to_list (Activation l))
= map_option list_of_vec (predict;qyer_m N (Some vs) (Activation ))>

(proof)

lemma precdict_seq_m_eq_l !,

assumes <layers_consistent,,, (layers = lo, activation_tab = activation_tab’|) (dim_vec (Inputs::'a::comm_ring Ma-
trix.vec)) layers’

and «alid_activation_tab,,, activation_tab’s
shows «foldl (predict; qyer_m (layers = l1, activation_tab = activation_tab’))) (Some (Inputs)) (layers (layers = layers’,
activation_tab =a1|)) =

map_option vec_of _list

(foldl (predict; qyer_; (nn_matrix_to_list (layers = [2, activation_tab = activation_tab)))) (Some (list_of_vec Inputs))

(layers (nn_matrix_to_list (|layers = layers’, activation_tab = a2|))))»

(proof)

theorem precdict_seq_m_eq_l:
assumes <layers_consistent,,, N (length Inputs) (layers N)»
and «valid_activation_tab,,, (activation_tab N)»
shows «predictseq_jayer_m' N (Inputs::‘a::comm_ring list) = predictscq_iqyer_i (nn_matrix_to_list N) Inputs

(proof)

corollary precdict_seq_m_eq_|2:
assumes <layers_consistent,,, N (dim_vec Inputs) (layers N)»
and «valid_activation_tab,,, (activation_tab N)>
shows <map_option list_of_vec (predictseq 1qyer_m N Inputs) = predictseq 1qyer_i (Nnn_matrix_to_list N) (list_of_vec
Inputs)>
(proof)

end
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6 Main Theory Including all Model Types (2 NN_Main)

theory
NN_Main

imports
NN_Digraph_Main
NN_Layers_Main

begin

end
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7 Reference Manual (thy)

theory
NN_Manual
imports
NN_Main
begin

74 Importing Neural Networks and Data (2 NN_Manual)

import_data_file. For importing test or training data, we provide the following command:

—Gmport_data_ﬁle)—‘ data-filename }—@efining}—‘ data-def ’—

where data-filename is the path (file name) of the data file that should be read and data-def is the name the
HOL definition representing the data is bound to. The data file should be a simple two-dimensional array of
real numbers as, e.g., produced by NumPy's savetxt command:

import numpy as np
training_data = np.array([[0,0],[0,1],[1,0],[1,11], "float32")
np.savetxt('training_data.out', training_data)

For further information, please see https://numpy.org/doc/stable/reference/generated/numpy.savetxt.
html.

import_TensorFlow. For importing trained neural networks, we provide the following command:

—Gmpon_TensorFlo% name

json

The input should be in JSON [o]] format with the weights stored in a separate file. This format is used by
TensorFlow.js and also supported by the corresponding Python module. For example:
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import tensorflowjs as tfjs

import numpy as np

import keras

from keras.models import Sequential
from keras.layers import Dense

training_data = np.array([[0,0]1,[0,1],[1,0]1,[1,1]1], "float32")
target_data = np.array(L[1],[0],[0],[@]], "float32")

model = Sequential()

model.add(Dense(1, activation='hard_sigmoid'))

model . compile(loss='mean_squared_error', optimizer='adam', metrics=['binary_accuracy'])
model.fit(training_data, target_data, epochs=7500, verbose=0)

# safe trained model as JSON (with external file for weights)
tfjs.converters.save_keras_model (model, ".")

Configuration. We provide several configuration attributes:

+ The attribute nn_proof_mode (default nbe configures if proofs during the import of neural networks (i.e.,
import_TensorFlow) should

- not generate any proofs (skip

- generate proofs axiomatically, without actually proving them (sorry)

- use code generation (i.e., the proof method eval) if possible (eval)

- use normalization by evaluation (i.e., the proof method normalization) if possible (nbe)
- avoid using the code generator (safe)

While, in many scenarios, the proof method eval is much faster than the alternative approaches, its
safety relies on the configuration of the code generator. A more detailed discussion can be found
in Section 5 of [10].

7.2 Proof Methods (2 NN_Manual)
Currently, we provide two domain-specific proof methods:

« The method predict_layer is, in its essence, a simplification using the theorem set nn_layer, which is
configured automatically by the import of layer-based models.

- forced_approximation is a method mainly for debugging and experimentation that repeats the applica-
tion of the approximation.

end
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8 Examples

8.1 Compass

814 Neural Networks as Directed Graphs (2 Compass_Digraph)

theory
Compass_Digraph
imports
Neural_Networks.NN_Digraph_Main
begin

Manual Encoding

Definition: Neurons definition m_No =In o

definition m_N1=1In1

definition m_N2 = In 2

definition m_N3=1In3

definition m_N4 = In 4

definition m_N5=1In5

definition m_N6=1In6

definition m_N7=1In7

definition m_N8=1In 8

definition m_N9 = Neuron (¢ = Identity, & = 1, 3 = 7082077 / 1000000000, uid = 9])
definition m_N10 = Neuron (¢ = Identity, o = 1, 8 = 107544795 / 1000000000, uid = 10|)
definition m_N11 = Neuron (o = Identity, o = 1, 3 = — 15743796 / 1000000000, uid = 11|)
definition m_N12 = Neuron (¢ = Identity, o = 1, 8 = 47920802 / 100000000, uid = 12|)
definition m_N13 = Neuron (¢ = Identity, « = 1, = — 16364478 / 100000000, uid = 13|)
definition m_N14 = Neuron (¢ = Identity, « = 1, 8 = — 24132763 / 100000000, uid = 14])
definition m_N15 = Neuron (¢ = Identity, « = 1, § = — 30579916 / 100000000, uid = 15))
definition m_N16 = Out 16

definition m_N17 = Out 17

definition m_N18 = Out 18

definition m_N19 = Out 19

lemmas
m_neuron_defs = m_No_def m_N1_def m_N2_def m_N3_def m_Ns_def m_N5_def m_N6_def m_N7_def m_N8_def
m_Ng_def m_N10_def m_N11_def m_N12_def m_N13_def m_N14_def m_N15_def m_N16_def
m_N17_def m_N18_def m_N19_def

definition m_Neurons = [m_No, m_N1, m_N2, m_N3, m_Né4, m_N5, m_N6, m_N7, m_N8, m_N9, m_N10, m_N11,
m_N12, m_N13, m_N14, m_N15, m_N16, m_N17, m_N18, m_N19|

Definition: Edges definition m_E12_16 = (w = 1, tl = m_N12, hd = m_N16))
definition m_E13_17 = (w = 1, tl = m_N13, hd = m_N17|)

definition m_E14_18 = (w = 1, tl = m_N14, hd = m_N18|)

definition m_E15_19 = (w = 1, tl = m_N15, hd = m_N19))

definition m_E9_12 = (w = 8217673 / 200000000, tl = m_N9, hd = m_N12))
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definition m_E10_12 = ((w = 2972081 / 20000000, t| = m_N10, hd = m_N12))
definition m_E11_12 = (w = 2445593 / 10000000, tl = m_N11, hd = m_N12))

definition m_E9_13 = (w = — (11993983 / 5000000), tl = m_N9, hd = m_N13))
definition m_E10_13 = (w = — (3894687 / 50000000), tl = m_N10, hd = m_N13))
definition m_E11_13 = (w = 646179 / 1250000, tl = m_N11, hd = m_N13)
definition m_E9_14 = (w = — (2323241 / 5000000), tl = m_N9, hd = m_N14))
definition m_E10_14 = (jw = 10928257 / 10000000, t| = m_N10, hd = m_N14))
definition m_E11_14 = (w = — (7042477 / 5000000), tl = m_N11, hd = m_N14))
definition m_E9_15 = (w = 19465483 / 10000000, tl = m_N9, hd = m_N15])
definition m_E10_15 = ((w = — (9524061 / 10000000), tl = m_N10, hd = m_N15))
definition m_E11_15 = (w = — (31743723 / 50000000), tl = m_N11, hd = m_N15|)
definition m_Eo_9 = (w = 3342313 / 5000000, tl = m_No, hd = m_N9|)
definition m_E1_9 = (w = — (12952799 / 10000000), tl = m_N1, hd = m_N9))
definition m_E2_9 = (w = — (1428979 / 5000000), tl = m_N2, hd = m_N9))

definition m_E3_9 = (w = 8650103 / 5000000, tl = m_N3, hd = m_N9|)
definition m_E4_9 = (w = 63918763 / 100000000, tl = m_N4, hd = m_N9))
definition m_E5_9 = (w = — (6959659 / 5000000), tl = m_N5, hd = m_N9))

definition m_E6_9 = (w = — (9054079 / 20000000), tl = m_N6, hd = m_N9|)
definition m_E7_9 = (w = 13654941 / 10000000, tl = m_N7, hd = m_N9))
definition m_E8_9 = (w = — (18450487 / 100000000), tl = m_N8, hd = m_N9|)

definition m_Eo_10 = (w = 314303 / 5000000, tl = m_No, hd = m_N10))
definition m_E1_10 = (w = 915709 / 2500000, tl = m_N1, hd = m_N10|)
definition m_E2_10 = (w = 6922799 / 10000000, tl = m_N2, hd = m_N10|)
definition m_E3_10 = (w = — (9399607 / 25000000), tl = m_N3, hd = m_N10))
definition m_E4_10 = (w = 15055849 / 100000000, tl = m_N4, hd = m_N10|)
definition m_Es5_10 = (w = 10981513 / 10000000, tl = m_N5, hd = m_N10|)
definition m_E6_10 = (jw = 3420911 / 200000000, tl = m_N6, hd = m_N10|)
definition m_E7_10 = (w = 7420693 / 10000000, tl = m_N7, hd = m_N10))
definition m_E8_10 = (w = 15639223 / 100000000, t| = m_N8, hd = m_N10))
definition m_Eo_11 = (w = 9863281 / 100000000, tl = m_No, hd = m_N11])
definition m_E1_11 = (w = 9530481 / 10000000, tl = m_N1, hd = m_N11|)
definition m_E2_11 = (Jw = 35006753 / 100000000, tl = m_N2, hd = m_N11))
definition m_E3_11 = (w = 7897923 / 10000000, tl = m_N3, hd = m_N11)
definition m_E4_11 = (w = — (11627171 / 20000000), tl = m_N4, hd = m_N11)
definition m_E5_11 = (w = 2839861 / 5000000, tl = m_N5, hd = m_N11))
definition m_E6_11 = (w = 5311743 / 10000000, tl = m_N6, hd = m_N11])

definition m_E7_11 = (w = — (9090567 / 10000000), tl = m_N7, hd = m_N11|)
definition m_E8_11 = (w = — (181917 / 400000), tl = m_N8, hd = m_N11|)
lemmas

m_edge_defs = m_E12_16_def m_E13_17_def m_E14_18_def m_E15_19_def m_E9_12_def m_E10_12_def
m_E11_12_def m_E9_13_def m_E10_13_def m_E11_13_def m_E9_14_def m_E10_14_def
m_E11_14_def m_E9_15_def m_E10_15_def m_E11_15_def m_Eo_9_def m_E1_9_def m_E2_9_def
m_E3_9 def m_E4_9 def m_E5_9_def m_E6_9_def m_E7_9_def m_E8_9_def m_Eo_10_def
m_E1_10_def m_E2_10_def m_E3_10_def m_E4_10_def m_E5_10_def m_E6_10_def m_E7_10_def
m_E8_10_def m_Eo_11_def m_E1_11_def m_E2_11_def m_E3_11_def m_E4_11_def m_E5_11_def
m_E6_11_def m_E7_11_def m_E8_11_def

definition
«m_Edges = [m_E12_16, m_E13_17, m_E14_18, m_E15_19, m_E9_12, m_E10_12, m_E11_12, m_E9_13, m_E10_13,
m_E11_13, m_E9_14, m_E10_14, m_E11_14, m_E9_15, m_E10_15, m_E11_15, m_E0_9, m_E1_9,
m_E2_9, m_E3_9, m_E4_9, m_E5_9, m_E6_9, m_E7_9, m_E8_9, m_Eo_10, m_E1_10, m_E2_10,
m_E3_10, m_E4_10, m_E5_10, m_E6_10, m_E7_10, m_E8_10, m_Eo_11, m_E1_11, m_E2_11,
m_E3_11, m_E4_11, m_E5_11, m_E6_11, m_E7_11, m_E8_11]>
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definition
«m_Graph = mk_nn_pregraph m_Edges>

Definition: Activation Tab fun m_p_compass where
<m_ip_compass Identity = Some identity>
| <m_p_compass _ = None»

Definition: Neural Network definition
«m_NeuralNet = (]graph = m_Graph, activation_tab = m_gp_compass[)>

Locale Interpretations global_interpretation m_compass: nn_pregraph m_Graph

(proof)

Automated Encoding Using The TensorFlow Import

Single Encoding declare [[nn_proof_mode = eval]]
import_TensorFlow compass file model/model.json as digraph_single
declare [[nn_proof_mode = nbe]]

thm compass.neuron_defs

thm compass.Neurons_def

thm compass.edge_defs

thm compass.Edges_def

thm compass.Graph_def

thm compass.verts_set_conv

thm compass.edges_set_conv

thm compass.p_compass.simps
thm compass.NeuralNet_def

thm compass.nn_pregraph_axioms
thm compass.neural_network_digraph_single_axioms

importing the data files

import_data_file model/input.txt defining input
import_data_file model/predictions.txt defining predictions

thm input_def
thm predictions_def

value <

(Some

value «(checkget_result_singleton 0.15 (predictqigraph_singie cOmpass.NeuralNet (map_of_list (input!o)) E12_16))

(Some (predictions!1!o))»

value <(checkget_result_singleton 0.15 (predicty;graph_single compass.NeuralNet (map_of_list (input!o)) E12_16))
(

(checkget_result_singleton 0.15 (predicty;graph_singie cOmpass.NeuralNet (map_of_list (inputlo)) E12_16))
(

predictions!o!o))»

(Some (predictions!2!0))»
value «(checkget_result_singleton 0.15 (predictqigraph_single cOmpass.NeuralNet (map_of list (input!o)) E12_16))
(Some (predictions!3!o))»

lemma compass_truth_table_predict:
«(predictqigraph_single compass.NeuralNet (map_of_list (input!o)) E12_16) ~[0.0001]~25 (Some (predictions!olo))>
«(predictqigraph_single compass.NeuralNet (map_of_list (input!1)) E12_16) ~2[0.0001|~, (Some (predictions!1!0))>
(predictqigraph_singie compass.NeuralNet (map_of_list (input!2)) E12_16) ~[0.0001]~5 (Some (predictions!2!0))>
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«(predictyigraph_single cOmpass.NeuralNet (map_of_list (input!3)) E12_16) ~=[0.0001]~ (Some (predictions!3!0))>

(proof)

lemma compass_truth_table_predict’:
(predictqigraph_singie_iist cOmpass.NeuralNet (input!o) ~[0.0001|~; (Some (predictions!o)))>
(predictyigraph_single_tist compass.NeuralNet (input!1) ~[0.0001]~; (Some (predictions!1)))>
(predictyigraph_single_tist compass.NeuralNet (input!2) ~[0.0001|~; (Some (predictions!2)))>
<(predictqigraph_single_tist compass.NeuralNet (input!3) ~[0.0001]~; (Some (predictions!3)))>

(proof)

Multi Encoding declare [[nn_proof_mode = eval]]
import_TensorFlow compass_multi file model/model.json as digraph
declare [[nn_proof_mode = nbe]]

thm compass_multi.neuron_defs
thm compass_multi.Neurons_def

thm compass_multi.edge_defs
thm compass_multi.Edges_def

thm compass_multi.Graph_def
thm compass_multi.verts_set_conv
thm compass_multi.edges_set_conv

thm compass_multi..o_compass_multi.simps
thm compass_multi.NeuralNet_def

thm compass_multi.nn_pregraph_axioms
thm compass_multi.neural_network_digraph_axioms

Checking Equivalence of Manual Definitions and Automated Import lemma Neurons_equiv: compass.Neurons =
m_Neurons

(proof)

lemma Edges_equiv: compass.Edges = m_Edges
(proof)

lemma Graph_equiv: compass.Graph = m_Graph

(proof)

lemma @_equiv: compass._compass f = m_p_compass f
(proof)

lemma NeuralNet_equiv: compass.NeuralNet = m_NeuralNet

(proof)

lemma < predicty;graph_single_list cOmpass.NeuralNet = predicty;graph_single_iist M_NeuralNet>
(proof)

Code Evaluation definition NW = [0::nat — 1, 1:nat +— 1, 2::nat — 1,
3::nat +— 1, 4::nat — 1, 5::nat — o,
6::nat +— 1, 7::nat — 0, 8::nat — 1|
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definition <eval_compass = predictqigraph_single COMpass.NeuralNet NW compass.Edges.E12_16

end

81.2 Neural Networks as List of Layers using List Types (5 Compass_Layers_List)

theory
Compass_Layers_List
imports
Neural_Networks.NN_Layers_List_Main
begin

Manual Definition

Definition: Activation Tab fun m_¢_compass :: <activation,,,;+; = (real list = real list) option> where
«m_gp_compass midentity = Some (map identity)>
| «m_p_compass _ = None»

Definition: Layers definition m_dense_input = In (name = STR "'dense_input’’, units = 9|)
definition m_dense =
Dense
(name = STR "dense’’, units = 3, ¢ = midentity,
B = [9153944253921509 / 100000000000000000, — 959978699684143 / 10000000000000000, 7840137928724289 |
100000000000000000],
w = [[— 28655481338500977 / 100000000000000000, 1398887038230896 / 1000000000000000, — 4396021068096161
/ 10000000000000000,
— 3206970691680908 / 10000000000000000, — 25562143325805664 / 100000000000000000, 11852015256881714
/ 10000000000000000,
6039865016937256 / 10000000000000000, — 16825008392333984 / 10000000000000000, — 413370318710804 |
10000000000000000]
[24456006288528442 | 100000000000000000, — 11522198915481567 / 10000000000000000, 4993317425251007 /
10000000000000000,
— 17345187664031982 / 10000000000000000, 48335906863212585 / 100000000000000000, 1511125922203064
1000000000000000,
— 36204618215560913 / 100000000000000000, 9508050084114075 / 10000000000000000, — 3617756962776184
/ 10000000000000000],
[704086497426033 / 10000000000000000, — 51195383071899414 / 1000000000000000000, — 34204763174057007
/ 100000000000000000,
— 72454833984375 / 100000000000000, — 33541640639305115 / 100000000000000000, 12738076448440552 /
10000000000000000,
7601173520088196 / 10000000000000000, — 2638514041900635 / 10000000000000000, — 5478811264038086 /
10000000000000000]]|)
definition m_dense_2 =
Dense
(name = STR "'dense_2"’, units = 4, o = midentity,
B = [39810407906770706 | 1000000000000000000, 874686986207962 / 10000000000000000, — 4944610595703125
/ 100000000000000000,
— 5116363242268562 / 100000000000000000),
w = [[(9063153862953186 / 10000000000000000::real), — 142851984500885 / 100000000000000, —
10823805332183838 / 10000000000000000]
[17654908895492554 / 10000000000000000, 1934271901845932 / 10000000000000000, 1214023232460022 /
1000000000000000]
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[— 17099318504333496 / 10000000000000000, — 7595149427652359 / 100000000000000000, — 12841564416885376
/ 10000000000000000],
[— 615866482257843 / 1000000000000000, 1532884955406189 / 1000000000000000, 17860114574432373 |
100000000000000000]]|)
definition m_OUTPUT = Out (name = STR "'OUTPUT"’, units = 4|

lemmas
m_layer_defs = m_dense_input_def m_dense_def m_dense_2_def m_OUTPUT_def

definition
(m_Layers = [m_dense_input, m_dense, m_dense_2, m_OUTPUT]>

Definition: Neural Network definition
«m_NeuralNet = (| layers = m_Layers, activation_tab = m_g_compass|)>

Locale Interpretations lemma m_e_ran: <ran m_p_compass = {map identity }>
(proof)

interpretation nn,,,.: neural_network_sequential_layers; m_NeuralNet

(proof)

TensorFlow Import

declare[[nn_proof_mode = eval]]
import_TensorFlow compass file model/model.json as seq_layer_list
declare[[nn_proof_mode = nbel]

thm compass.Layers.dense_input_def
thm compass.Layers.dense_def

thm compass.Layers.OUTPUT_def
thm compass.layer_defs

thm compass.Layers_def

thm compass.p_compass.simps

thm compass.NeuralNet_def

thm compass.neural_network_sequential_layers;_axioms

import_data_file model/input.txt defining input
import_data_file model/predictions.txt defining predictions

thm input_def
thm predictions_def

lemmas digits_defs = compass.Layers_def
lemmas activation_defs = identity_def

value predictseq_iqyer_i NeuralNet (inputlo)
value <checkget_result_list 0.001 (predictscq_jayer_1 NeuralNet (input!o)) (Some (predictions!o))>
value <checkget_result_list 0.001 (predictseq iqyer_i NeuralNet (inputl1)) (Some (predictions!1))>

) ( )
value <checkget_result_list 0.001 (predictseq_jqyer_i NeuralNet (input!2)) (Some (predictions!2))>
value <checkget_result_list 0.001 (predictseq_jqyer_i NeuralNet (input!3)) (Some (predictions!3))>
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We convince ourselves that our Isabelle representation complies with the TensorFlow network by gener-
ating the same prediction, within 0.001 (accounted for as Isabelle uses perfect mathematical reals whereas
TensorFlow uses 32-bit floating point numbers)

lemma compass_predictions:

«(predictscq_rayer_i NeuralNet (input!o)) ~[0.001]=; (Some (predictions!o))>
«(predictseq_rayer_1 NeuralNet (inputl1)) ~[0.001]~; (Some (predictions!1))>
«(predictseq_rayer_1 NeuralNet (input!2)) ~[0.001]~; (Some (predictions!2))>
«(predictseq 1ayer_i NeuralNet (input!3)) ~[0.001|~%; (Some (predictions!3))>

(proof)

lemma <0.000001 |=; {input} (predictscq_1ayer_i NeuralNet) {predictions}> (proof)

lemma activation[simp]: <activation_tab NeuralNet = compass._compass >

(proof)

lemma layers[simp]: <layers NeuralNet = [dense_input, Layers.dense, dense_2, OUTPUT] >
(proof)

lemma input[simp]: <in_deg_NN NeuralNet = 9>
(proof)
import_data_file model/compass.txt defining compass

definition classify_as :: «real list = nat = bool> where
«classify_as xs n = (Option.bind (predictscq_1ayer_i cOmMpass.NeuralNet xs) Prediction_Utils.pos_of_max = Some n)>

lemma co[simp|: compasslo = [1,1,1,

1,1,0,
1,0,1]
(proof)
lemma c1[simp]: compass!1 = [1,1,1,
0,1,1,
1,0,1]

(proof)

lemma c2[simp]: compass!2 = [1,0,1,
0,1,1,
1,1,1]
(proof)

lemma c3[simp]: compass!3 = [1,0,1,
1,1,0,
1,1,1]
(proof)
lemma classify_NW: «classify_as (compass!o) 0
(proof)
lemma classify_NE: «classify_as (compass!1) 1

(proof)

lemma classify_SE: «classify_as (compass!2) 2
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(proof)
lemma classify_SW: «classify_as (compass!3) 3»

(proof)

lemma compass_img_defined: «((predictscq_iayer_1 compass.NeuralNet xs) # None) = (length xs = 9)»
(proof)

end

81.3 Neural Networks as List of Layers using Matrix Types (2 Compass_Layers_Matrix)

theory
Compass_Layers_Matrix
imports
Neural_Networks.NN_Layers_Matrix_Main
Jordan_Normal_Form.Matrix_Impl
Prediction_Utils_Matrix

begin

Infrastructure

definition
«checkget_result_matrix € prediction input expectations = checkget_result_list € (map_option list_of vec (prediction
(Some (vec_of_list (input))))) (Some (expectations))»

definition predict_def [simp]: «predict N x = (map_option list_of_vec (predictscq jayer_m N (vec_of_listx)))>

Manual Definition

Definition: Activation Tab fun m_g_compass where
«m_gp_compass midentity = Some (map_vec identity)>
| <m_p_compass _ = None»

Definition: Layers definition m_dense_input = In (name = STR ""dense_input”’, units = 9|)
definition m_dense =
Dense
(name = STR "dense’’, units = 3, o = midentity,
B = vec_of_list [9153944253921509 / 100000000000000000, — 959978699684143 / 10000000000000000,
7840137928724289 / 100000000000000000],
w = mat_of_cols_list 9
[[— 28655481338500977 / 100000000000000000, 1398887038230896 / 1000000000000000, — 4396021068096161
/ 10000000000000000,
— 3206970691680908 / 10000000000000000, — 25562143325805664 / 100000000000000000, 11852015256881714
/ 10000000000000000,
6039865016937256 / 10000000000000000, — 16825008392333984 / 10000000000000000, — 413370318710804 |
10000000000000000],
[24456006288528442 / 100000000000000000, — 11522198915481567 / 10000000000000000, 4993317425251007 /
10000000000000000,
— 17345187664031982 / 10000000000000000, 48335906863212585 / 100000000000000000, 1511125922203064 /
1000000000000000,
— 36204618215560913 / 100000000000000000, 9508050084114075 / 10000000000000000, — 3617756962776184
/ 10000000000000000],
[704086497426033 / 10000000000000000, — 51195383071899414 / 1000000000000000000, — 34204763174057007
/ 100000000000000000,
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— 72454833984375 / 100000000000000, — 33541640639305115 / 100000000000000000, 12738076448440552 /
10000000000000000,
7601173520088196 / 10000000000000000, — 2638514041900635 / 10000000000000000, — 5478811264038086 /
10000000000000000]]|)
definition m_dense_2 =
Dense
(name = STR "'dense_2"’, units = 4, o = midentity,
B = vec_of_list [39810407906770706 |/ 1000000000000000000, 874686986207962 / 10000000000000000, —
4944610595703125 / 100000000000000000,
— 5116363242268562 / 100000000000000000)],
w = mat_of_cols_list 3
[[(9063153862953186 / 10000000000000000::real), — 142851984500885 / 1DOO00000000000, — 10823805332183838
/ 10000000000000000],
[17654908895492554 / 10000000000000000, 1934271901845932 / 10000000000000000, 1214023232460022 /
1000000000000000]
[— 17099318504333496 / 10000000000000000, — 7595149427652359 / 100000000000000000, — 12841564416885376
/ 10000000000000000],
[— 615866482257843 / 1000000000000000, 1532884955406189 / 1000000000000000, 17860114574432373 |
100000000000000000]]|)
definition m_OUTPUT = Out (name = STR ""OUTPUT ", units = 4]

lemmas
m_layer_defs = m_dense_input_def m_dense_def m_dense_2_def m_OUTPUT_def

definition
(m_Layers = [m_dense_input, m_dense, m_dense_2, m_OUTPUT}>

Definition: Neural Network definition
«m_NeuralNet = (| layers = m_Layers, activation_tab = m_tp_compassD>

Locale Interpretations lemma m_g_ran: <ran m_y_compass = {map_vec identity }»
(proof)

interpretation nn,,,.: neural_network_sequential_layers,,, m_NeuralNet

(proof)

TensorFlow Import

declare[[nn_proof_mode = eval]]
import_TensorFlow compass file model/model.json as seq_layer_matrix
declare[[nn_proof_mode = nbel]]

find_theorems name:compass. name: name:ran

thm compass.Layers.dense_input_def

thm compass.Layers.dense_def

thm compass.Layers.OUTPUT_def

thm compass.layer_defs

thm compass.Layers_def

thm compass.p_compass.simps

thm compass.NeuralNet_def

thm compass.neural_network_sequential_layers,,_axioms
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import_data_file model/input.txt defining input
import_data_file model/predictions.txt defining predictions

thm input_def
thm predictions_def

value «(predictscq_iqyer_m compass.NeuralNet) (vec_of_list(input!o))>

( ) (input!o) (predictions!o)>
value <checkget_result_matrix 0.001 (predictscq_jayer_m NeuralNet o the) (input!1) (predictions!1)>
value <checkget_result_matrix 0.001 (predictscq_jayer_m NeuralNet o the) (input!2) (predictions!2)>
value <checkget_result_matrix 0.001 (predictscq_iayer_m NeuralNet o the) (input!3) (predictions!3)

value «checkget_result_matrix 0.001 (predictscq_jayer_m NeuralNet o the

We convince ourselves that our Isabelle representation complies with the TensorFlow network by gener-
ating the same prediction, within 0.001 (accounted for as Isabelle uses perfect mathematical reals whereas
TensorFlow uses 32-bit floating point numbers)

lemma compass_predictions:

«(map_option list_of vec (predictseq tayer_m NeuralNet ((vec_of_list (inputlo))))) =[o.001]~; (Some
(predictions!o))>

«(map_option list_of vec (predictscq jayer_m NeuralNet ((vec_of_list (input!1))))) =[o.001]~; (Some
(predictions!1))»

«(map_option list_of vec (predictseq iayer_m NeuralNet ((vec_of_list (input!2))))) =[o.001]~; (Some
(predictions!2))»

«(map_option list_of_vec (predictscq iayer_m NeuralNet ((vec_of list (input!3))))) =[o.001]~; (Some
(predictions!3))»
(proof)

lemma «0.000001 |=; {input} (predict NeuralNet) {predictions}>

(proof)

lemma activation[simp]: <activation_tab NeuralNet = compass._compass >

(proof)

lemma layers[simp]: <layers NeuralNet = [dense_input, Layers.dense, dense_2, OUTPUT]| >
(proof)

lemma input[simp]: <in_deg_NN NeuralNet = 9>
(proof)
import_data_file model/compass.txt defining compass

lemma co[simp]: compass!o = [1,1,1

3T

1,1,0,
1,0,1]
(proof)
lemma c1[simp|: compass!1 = [1,1,1,
0,1,1,
1,0,1]

(proof)

lemma c2[simp]: compass!2 = [1,0,1,
031’17
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1,1,1]

(proof)
lemma c3[simp]: compass!3 = [1,0,1,
171707
1,1,1]

(proof)

lemma compass_img_defined: «((predictscq_1ayer_m compass.NeuralNet xs) # None) = (length (list_of_vec xs) = 9)»
(proof)

definition classify_as :: <real Matrix.vec = nat = bool> where
«classify_as xs n = (Option.bind (predictseq_laye,»_m compass.NeuralNet xs) pos_of_max = Some n)»

lemma classify_NW: «classify_as (vec_of_list(compass!o)) 0>

(proof)
lemma classify_NE: «classify_as (vec_of_list(compass!1)) 1

(proof)
lemma classify_SE: «classify_as (vec_of_list(compass!2)) 2>

(proof)
lemma classify_SW: «classify_as (vec_of_list(compass!3)) 3»

(proof)

end

8.2 Line Classification Model (3 Grid_Layers) (2 Grid_Layers)

In the following, we introduce neural networks for (image) classification by using a simple line classification
problem: given a 2 x 2 pixel greyscale image, the neural network should decide if the image contains a hori-

zontal line (e.g., [Figure 8.1a), vertical line (e.g.,[Figure 8.b), or no line (Figure 8:c).

(a) horizontal line (b) vertical line (c) no line (d) misclassification

Figure 8.1: Example input images to our classification problem.

Traditionally, textbooks (e.g., ) define a feedforward neural network as directed weighted acyclic graphs.
The nodes are called neurons and the incoming edges are called inputs. For a given neuron k with m inputs
Tk, 10 T, ,, and the respective weights wy, to wy,, , the neuron computes the output

m
ye =@ | B wi,mk, (81)
=0

where ¢ is the activation function and 3 the bias for the neuron k. The values for the weights and biases
are determined during the training (learning) phase, which we omit due to space reasons. In our work, we
assume that the given neural network is already trained, e.g., using the widely used machine learning framework
TensorFlow [1].
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horlzontal

"no lme

Figure 8.2: Neural network for classifying lines in 2 X 2 pixel grey scale images.

[Figure 8.3)illustrates the architecture of our neural network: The neural network for our example classification
problem has four inputs (one for each pixel of the image), expecting an input value between 0.0 (white) and
1.0 (black). It also has three outputs, one for each possible class (horizontal line, vertical line, no line). The
neurons (nodes) can be naturally categorised into layers, i.e., the input layer consisting out of the input nodes
and the output layer consisting out of the output nodes. Moreover, our neural network has one hidden layer
with 16 neurons. The input layer and the hidden layer use a linear activation function (i.e, p(z) = x) for
all neurons, and the hidden layer uses the binary step function (i.e, p(z) = Oforz < Oand p(z) = 1
otherwise). In our example, there is an edge between each neuron from the previous layer to the next layer.
This is often called a dense layer. Machine learning approaches using neural networks with one or more hidden
layers are called deep learning.

In our example, we used the Python API for TensorFlow [1] to train our neural network. We obtained neural
network that reliably classifies black lines in a given 2 X 2 image with 100% accuracy. While this sounds great,
the neural network is not very resilient to changes to its input values. Consider, for example, a
human expert would, very likely, classify this image as “no line”. Yet our neural network classifies this as a
horizontal line, even though the right upper pixel is only light grey with a numerical value of 0.05, much closer
to white than to black. Such a misclassification is usually called an adversarial example. If such a network is
used in a safety or security critical applications, e.g., for classifying street signs, such misclassifications can be
life-threatening.

theory
Grid_Layers
imports
NN_Layers_List_Main
begin
end

8.21 Layer-based Modelling using List Types(3) Grid_Layers_List)

theory
Grid_Layers_List
imports
NN_Layers_List_Main
Grid_Layers

begin

declare[[nn_proof_mode = eval]]
import_TensorFlow grid file model/trained—model_binary—step_linear /model.json
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as seq_layer _list
declare[[nn_proof_mode = nbel]]

Our new Isabelle/Isar command import_TensorFlow encodes the neural network model stored in the file
model.json as sequence of layers, i.e., the formal encoding we developed. Our datatype package also proves
that the imported model complies with the requirements of our formal model as well as proves various auxiliary
properties (e.g., conversion between different representations) that can be useful during interactive verifica-
tion.

import_data_file model/trained—model_binary —step_linear /input_small.txt
defining inputs_small

import_data_file model/trained—model_binary—step_linear /expectations_small.txt
defining expectations_small

import_data_file model /trained—model_binary—step_linear /input.txt
defining inputs

import_data_file model/trained—model_binary—step_linear / expectations.txt
defining expectations

import_data_file model/trained—model_binary—step_linear/predictions.txt
defining predictions

To ensure that our formalisation is a faithful representation of the neural networks that we defined in Ten-
sorFlow, we provide a framework that supports the import of trained TensorFlow networks and their test data.
We can then use this to evaluate our Isabelle network and validate that the output is the same, hence providing
confidence that our formalisation is accurate.

We can import text files containing NumPy arrays of our test inputs, expectations and predictions from our
trained TensorFlow network.

thm grid.Layers_def

thm grid.Layers.dense_input_def
thm grid.Layers.OUTPUT_def
thm grid.layer_defs

thm grid.Layers_def

thm grid._grid.simps

thm grid.NeuralNet_def

thm inputs_def

thm predictions_def

lemmas grid_defs = grid.Layers_def grid.layer_defs grid.NeuralNet_def
lemmas activation_defs = identity_def binary_step_def

lemma grid_closed [simp]:
«<predictseq tayer_i grid.NeuralNet xs = (case xs of
[x3, x2, x1, x0] = lety =2 % (x3 + (x2 % 2 + (x1 % 4 + X0 x 8)))
in Some (
[(ify —7<othenoelse1) +
((ify — 11 < othenoelse1) + ((ify — 21 < o then o else 1)
+ ((ify —25 <othenoelse 1) — (ify — 23 < othenoelse 1))
— (ify —19<othenoelse1)) — (ify — 9 < o then 0 else 1))
— (ify —5<othenoelse1) + 1,
(ify —5 < othenoelse 1)+ ((ify — 23 < o then o else 1)
— (ify —25 < othenoelse1) — (ify — 7 < o then o else 1)),
(ify —9<othenoelse 1)+ ((ify — 19 < o then o else 1)
— (ify —21<othenoelse 1) — (ify — 11 < o then o else 1))]
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| _ = None)>

(proof)

lemma grid_img_defined: «((predictscq jqyer_i grid.NeuralNet xs) # None) = (length xs = 4)>
(proof)

lemma grid_img_defined”: «(3 y. (predictscq_jayer_1 grid.NeuralNet xs) = Some y) = (length xs = 4)>

(proof)

lemma grid_image:
assumes «(predictscq_jayer_i grid.NeuralNet xs) # None»
shows <the (predictscq_jayer_i grid.NeuralNet xs) € { [0, 0, 1],
[0, 1, 0],
[1,0,0]}

(proof)

lemma grid_image_approx:
<ran (predictseq_jayer_i grid-NeuralNet) C {[o, 0, 1], [0, 1, 0], [1, 0, O] }>
(proof)

The lemma grid_image_approx shows that the output of the classification is never ambiguous (i.e., two or
more classification output having the value 1).

lemma grid_dom: «dom (predictscq iayer_1 grid-NeuralNet) = {a. length a = 4} »
(proof)

definition range_of x = (if x = (o::real) then {0..0.04::real} else {0.96..1})

lemma 3 € {0.96..1.00} A x2 € {0.96..1.00}
A x1 € {0.00..0.04} A x0 € {0.00..0.04} = prediCtseq_iayer_i grid.NeuralNet [x3, x2, x1, xo| = Some [0, 1, 0]>

(proof)
lemma 3 € {0.00..0.04} A x2 € {0.00..0.04}
Ax1€{0.96..1.00} A x0 € {0.96..1.00} == predictseq_jayer_1 grid-NeuralNet [x3, x2, x1, xo] = Some [0, 1, 0>

(proof)

lemma «3 € {0.95..1.00} A x2 € {0.00..0.05}
A x1€ {0.95..1.00} A x0 € {0.00..0.05} = predictseq jqyer_i grid.NeuralNet [x3, x2, x1, x0] = Some [0, 0, 1)>

(proof)
lemma 3 € {0.00..0.1} A x2 € {0.96..1.00}

A x1€ {0.00..0.1} A xo € {0.96..1.00} = predictscq_jayer_i grid.NeuralNet [x3, x2, x1, xo] = Some [0, 0, 1)>

(proof)

A common definition of safety in neural networks is the requirement that small changes to an input should
not change the classification. For this grid example, we express such a verification goal as shown above, where
we set a small bound of noise on the input, and verify that the output classification remains constant.
lemma grid_meets_predictions:

= {inputs} (predictscq_iayer_i grid.-NeuralNet) {intervals_of_| 0.000001 predictions}>

(proof)

lemma grid_meets_expectations_max_classifier:
<= {inputs_small} (predictseq_iayer_1 grid.NeuralNet) {expectations_small}>

(proof)

lemma grid_min_delta_classifier:
1.0 = predictseq_iqyer_i grid.NeuralNet>
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(proof)

The lemmas grid_meets_predictions, grid_meets_expectations_max_classifier and grid_min_delta_classifier
show that our definition of the grid neural network computes the same prediction as the TensorFlow trained
network.

end

8.2.2 Layer-based Modelling using List Types (2 Grid_Layers_Matrix)

theory
Grid_Layers_Matrix
imports
Grid_Layers
NN_Layers_Matrix_Main
Jordan_Normal_Form.Matrix_Impl
begin

declare[[nn_proof_mode = eval]]

import_TensorFlow grid file model/trained—model_binary—step_linear /model.json
as seq_layer_matrix

declare[[nn_proof_mode = nbe]]

Our new Isabelle/Isar command import_TensorFlow encodes the neural network model stored in the file
model.json as sequence of layers, i.e., the formal encoding we developed. Our datatype package also proves
that the imported model complies with the requirements of our formal model as well as proves various auxiliary
properties (e.g., conversion between different representations) that can be useful during interactive verifica-
tion.

import_data_file model/trained—model_binary —step_linear /input_small.txt
defining inputs_small

import_data_file model/trained—model_binary—step_linear /expectations_small.txt
defining expectations_small

import_data_file model /trained—model_binary—step_linear /input.txt
defining inputs

import_data_file model/trained—model_binary—step_linear / expectations.txt
defining expectations

import_data_file model/trained—model_binary—step_linear/predictions.txt
defining predictions

To ensure that our formalisation is a faithful representation of the neural networks that we defined in Ten-
sorFlow, we provide a framework that supports the import of trained TensorFlow networks and their test data.
We can then use this to evaluate our Isabelle network and validate that the output is the same, hence providing
confidence that our formalisation is accurate.

We can import text files containing NumPy arrays of our test inputs, expectations and predictions from our
trained TensorFlow network.

thm grid.Layers_def

thm grid.Layers.dense_input_def
thm grid.Layers.OUTPUT_def
thm grid.layer_defs

thm grid.Layers_def

thm grid._grid.simps

thm grid.NeuralNet_def
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thm inputs_def
thm predictions_def

lemmas grid_defs = grid.Layers_def grid.layer_defs grid.NeuralNet_def
lemmas activation_defs = identity_def binary_step_def

Proving using the matrix prediction function.

lemma grid_closed_mat [simp]:
«predictscq tayer_m grid.NeuralNet (vec_of_list xs) = (case xs of
[x3,x2, x1,x0] = lety =2 % (x3 4+ (x2 % 2 + (X1 % 4 + X0 * 8)))
in Some (
vec_of list[(ify — 7 < othenoelse1) +
((ify — 11 < othenoelse1) + ((ify — 21 < othen o else 1)
+ ((ify —25 <othenoelse 1) — (ify — 23 < o then 0 else 1))
— (ify —19<othenoelse1)) — (ify — 9 < othen o else 1))
— (ify —5<othenoelse1) +1,
(ify —5<othenoelse1) + ((ify — 23 < o then o else 1)
— (ify —25 <othenoelse 1) — (ify — 7 < othen o else 1)),
(ify —9<othenoelse 1)+ ((ify — 19 < o then o else 1)
— (ify —21<othenoelse 1) — (ify — 11 < o then 0 else 1))]
)

| _ = None)»

(proof)

lemma grid_img_defined_mat: <((predictscq_jayer_m grid.NeuralNet (vec_of list xs)) # None) = (dim_vec (vec_of_list
XS) = 4)>
(proof)

lemma grid_img_defined_mat”: «(3 y. (predictseq_iqyer_m grid.NeuralNet (vec_of_list xs)) = Some (vec_of_listy)) =
(dim_vec (vec_of_list xs) = 4)»

(proof)

lemma grid_image_mat:
assumes «predictscq jqyer_m grid.NeuralNet (vec_of_list xs) = Some y>
shows <y € { vec_of_list [0, 0, 1], vec_of_list [0, 1, 0], vec_of_list [1, 0, 0] }>
(proof)

lemma ran_aux:
assumes <Y x . fx # None — the (fx) € V>
shows <ran (f) C V>
(proof)

lemma grid_image_approx_mat:
ran (A x . predictseq_1ayer_m grid.-NeuralNet (vec_of _list x))
C {vec_of_list [0, 0, 1], vec_of_list [0, 1, 0], vec_of_list [1, 0, 0] }>

(proof)

The lemma grid_image_approx shows that the output of the classification is never ambiguous (i.e., two or
more classification output having the value 1).

lemma grid_dom_mat: «<dom ( A x . predictscq_iqayer_m grid.NeuralNet (vec_of_listx)) = {a. length a = 4}>

(proof)

definition range_of x = (if x = (o::real) then {0..0.04::real} else {0.96..1})
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lemma «3 € {0.96..1.00} A x2 € {0.96..1.00}
A x1 € {0.00..0.04} A x0 € {0.00..0.04} = predictseq iqyer_m grid-NeuralNet (vec_of_list [x3, x2, x1, x0]) =
Some(vec_of_list [0, 1, 0])»
(proof)
lemma «3 € {0.00..0.04} A x2 € {0.00..0.04}
A x1 € {0.96..1.00} A x0 € {0.96..1.00} = prediCtscq_iayer_m grid.NeuralNet (vec_of list [x3, x2, x1, x0|) =
Some(vec_of_list [0, 1, 0])>
(proof)
lemma 3 € {0.95..1.00} A x2 € {0.00..0.05}
A x1 € {0.95..1.00} A x0 € {0.00..0.05} ==predictscq_iayer_m grid.NeuralNet (vec_of_list [x3, x2, x1, x0]) =

Some(vec_of_list [0, 0, 1])>

(proof)
lemma «3 € {0.00..0.1} A x2 € {0.96..1.00}
A x1 € {0.00..0.1} A x0 € {0.96..1.00} == predictseq jqyer_m grid.NeuralNet (vec_of_list [x3, x2, x1, x0]) =

Some(vec_of_list [0, 0, 1])>
{proof)

A common definition of safety in neural networks is the requirement that small changes to an input should
not change the classification. For this grid example, we express such a verification goal as shown above, where
we set a small bound of noise on the input, and verify that the output classification remains constant.

Proving using the list to matrix prediction

The following proofs on the grid example use our wrapper function that converts lists to vectors, uses the
matrix based prediction function and converts the output back into a list

lemma grid_closed’ [simp]:
«predictseq_jayer_m' grid.NeuralNet xs = (case xs of
[x3,x2, x1,x0] = lety =2 % (x3+ (x2 %2+ (X1 x4 + x0 % 8)))
in Some (
[(ify —7<othenoelse1) +
((ify =11 <othenoelse1) + ((ify —21 < othenoelse 1)
+ ((ify —25 <othenoelse 1) — (ify — 23 < o then o else 1))
— (ify —19 < othenoelse1)) — (ify — 9 < othen o else 1))
— (ify —5<othenoelse1) +1,
(ify —5<othenoelse1) + ((ify — 23 < othenoelse 1)
— (ify —25 <othenoelse 1) — (ify — 7 < o then o else 1)),
(ify —9<othenoelse 1)+ ((ify — 19 < o then o else 1)
— (ify —21<othenoelse 1) — (ify — 11 < o then o else 1))]
)

| _ = None)>

{proof)

lemma grid_img_defined”: «((predictscq_jayer_m ' grid.NeuralNet xs) # None) = (length xs = 4)>
(proof)

lemma grid_img_defined: <(3 y. (predictseq_jayer_m' grid.NeuralNet xs) = Some y) = (length xs = 4)»
(proof)

lemma grid_image:
assumes «(predictscq_1qyer_m ' grid.NeuralNet xs) % None»
shows <the (predictseq iqyer_m grid.NeuralNet xs) € { [0, 0, 1],
[0.1,0],
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[1,0,0]}

(proof)

lemma grid_image_approx:
<ran (predictseq_iayer_m' grid.NeuralNet) C {[o, 0, 1], [0, 1,0], [1,0, 0] }>

(proof)

The lemma grid_image_approx shows that the output of the classification is never ambiguous (i.e., two or
more classification output having the value 1).

lemma grid_dom’: <dom (predictscq_jayer_m ' grid.NeuralNet) = {a. length a = 4} >

(proof)

lemma grid_dom_mat": <dom (A x . predictseq_iayer_m grid.NeuralNet (vec_of listx)) = {a. length a = 4}>

(proof)

lemma 3 € {0.96..1.00} A x2 € {0.96..1.00}
A x1 € {0.00..0.04} A x0 € {0.00..0.04} == prediCtseq_jayer_m ' grid.NeuralNet [x3, x2, x1, xo] = Some [0, 1, 0]>

(proof)
lemma 3 € {0.00..0.04} A x2 € {0.00..0.04}
Ax1€{0.96..1.00} A x0 € {0.96..1.00} == prediCtseq iqyer_m grid.NeuralNet [x3, x2, x1, xo] = Some [0, 1, 0]>

(proof)
lemma 3 € {0.95..1.00} A x2 € {0.00..0.05}
A x1€ {0.95..1.00} A x0 € {0.00..0.05} = predictscq_jayer_m ' grid.NeuralNet [x3, x2, x1, xo| = Some [0, 0, 1)>

(proof)
lemma «3 € {0.00..0.1} A x2 € {0.96..1.00}
A x1€ {0.00..0.1} A xo € {0.96..1.00} == predictscq_jayer_m’ grid.NeuralNet [x3, x2, x1, x0] = Some [0, 0, 1]>

(proof)

A common definition of safety in neural networks is the requirement that small changes to an input should
not change the classification. For this grid example, we express such a verification goal as shown above, where
we set a small bound of noise on the input, and verify that the output classification remains constant.

lemma grid_meets_predictions:
<=, {inputs} (predictscq_iayer_m ' grid.NeuralNet) {intervals_of_l 0.000001 predictions}>

(proof)

lemma grid_meets_expectations_max_classifier:
=; {inputs_small} (predictscq_jayer_m’ grid.NeuralNet) {expectations_small}>

(proof)

lemma grid_min_delta_classifier:
1.0 = predictseq qyer_m ' grid.NeuralNets

(proof)

The lemmas grid_meets_predictions, grid_meets_expectations_max_classifier and grid_min_delta_classifier
show that our definition of the grid neural network computes the same prediction as the TensorFlow trained
network.

end
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