[P Addresses

Cornelius Diekmann, Julius Michaelis, Lars Hupel

June 14, 2026

Abstract

This entry contains a definition of IP addresses and a library to
work with them.

Generic IP addresses are modeled as machine words of arbitrary
length. Derived from this generic definition, IPv4 addresses are 32bit
machine words, IPv6 addresses are 128bit words. Additionally, IPv4
addresses can be represented in dot-decimal notation and IPv6 ad-
dresses in (compressed) colon-separated notation. We support toString
functions and parsers for both notations. Sets of IP addresses can be
represented with a netmask (e.g. 192.168.0.0/255.255.0.0) or in CIDR
notation (e.g. 192.168.0.0/16). To provide executable code for set op-
erations on IP address ranges, the library includes a datatype to work
on arbitrary intervals of machine words.
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1 WordInterval: Executable datatype for Machine
Word Sets

Stores ranges of machine words as interval. This has been proven quite
efficient for IP Addresses.

1.1 Syntax

context
notes [[typedef-overloaded]]
begin
datatype (‘a::len) wordinterval = WordInterval
("a::len) word — start (inclusive)
("a::len) word — end (inclusive)
| RangeUnion 'a wordinterval 'a wordinterval
end

1.2 Semantics

fun wordinterval-to-set :: 'a::len wordinterval = ('a::len word) set
where
wordinterval-to-set (WordInterval start end) =
{start .. end} |
wordinterval-to-set (RangeUnion r1 r2) =
wordinterval-to-set r1 U wordinterval-to-set r2

1.3 Basic operations

€

fun wordinterval-element :: 'a::len word = 'a::len wordinterval = bool where
wordinterval-element el (WordInterval s €) <— s < el A el < e |
wordinterval-element el (RangeUnion r1 r2) +—
wordinterval-element el r1 V wordinterval-element
el r2
lemma wordinterval-element-set-eq[simp]:
wordinterval-element el rg = (el € wordinterval-to-set rg)

(proof)

definition wordinterval-union
i 'az:len wordinterval = 'a::len wordinterval = 'a::len wordinterval where
wordinterval-union r1 r2 = RangeUnion r1 r2
lemma wordinterval-union-set-eq[simp):
wordinterval-to-set (wordinterval-union r1 r2) = wordinterval-to-set r1 U wordinter-
val-to-set r2

(proof)

fun wordinterval-empty :: 'a::len wordinterval = bool where
wordinterval-empty (WordInterval s €) +— e < s |



wordinterval-empty (RangeUnion r1 r2) «— wordinterval-empty r1 A wordinter-
val-empty 12
lemma wordinterval-empty-set-eq[simp|: wordinterval-empty r +— wordinter-
val-to-set r = {}
(proof )

definition Empty- WordInterval :: 'a::len wordinterval where
Empty-WordInterval = WordInterval 1 0
lemma wordinterval-empty- Empty- WordInterval: wordinterval-empty Empty- WordInterval

(proof)

lemma Empty- WordInterval-set-eq|simp|: wordinterval-to-set Empty- WordInterval
={}
(proof)

1.4 WordInterval and Lists
A list of (start, end) tuples.

wordinterval to list

fun wi2l :: 'a::len wordinterval = (‘a::len word x 'a::len word) list where
wi2l (RangeUnion r1 r2) = wi2l r1 @ wi2l r2 |
wi2l (WordInterval s e) = (if e < s then || else [(s,e)])

list to wordinterval

fun 2wi :: ("a:len word X 'a word) list = 'a wordinterval where
12wi [| = Empty-WordInterval |
12wi [(s,e)] = (WordInterval s e) |
12wi ((s,e)#7s) = (RangeUnion (WordInterval s e) (12wi rs))

lemma [2wi-append: wordinterval-to-set (12wi (11QI2)) =
wordinterval-to-set (12wi 1) U wordinterval-to-set (12wi 12)

(proof)

lemma [2wi-wi2l[simp): wordinterval-to-set (12wi (wi2l r)) = wordinterval-to-set
r

(proof)

lemma [2wi: wordinterval-to-set (12wil) = (|J (4,§) € set l. {i .. j})
(proof)

lemma wi2l: ({J (¢,5)eset (wi2l r). {i .. j}) = wordinterval-to-set r
(proof)

lemma [2wi-remdups|[simp]: wordinterval-to-set (12wi (remdups ls)) = wordinter-
val-to-set (12wi ls)
(proof )

lemma wi2l-empty[simp]: wi2l Empty- WordInterval = |



(proof)

1.5 Optimizing and minimizing ’a wordintervals

Removing empty intervals

context
begin
fun wordinterval-optimize-empty :: 'a::len wordinterval = 'a wordinterval where
wordinterval-optimize-empty (RangeUnion r1 r2) = (let rlo = wordinter-

val-optimize-empty r1;
r20 = wordinterval-optimize-empty r2
n if
wordinterval-empty rlo
then
720
else if
wordinterval-empty r20
then
rlo
else
RangeUnion rlo r2o) |
wordinterval-optimize-empty v = r
lemma wordinterval-optimize-empty-set-eq[simpl:
wordinterval-to-set (wordinterval-optimize-empty r) = wordinterval-to-set r

(proof)

lemma wordinterval-optimize-empty-double:
wordinterval-optimize-empty (wordinterval-optimize-empty r) = wordinterval-optimize-empty
r
(proof) fun wordinterval-empty-shallow :: ’a::len wordinterval = bool where
wordinterval-empty-shallow (WordInterval s e) +— e < s |
wordinterval-empty-shallow (RangeUnion - -) <— Fulse
private lemma helper-optimize-shallow:
wordinterval-empty-shallow (wordinterval-optimize-empty r) =
wordinterval-empty (wordinterval-optimize-empty r)
(proof) fun wordinterval-optimize-empty2 where
wordinterval-optimize-empty2 (RangeUnion r1 r2) = (let rlo = wordinter-
val-optimize-empty r1;
r20 = wordinterval-optimize-empty 2
in if
wordinterval-empty-shallow r1o
then
r20
else if
wordinterval-empty-shallow r20
then
rlo
else
RangeUnion rlo r2o) |



wordinterval-optimize-empty2 r = r

lemma wordinterval-optimize-empty-code|code-unfold):
wordinterval-optimize-empty = wordinterval-optimize-empty2
(proof )

end

Merging overlapping intervals

context
begin

private definition disjoint :: 'a set = 'a set = bool where
disjoint A B= AN B = {}

private primrec interval-of :: (‘a::len) word x 'a word = 'a word set where
interval-of (s,e) = {s .. e}
declare interval-of .simps[simp del]

private definition disjoint-intervals

o ((Ya:len) word x (‘a::len) word) = ('a word x 'a word) = bool
where

disjoint-intervals A B = disjoint (interval-of A) (interval-of B)

private definition not-disjoint-intervals

= ((Ya:len) word x (‘a::len) word) = (‘a word x 'a word) = bool
where

not-disjoint-intervals A B = — disjoint (interval-of A) (interval-of B)

private lemma [code]:
not-disjoint-intervals A B =
case of (s,e) = case of (she)=>=s< e Ns'<eNs<eANs' Ze
A B e’ < e’ < < <
(proof) lemma [code]:
disjoint-intervals A B =
case of (s,e) = case b of (s,e')=>s>e Vs >eVs>eVs >e
A B ! ! ! / ! r

(proof)
BEGIN merging overlapping intervals

private fun merge-overlap
: (("az:len) word x (‘a:len) word) = ('a word x 'a word) list = ('a word x
'a word) list
where
merge-overlap s [| = [¢] |
merge-overlap (s,e) ((s’,e")#ss) = (
if not-disjoint-intervals (s,e) (s',e’)
then (min s s', mazx e e’)#ss
else (s',e)#merge-overlap (s,e) ss)

private lemma not-disjoint-union:
fixes s :: (‘a::len) word
shows — disjoint {s..e} {s’..e’} = {s..e} U {s"..e’} = {min s s' .. maz e e’}



(proof) lemma disjoint-subset: disjoint AB=— ACBUC=— ACC(C
(proof) lemma merge-overlap-helperl: interval-of A C (| s € set ss. interval-of
s) =
(Us € set (merge-overlap A ss). interval-of s) = (|Js € set ss. interval-of s)
(proof) lemma merge-overlap-helper2: 3 s'€set ss. - disjoint (interval-of A)
(interval-of s') =
interval-of A U (Js € set ss. interval-of s) = (U s € set (merge-overlap A
ss). interval-of s)
(proof) lemma merge-overlap-length:
s’ € set ss. - disjoint (interval-of A) (interval-of s') =
length (merge-overlap A ss) = length ss
(proo)

lemma merge-overlap (1:: 16 word,2) [(1, 7)] = [(1, 7)] (proof)
lemma merge-overlap (1:: 16 word,2) [(2, 7)] = [(1, 7)] {proof)
lemma merge-overlap (1:: 16 word,2) [(3, 7)] = [(3, 7), (1,2)] (proof) function
listwordinterval-compress
i ((Yaz:len) word x (‘a::len) word) list = (‘a word X 'a word) list where
listwordinterval-compress [| = [] |
listwordinterval-compress (s#ss) = (
if Vs’ € set ss. disjoint-intervals s s’
then s#listwordinterval-compress ss
else listwordinterval-compress (merge-overlap s ss))
(proof) termination listwordinterval-compress
(proof ) lemma listwordinterval-compress:
(Us € set (listwordinterval-compress ss). interval-of s) = (s € set ss. inter-
val-of s)
(proof)

lemma listwordinterval-compress [(1::82 word,8), (8,10), (2,5), (3,7)] = [(8,
10), (1, 7)]
(proof ) lemma A-in-listwordinterval-compress: A € set (listwordinterval-compress
58) =
interval-of A C (Us € set ss. interval-of s)
(proof) lemma listwordinterval-compress-disjoint:
A € set (listwordinterval-compress ss) = B € set (listwordinterval-compress
58) =
A # B = disjoint (interval-of A) (interval-of B)
(proof)

END merging overlapping intervals

BEGIN merging adjacent intervals

private fun merge-adjacent
i ((Ya:len) word x (‘a::len) word) = (‘a word X 'a word) list = ('a word x
'a word) list
where
merge-adjacent s [| = [s] |
merge-adjacent (s,e) ((s',e")#ss) = (
if s <e A s’ < e’ A word-next e = s’



then (s, e’)#ss

else if s <e A s’ < e’ A word-next e/ = s
then (s', €)#tss

else (s',e’)#merge-adjacent (s,e) ss)

private lemma merge-adjacent-helper:
interval-of A U (s € set ss. interval-of s) = (s € set (merge-adjacent A ss).
interval-of s)
(proof ) lemma merge-adjacent-length:
(s, e')eset ss. s < e A s’ < e’ A (word-next e = 8’ V word-next e’ = s)
= length (merge-adjacent (s,e) ss) = length ss
(proof) function listwordinterval-adjacent
i ((Yaz:len) word x (‘ax:len) word) list = (‘a word X 'a word) list where
listwordinterval-adjacent | =[] |
listwordinterval-adjacent ((s,e)#ss) = (
if V(s',e) € set ss. = (s <e A s’ < e’ A (word-next e = s’ V word-next
e = 5))

then (s,e)#listwordinterval-adjacent ss
else listwordinterval-adjacent (merge-adjacent (s,e) ss))
(proof ) termination listwordinterval-adjacent
(proof) lemma listwordinterval-adjacent:
(U s € set (listwordinterval-adjacent ss). interval-of s) = (| s € set ss. interval-of
s)

(proof)

lemma listwordinterval-adjacent [(1::16 word, 8), (5, 10), (10,10), (4,4)] =
[(10, 10), (1, 10)]
(proof)

END merging adjacent intervals

definition wordinterval-compress :: ('a::len) wordinterval = 'a wordinterval
where
wordinterval-compress r =
12wi (remdups (listwordinterval-adjacent (listwordinterval-compress
(wi2l (wordinterval-optimize-empty r)))))

Correctness: Compression preserves semantics

lemma wordinterval-compress:
wordinterval-to-set (wordinterval-compress r) = wordinterval-to-set r

(proof)

end

Example

lemma (wi2l o (wordinterval-compress :: 32 wordinterval = 32 wordinterval) o
12wi)
(70, 80001), (0,0), (150, 8000), (1,3), (42,41), (3,7), (56, 200), (8,10)]

[(56, 80001), (0, 10)] {proof)



lemma wordinterval-compress (RangeUnion (RangeUnion (WordInterval (1::32
word) 5)

7)) =
WordInterval 1 10 {proof)

(WordInterval 8 10)) (WordInterval 8

1.6 Further operations
U

definition wordinterval-Union :: (‘a::len) wordinterval list = 'a wordinterval
where
wordinterval-Union ws = wordinterval-compress (foldr wordinterval-union ws
Empty- WordInterval)

lemma wordinterval-Union:
wordinterval-to-set (wordinterval-Union ws) = (| w € (set ws). wordinter-
val-to-set w)

(proof)

context
begin
private fun wordinterval-setminus’
i 'az:len wordinterval = 'a wordinterval = 'a wordinterval where
wordinterval-setminus’ (WordInterval s e) (WordInterval ms me) = (
if s > eV ms > me then WordInterval s e else
if me > e
then
WordInterval (if ms = 0 then 1 else s) (min e (word-prev ms))
else if ms < s

then

WordInterval (maz s (word-next me)) (if me = — 1 then 0 else e)
else

RangeUnion (WordInterval (if ms = 0 then 1 else s) (word-prev ms))

(WordInterval (word-next me) (if me = — 1 then 0 else e))
) |
wordinterval-setminus’ (RangeUnion r1 12) t =
RangeUnion (wordinterval-setminus’ r1 t) (wordinterval-setminus’ 12 t)|
wordinterval-setminus’ t (RangeUnion 11 r2) =
wordinterval-setminus’ (wordinterval-setminus’ t v1) r2

private lemma wordinterval-setminus’-rr-set-eq:
wordinterval-to-set(wordinterval-setminus’ ( WordInterval s e) ( WordInterval ms
me)) =
wordinterval-to-set (WordInterval s e) — wordinterval-to-set (WordInterval ms
me)
(proof) lemma wordinterval-setminus’-set-eq:
wordinterval-to-set (wordinterval-setminus’ r1 r2) =



wordinterval-to-set r1 — wordinterval-to-set r2
(proof)
lemma wordinterval-setminus’-empty-struct:
wordinterval-empty r2 = wordinterval-setminus’ r1 r2 = rl

(proof)

definition wordinterval-setminus
2 ‘azlen wordinterval = 'az:len wordinterval = 'a::len wordinterval where

wordinterval-setminus r1 r2 = wordinterval-compress (wordinterval-setminus’
rl r2)

lemma wordinterval-setminus-set-eq[simp|: wordinterval-to-set (wordinterval-setminus
rlr2) =
wordinterval-to-set r1 — wordinterval-to-set r2

(proof)

end

definition wordinterval-UNIV :: 'a::len wordinterval where

wordinterval-UNIV = WordInterval 0 (— 1)
lemma wordinterval- UNIV-set-eq|simp): wordinterval-to-set wordinterval-UNIV =
UNIV

{proof)

fun wordinterval-invert :: 'a::len wordinterval = 'a::len wordinterval where
wordinterval-invert r = wordinterval-setminus wordinterval-UNIV r

lemma wordinterval-invert-set-eq[simp):
wordinterval-to-set (wordinterval-invert r) = UNIV — wordinterval-to-set r (proof)

lemma wordinterval-invert-UNIV-empty:
wordinterval-empty (wordinterval-invert wordinterval-UNIV) (proof)

lemma wi2l-univ[simp|: wi2l wordinterval-UNIV = [(0, — 1)]
{proof )

N

context
begin
private lemma {(s::nat) .. e} N{s' .. e} ={}+—s>e' Vs >eVs>eV
s'> e
(proof) fun wordinterval-intersection’
i 'az:len wordinterval = 'a::len wordinterval = 'a::len wordinterval where
wordinterval-intersection’ (WordInterval s e) (WordInterval s’ e') = (
ifs>eVs >e'Vs>e'Vs'>eVs>eVs' >e
then
Empty-WordInterval
else
WordInterval (maz s s') (min e €’)

)|
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wordinterval-intersection’ (RangeUnion r1 r2) t =
RangeUnion (wordinterval-intersection’ r1 t) (wordinterval-intersection’ r2
t)|

wordinterval-intersection’ t (RangeUnion r1 r2) =
RangeUnion (wordinterval-intersection’ t r1) (wordinterval-intersection’ t
r2)

private lemma wordinterval-intersection’-set-eq:
wordinterval-to-set (wordinterval-intersection’ r1 r2) =
wordinterval-to-set r1 N wordinterval-to-set r2

(proof)

lemma wordinterval-intersection’
(RangeUnion (RangeUnion (WordInterval (1::32 word) 3) (WordInterval
8 10))
(WordInterval 1 3)) (WordInterval 1 3) =
RangeUnion (RangeUnion (WordInterval 1 3) (WordInterval 1 0))
(WordInterval 1 3) {proof)

definition wordinterval-intersection
: 'a::len wordinterval = 'a::len wordinterval = 'a::len wordinterval where
wordinterval-intersection r1 r2 = wordinterval-compress (wordinterval-intersection’
rl r2)

lemma wordinterval-intersection-set-eq[simp]:
wordinterval-to-set (wordinterval-intersection r1 r2) =
wordinterval-to-set r1 N wordinterval-to-set r2

(proof)

lemma wordinterval-intersection
(RangeUnion (RangeUnion (WordInterval (1::32 word) 8) (WordInterval
8 10))
(WordInterval 1 3)) (WordInterval 1 8) =
WordInterval 1 3 (proof)
end

definition wordinterval-subset :: 'a::len wordinterval = 'a::len wordinterval = bool
where

wordinterval-subset r1 r2 = wordinterval-empty (wordinterval-setminus r1 r2)
lemma wordinterval-subset-set-eq[simp]:

wordinterval-subset r1 r2 = (wordinterval-to-set r1 C wordinterval-to-set r2)

{proof)

definition wordinterval-eq :: 'a::len wordinterval = 'a::len wordinterval = bool
where

wordinterval-eq v1 r2 = (wordinterval-subset r1 2 N wordinterval-subset r2 r1)
lemma wordinterval-eq-set-eq:

wordinterval-eq r1 12 <— wordinterval-to-set r1 = wordinterval-to-set r2

11



{proof)

thm iffD1[OF wordinterval-eg-set-eq]

lemma wordinterval-eq-comm: wordinterval-eq r1 r2 <+— wordinterval-eq r2 r1

{proof)
lemma wordinterval-to-set-alt: wordinterval-to-set r = {x. wordinterval-element x

r}

(proof)

lemma wordinterval-un-empty:
wordinterval-empty r1 = wordinterval-eq (wordinterval-union r1 r2) r2
(proof)

lemma wordinterval-un-emty-b:
wordinterval-empty r2 = wordinterval-eq (wordinterval-union r1 r2) rl

(proof)

lemma wordinterval-Diff-triv:

wordinterval-empty (wordinterval-intersection a b) = wordinterval-eq (wordinterval-setminus
ab)a
{proof)

A size of the datatype, does not correspond to the cardinality of the corre-
sponding set
fun wordinterval-size :: ('a::len) wordinterval = nat where

wordinterval-size (RangeUnion a b) = wordinterval-size a + wordinterval-size b |
wordinterval-size (WordInterval s e) = (if s < e then 1 else 0)

lemma wordinterval-size-length: wordinterval-size r = length (wi2l 1)
{proof)

lemma Ez-wordinterval-nonempty: 3 z::('a::len wordinterval). y € wordinterval-to-set
x

{proof)

lemma wordinterval-eq-refip:
reflp wordinterval-eq
(proof)

lemma wordintervalt-eq-symp:
symp wordinterval-eq
(proof )

lemma wordinterval-eq-transp:
transp wordinterval-eq

{proof)

lemma wordinterval-eq-equivp:
equivp wordinterval-eq
(proof )

12



The smallest element in the interval

definition is-lowest-element :: 'a::ord = 'a set = bool where
is-lowest-element x S = (r € S A VyeS. y <z — y = z))

lemma

fixes z :: 'a :: complete-lattice

assumes z € S

shows = = Inf S = is-lowest-element x S

{proof)

lemma

fixes x :: 'a :: linorder

assumes finite S and z € S

shows is-lowest-element © S «+— © = Min S

(proof)

!

Smallest element in the interval

fun wordinterval-lowest-element :: 'a::len wordinterval = 'a word option where
wordinterval-lowest-element (WordInterval s e) = (if s < e then Some s else
None) |
wordinterval-lowest-element (RangeUnion A B) =
(case (wordinterval-lowest-element A, wordinterval-lowest-element B) of

(Some a, Some b) = Some (if a < b then a else b) |
(None, Some b) = Some b |
(Some a, None) = Some a |
(None, None) = None)

lemma wordinterval-lowest-none-empty: wordinterval-lowest-element r = None
+— wordinterval-empty r

(proof)

lemma wordinterval-lowest-element-correct-A:
wordinterval-lowest-element r = Some © = is-lowest-element x (wordinterval-to-set
r)

(proof)

lemma wordinterval-lowest-element-set-eq: assumes — wordinterval-empty r
shows (wordinterval-lowest-element r = Some x) = (is-lowest-element x (wordinterval-to-set

r))
(proof)

Cardinality approximation for 'a wordintervals

context
begin

lemma card-atLeastAtMost-word: fixes s::(‘a::len) word shows card {s..e} =
Suc (unat e) — (unat )

13



(proof)

fun wordinterval-card :: ('a::len) wordinterval = nat where
wordinterval-card (WordInterval s e) = Suc (unat e) — (unat s) |
wordinterval-card (RangeUnion a b) = wordinterval-card a + wordinterval-card

b

lemma wordinterval-card: wordinterval-card r > card (wordinterval-to-set 1)

(proof)

With wordinterval-to-set (wordinterval-compress ?r) = wordinterval-to-set
?r it should be possible to get the exact cardinality

end

end

theory Hs-Compat
imports Main
begin

2 Definitions inspired by the Haskell World.

definition uncurry :: ('b = ‘¢ = 'a) = b x 'c = 'a
where
uncurry f a = (case a of (z,y) = fxy)

lemma uncurry-simp[simp]: uncurry f (a,b) = fa b
{proof)

lemma uncurry-curry-id: uncurry o curry = id curry o uncurry = id
(proof)

lemma uncurry-split: P (uncurry f p) «— (Val 22. p = (21, 22) — P (f «1

(proof)

lemma uncurry-split-asm: P (uncurry f a) «— =(3z y. a = (z,y) A =P (fz y))
{proof)

lemmas uncurry-splits = uncurry-split uncurry-split-asm

lemma uncurry-case-stmt: (case x of (a, b) = fa b) = uncurry f x
(proof )

end

theory IP-Address
imports
Word-Lib. Word-Lemmas
Word-Lib. Word-Syntax

14



Word-Lib. Reversed-Bit-Lists
Hs-Compat
WordInterval

begin

3 Modelling IP Adresses

An TP address is basically an unsigned integer. We model IP addresses of
arbitrary lengths.

We will write i word for IP addresses of length LENGTH (i). We use the
convention to write i whenever we mean IP addresses instead of generic
words. When we will later have theorems with several polymorphic types in
it (e.g. arbitrarily extensible packets), this notation makes it easier to spot
that type i is for IP addresses.

The files IPv4.thy IPv6.thy concrete this for IPv4 and IPv6.

The maximum IP address

definition max-ip-addr :: "i::len word where
maz-ip-addr = of-nat (2 (len-of (TYPE('1)))) — 1)

lemma maz-ip-addr-max-word: maz-ip-addr = — 1
(proof)

lemma maz-ip-addr-max: ¥V a. a < maz-ip-addr
(proof )

lemma range-0-maz-UNIV: UNIV = {0 .. maz-ip-addr}
(proof)

lemma size (x::'i:len word) = len-of (TYPE('7)) (proof)

3.1 Sets of IP Addresses

context
includes bit-operations-syntaz
begin

Specifying sets with network masks: 192.168.0.0 255.255.255.0

definition ipset-from-netmask::"i::len word = 'i::len word = 'i::len word set
where
ipset-from-netmask addr netmask =
let
network-prefix = (addr AND netmask)
in
{network-prefix .. network-prefic OR (NOT netmask)}

Example (pseudo syntax): ipset-from-netmask 192.168.1.129 255.255.255.0
={192.168.1.0 .. 192.168.1.255}

15



A network mask of all ones (i.e. — 1).

lemma ipset-from-netmask-minusone:
ipset-from-netmask ip (— 1) = {ip} (proof)

lemma ipset-from-netmask-mazword:
ipset-from-netmask ip (— 1) = {ip} (proof)

lemma ipset-from-netmask-zero:
ipset-from-netmask ip 0 = UNIV (proof)

Specifying sets in Classless Inter-domain Routing (CIDR) notation: 192.168.0.0/24

definition ipset-from-cidr ::'i::len word = nat = 'i::len word set where
ipset-from-cidr addr pflength =
ipset-from-netmask addr ((mask pflength) << (len-of (TYPE('i)) — pflength))

Example (pseudo syntax): ipset-from-cidr 192.168.1.129 24 = {192.168.1.0
. 192.168.1.255)

lemma (case ipcidr of (base, len) = ipset-from-cidr base len) = uncurry ipset-from-cidr
ipcidr
(proof )

lemma ipset-from-cidr-0: ipset-from-cidr ip 0 = UNIV
(proof)

A prefix length of word size gives back the singleton set with the IP address.
Example: 192.168.1.2/32 = {192.168.1.2}

lemma ipset-from-cidr-wordlength:
fixes ip :: "i::len word
shows ipset-from-cidr ip (LENGTH (")) = {ip}
(proof )

Alternative definition: Considering words as bit lists:

lemma ipset-from-cidr-bl:

fixes addr :: 'i:len word

shows ipset-from-cidr addr pflength =

ipset-from-netmask addr (of-bl ((replicate pflength True) @
(replicate ((len-of (TYPE(')))) — pflength))
False))

(proof)
lemma ipset-from-cidr-alt:

fixes pre :: 'i::len word

shows ipset-from-cidr pre len =
{pre AND (mask len << LENGTH('i) — len)

pre OR mask (LENGTH (i) — len)}
(proof)

lemma ipset-from-cidr-alt2:
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fixes base ::'i::len word
shows ipset-from-cidr base len =

ipset-from-netmask base (NOT (mask (LENGTH('i) — len)))
(proof)

In CIDR notation, we cannot express the empty set.

lemma ipset-from-cidr-not-empty: ipset-from-cidr base len # {}

(proof)

Though we can write 192.168.1.2/24, we say that 192.168.0.0/24 is well-
formed.

lemma ipset-from-cidr-base-wellforemd: fixes base:: "i::len word
assumes mask (LENGTH('i) — 1) AND base = 0
shows ipset-from-cidr base | = {base .. base OR mask (LENGTH('i) — )}
(proof)

lemma ipset-from-cidr-large-pfrilen:
fixes ip:: "i::len word
assumes n > LENGTH('i)
shows ipset-from-cidr ip n = {ip}
(proof )

lemma ipset-from-netmask-base-mask-consume:
fixes base :: "i::len word
shows ipset-from-netmask (base AND NOT (mask (LENGTH('i) — m)))
(NOT (mask (LENGTH('i) — m)))
ipset-from-netmask base (NOT (mask (LENGTH('i) — m)))
(proof)

Another definition of CIDR notation: All IP address which are equal on the
first len — n bits

definition ip-cidr-set :: 'i::len word = nat = i word set where
ip-cidr-set i r =
{j .1 AND NOT (mask (LENGTH('i) — 1)) = j AND NOT (mask (LENGTH (")
— )}

The definitions are equal

lemma ipset-from-cidr-eq-ip-cidr-set:
fixes base::"i::len word
shows ipset-from-cidr base len = ip-cidr-set base len

(proof)
lemma ip-cidr-set-change-base: j € ip-cidr-set i r => ip-cidr-set j r = ip-cidr-set
ir

(proof)
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3.2 IP Addresses as WordIntervals

The nice thing is: "7 wordintervals are executable.

definition iprange-single :: "i::len word = 'i wordinterval where
iprange-single ip = WordInterval ip ip

fun iprange-interval :: (i::len word x 'i::len word) = 'i wordinterval where
iprange-interval (ip-start, ip-end) = WordInterval ip-start ip-end
declare iprange-interval.simps|simp del]

lemma iprange-interval-uncurry: iprange-interval ipcidr = uncurry WordInterval
ipcidr
(proof)

lemma wordinterval-to-set (iprange-single ip) = {ip}
(proof)
lemma wordinterval-to-set (iprange-interval (ipl, ip2)) = {ipl .. ip2}

(proof)

Now we can use the set operations on i wordintervals

term wordinterval-to-set
term wordinterval-element
term wordinterval-union
term wordinterval-empty
term wordinterval-setminus
term wordinterval-UNIV
term wordinterval-invert
term wordinterval-intersection
term wordinterval-subset
term wordinterval-eq

3.3 IP Addresses in CIDR Notation

We want to convert IP addresses in CIDR notation to intervals. We already
have ipset-from-cidr, which gives back a non-executable set. We want to
convert to something we can store in an i wordinterval.

fun ipcidr-to-interval-start :: ('i::len word x nat) = 'i::len word where
ipcidr-to-interval-start (pre, len) = (
let netmask = (mask len) << (LENGTH (i) — len);
network-prefix = (pre AND netmask)
in network-prefiz)
fun ipcidr-to-interval-end :: ('i:len word x nat) = 'i::len word where
ipcidr-to-interval-end (pre, len) = (
let netmask = (mask len) << (LENGTH('i) — len);
network-prefix = (pre AND netmask)
in network-prefix OR (NOT netmask))
definition ipcidr-to-interval :: ('i::len word x nat) = ('i word x 'i word) where

18



ipcidr-to-interval cidr = (ipcidr-to-interval-start cidr, ipcidr-to-interval-end

cidr)

lemma ipset-from-cidr-ipcidr-to-interval:
ipset-from-cidr base len =
{ipcidr-to-interval-start (base,len) .. ipcidr-to-interval-end (base,len)}

(proof)
declare ipcidr-to-interval-start.simps[simp del] ipcidr-to-interval-end.simps|simp

del]

lemma ipcidr-to-interval:
ipcidr-to-interval (base, len) = (s,e) = ipset-from-cidr base len = {s .. e}
(proof)

definition ipcidr-tuple-to-wordinterval :: ('i::len word X nat) = i wordinterval
where
ipcidr-tuple-to-wordinterval iprng = iprange-interval (ipcidr-to-interval iprng)

lemma wordinterval-to-set-ipcidr-tuple-to-wordinterval:
wordinterval-to-set (ipcidr-tuple-to-wordinterval (b, m)) = ipset-from-cidr b m
(proof)

lemma wordinterval-to-set-ipcidr-tuple-to-wordinterval-uncurry:
wordinterval-to-set (ipcidr-tuple-to-wordinterval ipcidr) = uncurry ipset-from-cidr
ipcidr
(proof)

definition ipcidr-union-set :: ('i::len word x nat) set = (i word) set where
ipcidr-union-set ips = | (base, len) € ips. ipset-from-cidr base len

lemma ipcidr-union-set-uncurry:
ipcidr-union-set ips = (|J ipcidr € ips. uncurry ipset-from-cidr ipcidr)
(proof)

3.4 Clever Operations on IP Addresses in CIDR Notation

Intersecting two intervals may result in a new interval. Example: {1..10} N
{5..20} = {5..10}

Intersecting two IP address ranges represented as CIDR ranges results either
in the empty set or the smaller of the two ranges. It will never create a new
range.

context
begin

private lemma less-and-not-mask-eq:

fixes i :: (‘a :: len) word
assumes 12 < r1 i && V™ (mask r2) = z && ~~ (mask r2)
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shows i && ~~ (mask r1) = z && ~~ (mask r1)
(proof)

lemma ip-cidr-set-less:
fixes 7 :: 'i::len word
shows r1 < r2 = ip-cidr-set i r2 C ip-cidr-set i r1
(proof) lemma ip-cidr-set-intersect-subset-helper:
fixes il r1 i2 r2
assumes disj: ip-cidr-set i1 r1 N ip-cidr-set i2 r2 # {} and r1 < r2
shows ip-cidr-set i2 r2 C ip-cidr-set i1 rl

(proof)

lemma ip-cidr-set-notsubset-empty-inter:
- ip-cidr-set i1 r1 C ip-cidr-set i2 r2 —
- ip-cidr-set i2 r2 C ip-cidr-set il rl =
ip-cidr-set i1 r1 N ip-cidr-set i2 r2 = {}
(proof)

end

lemma ip-cidr-intersect:
= ipset-from-cidr b2 m2 C ipset-from-cidr b1 m1 —
- ipset-from-cidr b1 m1 C ipset-from-cidr b2 m2 —>
ipset-from-cidr b1 m1 N ipset-from-cidr b2 m2 = {}
(proof)

Computing the intersection of two IP address ranges in CIDR notation
fun ipcidr-conjunct :: ('i::len word x nat) = ("i word x nat) = ('i word x nat)
option where
ipcidr-conjunct (basel, m1) (base2, m2) = (
if
ipset-from-cidr basel m1 N ipset-from-cidr base2 m2 = {}
then
None
else if
ipset-from-cidr basel m1 C ipset-from-cidr base2 m2
then
Some (basel, m1)
else

Some (base2, m2)
)

Intersecting with an address with prefix length zero always yields a non-
empty result.

lemma ipcidr-conjunct-any: ipcidr-conjunct a (z,0) # None ipcidr-conjunct (y,0)
b # None

(proof)

lemma ipcidr-conjunct-correct: (case ipcidr-conjunct (b1, m1) (b2, m2)
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of Some (bx, mx) = ipset-from-cidr bx mz
| None = {}) =
(ipset-from-cidr b1 m1) N (ipset-from-cidr b2 m2)
(proof)

declare ipcidr-conjunct.simps[simp del]

3.5 Code Equations

Executable definition using word intervals

lemma ipcidr-conjunct-word[codel:
ipcidr-conjunct ipsl ips2 = (
if
wordinterval-empty (wordinterval-intersection
(ipcidr-tuple-to-wordinterval ips1) (ipcidr-tuple-to-wordinterval
ips2))
then
None
else if
wordinterval-subset (ipcidr-tuple-to-wordinterval ips1) (ipcidr-tuple-to-wordinterval
ips2)
then
Some ips1
else
Some ips2
)

{proof)

lemma ipcidr-conjunct (0::32 word,0) (8,1) = Some (8, 1) {proof)
export-code ipcidr-conjunct checking SML

making element check executable

lemma addr-in-ipset-from-netmask-code[code-unfold):
addr € (ipset-from-netmask base netmask) <—
(base AND netmask) < addr A addr < (base AND netmask) OR (NOT

netmask)

(proof)
lemma addr-in-ipset-from-cidr-code[code-unfold):
(addr::"i::len word) € (ipset-from-cidr pre len) +—
(pre AND ((mask len) << (LENGTH('i) — len))) < addr A
addr < pre OR (mask (LENGTH('i) — len))

(proof )
end
end

theory IPvj
imports IP-Address
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Number Wang-IPv4

begin

4 IPv4 Adresses

An IPv4 address is basically a 32 bit unsigned integer.
type-synonym ipv4addr = 32 word

lemma ipvjaddr-and-mask-eq-self [simp]:
<a && 4294967295 = a» for a :: ipviaddr
(proof )

Conversion between natural numbers and IPv4 adresses

definition nat-of-ipvjaddr :: ipv4addr = nat where
nat-of-ipv4addr a = unat a

definition ipv4addr-of-nat :: nat = ipv4addr where
ipvdaddr-of-nat n = of-nat n

The maximum IPv4 addres

definition maz-ipv4-addr :: ipvjaddr where
maz-ipv4-addr = ipvjaddr-of-nat ((2732) — 1)

lemma maz-ipv4-addr-number: maz-ipv4-addr = 4294967295
(proof)

lemma maz-ipv4-addr = 0b11111111111111111111111111111111
(proof )

lemma maz-ipv4-addr-maz-word: maz-ipv-addr = — 1
(proof )

lemma maz-ipv4-addr-maz[simpl: ¥ a. a < maz-ipvf-addr
(proof)

lemma UNIV-ipvjaddrset: UNIV = {0 .. max-ipv4-addr}

(proof)

identity functions

lemma nat-of-ipvjaddr-ipviaddr-of-nat-mod: nat-of-ipviaddr (ipv4addr-of-nat n)
= n mod 2732
(proof)
lemma nat-of-ipv4addr-ipv4addr-of-nat:
[ n < nat-of-ipviaddr maz-ipv4-addr | = nat-of-ipvaddr (ipv4addr-of-nat n)
=n
(proof)
lemma ipvjaddr-of-nat-nat-of-ipviaddr: ipviaddr-of-nat (nat-of-ipvjaddr addr)
= addr
(proof )
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4.1 Representing IPv4 Adresses (Syntax)

context
includes bit-operations-syntax
begin

fun ipvjaddr-of-dotdecimal :: nat X nat X nat X nat = ipvjaddr where
ipv4addr-of-dotdecimal (a,b,c,d) = ipviaddr-of-nat (d + 256 * ¢ + 65536 % b
+ 16777216 % a )

fun dotdecimal-of-ipvjaddr :: ipv4addr = nat X nat x nat X nat where
dotdecimal-of-ipvjaddr a = (nat-of-ipvaddr ((a >> 24) AND 0zFF),
nat-of-ipvfaddr ((a >> 16) AND 0zF'F),
nat-of-ipvfaddr ((a >> 8) AND 0zFF),
nat-of-ipv4addr (a AND 0zff))

declare ipviaddr-of-dotdecimal.simps|simp del]
declare dotdecimal-of-ipvjaddr.simps[simp del]

Examples:

lemma ipvjaddr-of-dotdecimal (192, 168, 0, 1) = 3232235521
(proof)

lemma dotdecimal-of-ipvjaddr 3252235521 = (192, 168, 0, 1)
(proof )

a different notation for ipv4addr-of-dotdecimal
lemma ipv4addr-of-dotdecimal-bit:
ipvjaddr-of-dotdecimal (a,b,c,d) =
(ipvdaddr-of-nat o << 24) + (ipvfaddr-of-nat b << 16) +
(ipv4addr-of-nat ¢ << 8) + ipv4addr-of-nat d
(proof )

lemma size-ipvaddr: size (z::ipv4addr) = 32 (proof)

lemma dotdecimal-of-ipv4addr-ipv4addr-of-dotdecimal:
[a< 256;b< 256; c< 256;d< 256 =

dotdecimal-of-ipv4addr (ipv4addr-of-dotdecimal (a,b,c,d)) = (a,b,c,d)
(proof)

lemma ipv4addr-of-dotdecimal-dotdecimal-of-ipv4addr:
(ipv4addr-of-dotdecimal (dotdecimal-of-ipviaddr ip)) = ip
(proof)

lemma ipv4addr-of-dotdecimal-eqF:
[ ipv4addr-of-dotdecimal (a,b,c,d) = ipvjaddr-of-dotdecimal (e,f,g,h);
a < 2565 b < 256; c < 256;d< 256;e< 256;f< 256;qg< 256;h< 256
=
a=eANb=fANc=gANd=h
(proof)
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4.2 TP Ranges: Examples

lemma (UNIV :: ipvjaddr set) = {0 .. maz-ipv4-addr} (proof)
lemma (42::ipvjaddr) € UNIV (proof)

lemma ipset-from-netmask (ipv4addr-of-dotdecimal (192,168,0,42)) (ipv4addr-of-dotdecimal
(255,255,0,0)) =
{ipvfaddr-of-dotdecimal (192,168,0,0) .. ipvjaddr-of-dotdecimal (192,168,255,255)}
(proof )

lemma ipset-from-netmask (ipv4addr-of-dotdecimal (192,168,0,42)) (ipviaddr-of-dotdecimal
(0,0,0,0)) = UNIV
(proof )

192.168.0.0/24

lemma fixes addr :: ipvjaddr
shows ipset-from-cidr addr pflength =
ipset-from-netmask addr ((mask pflength) << (32 — pflength))
(proof)

lemma ipset-from-cidr (ipvjaddr-of-dotdecimal (192,168,0,42)) 16 =
{ipvfaddr-of-dotdecimal (192,168,0,0) .. ipvjaddr-of-dotdecimal (192,168,255,255)}
(proof)

lemma ip € (ipset-from-cidr (ipviaddr-of-dotdecimal (0, 0, 0, 0)) 0)
(proof )

lemma ipv4set-from-cidr-32: fixes addr :: ipvjaddr
shows ipset-from-cidr addr 32 = {addr}
(proof)

lemma fixes pre :: ipvjaddr
shows ipset-from-cidr pre len = {(pre AND ((mask len) << (32 — len))) ..
pre OR (mask (32 — len))}

(proof)

making element check executable

lemma addr-in-ipvjset-from-netmask-code| code-unfold):
fixes addr :: ipv4addr
shows addr € (ipset-from-netmask base netmask) +—
(base AND netmask) < addr A addr < (base AND netmask) OR (NOT
netmask)
(proof)
lemma addr-in-ipvjset-from-cidr-code| code-unfold):
fixes addr :: ipv4addr
shows addr € (ipset-from-cidr pre len) +—
(pre AND ((mask len) << (32 — len))) < addr A addr < pre OR
(mask (32 — len))
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(proof)

lemma ipvjaddr-of-dotdecimal (192,168,42,8) € (ipset-from-cidr (ipv4addr-of-dotdecimal
(192,168,0,0)) 16)
(proof)

definition ipv/range-UNIV :: 32 wordinterval where ipvjrange-UNIV = wordinter-
val-UNIV

lemma ipv4range-UNIV-set-eq: wordinterval-to-set ipv4range-UNIV = UNIV
(proof)

thm iffD1[OF wordinterval-eg-set-eq]

This LENGTH ('a) is 32 for IPv4 addresses.

lemma ipvjcidr-to-interval-simps|code-unfold): ipcidr-to-interval ((pre::ipv4addr),
len) = (
let netmask = (mask len) << (32 — len);
network-prefix = (pre AND netmask)
in (network-prefix, network-prefix OR (NOT netmask)))

(proof)

end
end

theory IPv6
imports
IP-Address
Number Wang-1Pv6

begin

5 IPv6 Addresses

An TPv6 address is basically a 128 bit unsigned integer. RFC 4291, Section
2.

type-synonym ipvbaddr = 128 word

Conversion between natural numbers and IPv6 adresses

definition nat-of-ipv6addr :: ipv6addr = nat where
nat-of-ipvbaddr a = unat a

definition ipv6addr-of-nat :: nat = ipv6addr where
ipvbaddr-of-nat n = of-nat n
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lemma ipvbaddr-of-nat n = word-of-int (int n)
(proof)

The maximum IPv6 address

definition maz-ipv6-addr :: ipv6addr where
maz-ipv6-addr = ipvbaddr-of-nat ((27128) — 1)

lemma maz-ipv6-addr-number: maz-ipv6-addr = OxtFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
(proof)
lemma maz-ipvb-addr = 340282366920938463463374607431768211455
(proof)
lemma maz-ipv6-addr-maz-word: maz-ipv6-addr = — 1
(proof)
lemma maz-ipv6-addr-maz: ¥V a. a < maz-ipv6-addr
(proof )
lemma UNIV-ipv6addrset: UNIV = {0 .. max-ipv6-addr}
(proof)

identity functions

lemma nat-of-ipv6addr-ipv6addr-of-nat-mod: nat-of-ipv6addr (ipv6addr-of-nat n)
= n mod 27128
(proof)
lemma nat-of-ipvbaddr-ipv6addr-of-nat:
n < nat-of-ipvbaddr maz-ipv6-addr = nat-of-ipv6addr (ipv6addr-of-nat n) =
n
(proof)
lemma ipv6addr-of-nat-nat-of-ipv6addr: ipv6addr-of-nat (nat-of-ipv6addr addr)
= addr
(proof)

5.1 Syntax of IPv6 Adresses
RFC 4291, Section 2.2.: Text Representation of Addresses

Quoting the RFC (note: errata exists):

1. The preferred form is x:x:x:x:xX:xX:x:X, where the ’x’s are one to
four hexadecimal digits of the eight 16-bit pieces of the address.
Examples:

ABCD:EF01:2345:6789:ABCD:EF01:2345:6789
2001:DB8:0:0:8:800:200C:417A

datatype ipvbaddr-syntar =
IPv6AddrPreferred 16 word 16 word 16 word 16 word 16 word 16 word 16 word
16 word

2. [...] In order to make writing addresses containing zero
bits easier, a special syntax is available to compress the zeros.
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The use of "::" indicates one or more groups of 16 bits of zeros.
The "::" can only appear once in an address. The "::" can also be
used to compress leading or trailing zeros in an address.

For example, the following addresses
2001:DB8:0:0:8:800:200C:417A a unicast address

FF01:0:0:0:0:0:0:101 a multicast address
0:0:0:0:0:0:0:1 the loopback address
0:0:0:0:0:0:0:0 the unspecified address

may be represented as

2001:DB8::8:800:200C:417A a unicast address
FFO01::101 a multicast address
! the loopback address

the unspecified address

datatype ipvbaddr-syntax-compressed =

— using unit for the omission ::.
Naming convention of the datatype: The first number is the position where the
omission occurs. The second number is the length of the specified address pieces.
I.e. ‘8 minus the second number’ pieces are omitted.

IPv6AddrCompressed1-0 unit

| IPv6AddrCompressedl-1 unit 16 word

| IPv6AddrCompressed1-2 unit 16 word 16 word

| IPv6AddrCompressed1-3 unit 16 word 16 word 16 word

| IPv6AddrCompressed1-4 unit 16 word 16 word 16 word 16 word

| IPv6AddrCompressed1-5 unit 16 word 16 word 16 word 16 word 16 word

| IPv6AddrCompressed1-6 unit 16 word 16 word 16 word 16 word 16 word 16 word

| IPv6AddrCompressed1-7 unit 16 word 16 word 16 word 16 word 16 word 16 word
16 word

| IPv6AddrCompressed2-1 16 word unit

| IPv6AddrCompressed2-2 16 word unit 16 word

| IPv6AddrCompressed2-3 16 word unit 16 word 16 word

| IPv6AddrCompressed2-4 16 word unit 16 word 16 word 16 word

| IPv6AddrCompressed2-5 16 word unit 16 word 16 word 16 word 16 word

| IPv6AddrCompressed2-6 16 word unit 16 word 16 word 16 word 16 word 16 word

| IPv6AddrCompressed2-7 16 word unit 16 word 16 word 16 word 16 word 16 word
16 word

| IPv6AddrCompressed3-2 16 word 16 word unit

| IPv6AddrCompressed3-3 16 word 16 word unit 16 word

| IPv6AddrCompressed3-4 16 word 16 word unit 16 word 16 word

| IPv6AddrCompressed3-5 16 word 16 word unit 16 word 16 word 16 word

| IPv6AddrCompressed3-6 16 word 16 word unit 16 word 16 word 16 word 16 word

| IPv6AddrCompressed3-7 16 word 16 word unit 16 word 16 word 16 word 16 word
16 word

| IPv6AddrCompressed/-3 16 word 16 word 16 word unit
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| IPv6AddrCompressed)-4 16 word 16 word 16 word unit 16 word

| IPv6AddrCompressed-5 16 word 16 word 16 word unit 16 word 16 word

| IPv6AddrCompressed-6 16 word 16 word 16 word unit 16 word 16 word 16 word

| IPv6AddrCompressed-7 16 word 16 word 16 word unit 16 word 16 word 16 word
16 word

| IPv6AddrCompressed5-4 16 word 16 word 16 word 16 word unit

| IPv6AddrCompressed5-5 16 word 16 word 16 word 16 word unit 16 word

| IPv6AddrCompressed5-6 16 word 16 word 16 word 16 word unit 16 word 16 word

| IPv6AddrCompressed5-7 16 word 16 word 16 word 16 word unit 16 word 16 word
16 word

| IPv6AddrCompressed6-5 16 word 16 word 16 word 16 word 16 word unit

| IPv6AddrCompressed6-6 16 word 16 word 16 word 16 word 16 word unit 16 word

| IPv6AddrCompressed6-7 16 word 16 word 16 word 16 word 16 word unit 16 word
16 word

| IPv6AddrCompressed7-6 16 word 16 word 16 word 16 word 16 word 16 word
unit

| IPv6AddrCompressed7-7 16 word 16 word 16 word 16 word 16 word 16 word
unit 16 word

| IPv6AddrCompressed8-7 16 word 16 word 16 word 16 word 16 word 16 word 16
word unit

definition parse-ipv6-address-compressed :: ((16 word) option) list = ipv6addr-syntaz-compressed
option where

parse-ipv6-address-compressed as = (case as of

[None] = Some (IPv6AddrCompressed1-0 ())

| [None, Some a] = Some (IPv6AddrCompressedl-1 () a)

| [None, Some a, Some b] = Some (IPv6AddrCompressed1-2 () a b)

| [None, Some a, Some b, Some c] = Some (IPv6AddrCompressed1-8 () a b c)

| [None, Some a, Some b, Some ¢, Some d] = Some (IPv6AddrCompressed1-/
()abcd)

| [None, Some a, Some b, Some ¢, Some d, Some e] = Some (IPv6AddrCompressed1-5
Jabede)

| [None, Some a, Some b, Some ¢, Some d, Some e, Some f] = Some (IPv6AddrCompressed1-6
abedef)

| [None, Some a, Some b, Some c, Some d, Some e, Some f, Some g] = Some
(IPv6AddrCompressed1-7 () a b c d e f g)

| [Some a, None] = Some (IPv6AddrCompressed2-1 a ())

| [Some a, None, Some b] = Some (IPv6AddrCompressed2-2 a () b)

| [Some a, None, Some b, Some c¢| = Some (IPv6AddrCompressed2-3 a () b ¢)

| [Some a, None, Some b, Some ¢, Some d] = Some (IPv6AddrCompressed?2-/
a()bed)
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| [Some a, None, Some b, Some ¢, Some d, Some €] = Some (IPv6AddrCompressed2-5
()bede)
| [Some a, None, Some b, Some ¢, Some d, Some e, Some f] = Some (IPv6AddrCompressed?2-6
a()bcdef)

| [Some a, None, Some b, Some ¢, Some d, Some e, Some f, Some g] = Some
(IPv6AddrCompressed2-7a () b c d e f g)

a

| [Some a, Some b, None] = Some (IPv6AddrCompressed3-2 a b ())
| [Some a, Some b, None, Some ¢|] = Some (IPv6AddrCompressed3-3 a b () c)
| [Some a, Some b, None, Some ¢, Some d] = Some (IPv6AddrCompressed3-/
ab()cd)
| [Some a, Some b, None, Some ¢, Some d, Some e] = Some (IPv6AddrCompressed3-5
ab()cde)
|
b

[Some a, Some b, None, Some ¢, Some d, Some e, Some f] = Some (IPv6AddrCompressed3-6
()cdelf)

| [Some a, Some b, None, Some ¢, Some d, Some e, Some f, Some g] = Some
(IPv6AddrCompressed3-7 a b () ¢ d e f g)

a

| [Some a, Some b, Some ¢, None] = Some (IPv6AddrCompressed4-3 a b ¢ ())
| [Some a, Some b, Some ¢, None, Some d] = Some (IPv6AddrCompresseds-/
abe()d)
| [Some a, Some b, Some ¢, None, Some d, Some €] = Some (IPv6AddrCompressed4-5
abce()de)
|
b

[Some a, Some b, Some ¢, None, Some d, Some e, Some f] = Some (IPv6AddrCompressed]-6
c()def)

| [Some a, Some b, Some ¢, None, Some d, Some e, Some f, Some g] = Some
(IPv6AddrCompressed4-7Ta b ¢ () de fg)

a

| [Some a, Some b, Some ¢, Some d, None] = Some (IPv6AddrCompressed5-4
abcd())

| [Some a, Some b, Some ¢, Some d, None, Some e] = Some (IPv6AddrCompressed5-5
abced()e)

| [Some a, Some b, Some ¢, Some d, None, Some e, Some f] = Some (IPv6AddrCompressed5-6
abced()ef)

| [Some a, Some b, Some ¢, Some d, None, Some e, Some f, Some g] = Some
(IPv6AddrCompressed5-7Ta b cd () e fg)

| [Some a, Some b, Some ¢, Some d, Some e, None] = Some (IPv6AddrCompressed6-5
abcdel())
| [Some a, Some b, Some ¢, Some d, Some e, None, Some f] = Some (IPv6AddrCompressed6-6

abede()f)

| [Some a, Some b, Some ¢, Some d, Some e, None, Some f, Some g] = Some
(IPv6AddrCompressed6-7 a b ¢ d e () f g)

| [Some a, Some b, Some ¢, Some d, Some e, Some f, None|] = Some (IPv6AddrCompressed7-6
abcecdef ()

| [Some a, Some b, Some ¢, Some d, Some e, Some f, None, Some g] = Some
(IPv6AddrCompressed7-7Ta b cde f () g)
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| [Some a, Some b, Some ¢, Some d, Some e, Some f, Some g, None] = Some
(IPv6AddrCompressed8-7Ta b c defg())

| - = None — invalid ipv6 copressed address.
)

fun ipvbaddr-syntaz-compressed-to-list :: ipv6addr-syntaz-compressed = ((16 word)
option) list
where
ipv6addr-syntaz-compressed-to-list (IPv6AddrCompressed1-0 -) =
[None]
| ipv6addr-syntax-compressed-to-list (IPv6AddrCompressed1-1 () a) =
[None, Some a]
| ipvbaddr-syntaz-compressed-to-list (IPv6AddrCompressed1-2 () a b) =
[None, Some a, Some b]
| ipv6addr-syntaz-compressed-to-list (IPv6AddrCompressed1-3 () a b ¢) =
[None, Some a, Some b, Some c]
| ipv6addr-syntaz-compressed-to-list (IPv6AddrCompressedl-4 () a b ¢ d) =
[None, Some a, Some b, Some ¢, Some d|
| ipv6addr-syntaz-compressed-to-list (IPv6AddrCompressed1-5 () a b ¢ d e) =
[None, Some a, Some b, Some ¢, Some d, Some ¢]
| ipv6addr-syntax-compressed-to-list (IPv6AddrCompressed1-6 () a bc def) =
[None, Some a, Some b, Some ¢, Some d, Some e,
Some f]
| ipv6addr-syntax-compressed-to-list (IPv6AddrCompressed1-7 () a b c d e f g)

[None, Some a, Some b, Some ¢, Some d, Some e,
Some f, Some g]

| ipvbaddr-syntaz-compressed-to-list (IPv6AddrCompressed2-1 a ()) =
[Some a, None]

| ipv6addr-syntaz-compressed-to-list (IPv6AddrCompressed2-2 a () b) =
[Some a, None, Some b]

| ipv6addr-syntaz-compressed-to-list (IPv6AddrCompressed2-3 a () b ¢) =
[Some a, None, Some b, Some c|

| ipv6addr-syntaz-compressed-to-list (IPv6AddrCompressed2-4 a () b ¢ d) =
[Some a, None, Some b, Some ¢, Some d]

| ipv6addr-syntaz-compressed-to-list (IPv6AddrCompressed2-5 a () b ¢ d e) =
[Some a, None, Some b, Some c, Some d, Some ¢]

| ipv6addr-syntaz-compressed-to-list (IPv6AddrCompressed2-6 a () bcde f) =

[Some a, None, Some b, Some ¢, Some d, Some e,
Some f]
| ipv6addr-syntaz-compressed-to-list (IPv6AddrCompressed2-7 a () b c d e f g)

[Some a, None, Some b, Some ¢, Some d, Some e,
Some f, Some g|

| ipv6addr-syntaz-compressed-to-list (IPv6AddrCompressed3-2 a b ()) = [Some

a, Some b, None]
| ipv6addr-syntax-compressed-to-list (IPv6AddrCompressed3-3 a b () ¢) =
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[Some a, Some b, None, Some c|

| ipv6addr-syntaz-compressed-to-list (IPv6AddrCompressed3-4 a b () ¢ d) =
[Some a, Some b, None, Some ¢, Some d]

| ipv6addr-syntaz-compressed-to-list (IPv6AddrCompressed3-5 a b () ¢ d e) =
[Some a, Some b, None, Some ¢, Some d, Some ¢]

| ipv6addr-syntaz-compressed-to-list (IPv6AddrCompressed3-6 a b () ¢ de f) =
[Some a, Some b, None, Some ¢, Some d, Some e,

Some f]
| ipv6addr-syntaz-compressed-to-list (IPv6AddrCompressed3-7 a b () ¢ d e f g)

[Some a, Some b, None, Some ¢, Some d, Some e,
Some f, Some g|

| ipvbaddr-syntaz-compressed-to-list (IPv6AddrCompressed4-3 a b ¢ () =
[Some a, Some b, Some ¢, None]

| ipv6addr-syntax-compressed-to-list (IPv6AddrCompressedi-4 a b ¢ () d) =
[Some a, Some b, Some ¢, None, Some d|

| ipv6addr-syntaz-compressed-to-list (IPv6AddrCompressed4-5 a b c () d e) =
[Some a, Some b, Some ¢, None, Some d, Some e]

| ipv6addr-syntax-compressed-to-list (IPv6AddrCompressedf-6 a b c () de f) =

[Some a, Some b, Some ¢, None, Some d, Some e,
Some f]
| ipv6addr-syntax-compressed-to-list (IPv6AddrCompressedf-7 a b ¢ () d e f g)

[Some a, Some b, Some ¢, None, Some d, Some e,
Some f, Some g]

| ipv6addr-syntaz-compressed-to-list (IPv6AddrCompressed5-4 a b ¢ d () =
[Some a, Some b, Some ¢, Some d, None]

| ipv6addr-syntax-compressed-to-list (IPv6AddrCompressed5-5 a b c d () e) =
[Some a, Some b, Some ¢, Some d, None, Some ¢]

| ipv6addr-syntax-compressed-to-list (IPv6AddrCompressed5-6 a b ¢ d () e f) =

[Some a, Some b, Some ¢, Some d, None, Some e,
Some f]
| ipv6addr-syntaz-compressed-to-list (IPv6AddrCompressed5-7 a b c d () e f g)

[Some a, Some b, Some ¢, Some d, None, Some e,
Some f, Some g]

| ipv6addr-syntaz-compressed-to-list (IPv6AddrCompressed6-5 a b ¢ de () =
[Some a, Some b, Some ¢, Some d, Some e, None]
| ipv6addr-syntax-compressed-to-list (IPv6AddrCompressed6-6 a b c de () f) =
[Some a, Some b, Some ¢, Some d, Some e, None,
Some f]
| ipv6addr-syntax-compressed-to-list (IPv6AddrCompressed6-7 a b ¢ d e () f g)

[Some a, Some b, Some ¢, Some d, Some e, None,
Some f, Some g]
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| ipv6addr-syntaz-compressed-to-list (IPv6AddrCompressed7-6 a b cde f () =
[Some a, Some b, Some ¢, Some d, Some e, Some f,

None]
| ipv6addr-syntaz-compressed-to-list (IPv6AddrCompressed7-7a b c d e f () g)

[Some a, Some b, Some ¢, Some d, Some e, Some f,
None, Some ¢]

| ipv6addr-syntaz-compressed-to-list (IPv6AddrCompressed8-7Ta b c d e f g ())

[Some a, Some b, Some ¢, Some d, Some e, Some f,
Some g, None]

lemma parse-ipv6-address-compressed-erists:
obtains ss where parse-ipv6-address-compressed ss = Some ipv6-syntax

(proof)

lemma parse-ipvb-address-compressed-identity:
parse-ipv6-address-compressed (ipv6addr-syntax-compressed-to-list (ipv6-syntazx))
= Some ipv6-syntax
(proof)

lemma parse-ipv6-address-compressed-somek:
assumes parse-ipvb-address-compressed as = Some ipv6
obtains
as = [None] ipv6 = (IPv6AddrCompressed1-0 ()) |
a where as = [None, Some a] ipv6 = (IPv6AddrCompressed1-1 () a) |
a b where as = [None, Some a, Some b] ipv6 = (IPv6AddrCompressed1-2 ()
ab) |
a b ¢ where as = [None, Some a, Some b, Some c] ipv6 = (IPv6AddrCompressed1-3
Qabo)l
a b ¢ d where as = [None, Some a, Some b, Some ¢, Some d] ipv6 =
(IPv6AddrCompressedl-4 () a b ¢ d) |
a b ¢ d e where as = [None, Some a, Some b, Some ¢, Some d, Some €] ipv6
= (IPv6AddrCompressed1-5 () a b ¢ d e) |
abcdef where as = [None, Some a, Some b, Some ¢, Some d, Some e,
Some f] ipv6 = (IPv6AddrCompressedl-6 () a b cde f) |
abcdefgwhere as = [None, Some a, Some b, Some ¢, Some d, Some e,
Some f, Some g] ipv6 = (IPv6AddrCompressed1-7 () abc de fg) |

a where as = [Some a, None] ipv6 = (IPv6AddrCompressed2-1 a ()) |
a b where as = [Some a, None, Some b| ipv6 = (IPv6AddrCompressed2-2 a ()

b) |

a b c where as = [Some a, None, Some b, Some c| ipv6 = (IPv6AddrCompressed2-3

a()be)l

a b ¢ d where as = [Some a, None, Some b, Some ¢, Some d| ipv6 =
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(IPv6AddrCompressed2-4 a () b ¢ d) |
a b ¢ d e where as = [Some a, None, Some b, Some ¢, Some d, Some e] ipv6
= (IPv6AddrCompressed2-5 a () b c d e) |

abcdef where as = [Some a, None, Some b, Some ¢, Some d, Some e,
Some f] ipv6 = (IPv6AddrCompressed2-6 a () b c d e f) |
abcdefgwhere as = [Some a, None, Some b, Some ¢, Some d, Some e,

Some f, Some g| ipv6 = (IPv6AddrCompressed2-7a () bcde fg) |

a b where as = [Some a, Some b, None] ipv6 = (IPv6AddrCompressed3-2 a b
0) |

a b c where as = [Some a, Some b, None, Some c] ipv6 = (IPv6AddrCompressed3-3
ab() o)
a b ¢ d where as = [Some a, Some b, None, Some ¢, Some d| ipv6 =
(IPv6AddrCompressed3-4 a b () ¢ d) |
a b ¢ d e where as = [Some a, Some b, None, Some ¢, Some d, Some €] ipv6
= (IPv6AddrCompressed3-5 a b () ¢ d e) |

abcdef where as = [Some a, Some b, None, Some ¢, Some d, Some e,
Some f] ipv6 = (IPv6AddrCompressed3-6 a b () ¢ d e f) |
abcdefgwhere as = [Some a, Some b, None, Some ¢, Some d, Some e,

Some f, Some g] ipv6 = (IPv6AddrCompressed3-7ab () cde fg) |

a b ¢ where as = [Some a, Some b, Some ¢, None] ipv6 = (IPv6AddrCompressed4-3
abe()|
a b ¢ d where as = [Some a, Some b, Some ¢, None, Some d] ipv6 =
(IPv6AddrCompressed4-4 a b ¢ () d) |
a b ¢ d e where as = [Some a, Some b, Some ¢, None, Some d, Some €] ipv6
= (IPv6AddrCompressed-5 a b ¢ () d e) |

abcdef where as = [Some a, Some b, Some ¢, None, Some d, Some e,
Some f] ipv6 = (IPv6AddrCompressed{-6 a b c () d e f) |
abcdefgwhere as = [Some a, Some b, Some ¢, None, Some d, Some e,

Some f, Some g] ipv6 = (IPv6AddrCompressed4-7 a b c () de fg) |

a b ¢ d where as = [Some a, Some b, Some ¢, Some d, None| ipv6 =
(IPv6AddrCompressed5-4 a b c d ()) |
a b ¢ d e where as = [Some a, Some b, Some ¢, Some d, None, Some €] ipv6
= (IPv6AddrCompressed5-5 a b c d () e) |

abcdef where as = [Some a, Some b, Some ¢, Some d, None, Some e,
Some f] ipv6 = (IPv6AddrCompressed5-6 a b ¢ d () e f) |
abcdefgwhere as = [Some a, Some b, Some ¢, Some d, None, Some e,

Some f, Some g] ipv6 = (IPv6AddrCompressed5-7a b c d () e fg) |

a b ¢ d e where as = [Some a, Some b, Some ¢, Some d, Some e, None] ipv6
= (IPv6AddrCompressed6-5 a b ¢ d e ()) |

abcdef where as = [Some a, Some b, Some ¢, Some d, Some e, None,
Some f] ipv6 = (IPv6AddrCompressed6-6 a b c d e () f) |
abcdefgwhere as = [Some a, Some b, Some ¢, Some d, Some e, None,

Some f, Some g] ipv6 = (IPv6AddrCompressed6-7 a b c de () fg) |

abcdef where as = [Some a, Some b, Some ¢, Some d, Some e, Some f,
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None] ipv6 = (IPv6AddrCompressed7-6 a b ¢ d e f ()) |
abcdefgwhere as = [Some a, Some b, Some ¢, Some d, Some e, Some f,
None, Some g] ipv6 = (IPv6AddrCompressed7-7a b cdef () g) |

abcdefgwhere as = [Some a, Some b, Some ¢, Some d, Some e, Some f,
Some g, None] ipv6 = (IPv6AddrCompressed8-7Tab cde fg())

(proof)

lemma parse-ipv6-address-compressed-identity2:
ipvbaddr-syntax-compressed-to-list ipv6-syntax = ls +—
(parse-ipv6-address-compressed ls) = Some ipvb-syntax
(is ?lhs = ?rhs)
(proof)

Valid IPv6 compressed notation:

¢ at most one omission

e at most 7 pieces

lemma RFC-4291-format: parse-ipv6-address-compressed as # None <—

length (filter (Ap. p = None) as) = 1 A length (filter (Ap. p # None) as) <
7

(is ?lhs = ?rhs)
(proof)

3. An alternative form that is sometimes more convenient when dealing
with a mixed environment of IPv4 and IPv6 nodes is
X:X:x:xX:x:x:d.d.d.d, where the ’x’s are the hexadecimal values of
the six high-order 16-bit pieces of the address, and the ’d’s are
the decimal values of the four low-order 8-bit pieces of the
address (standard IPv4 representation). Examples:

0:0:0:0:0:0:13.1.68.3
0:0:0:0:0:FFFF:129.144.52.38
or in compressed form:

::13.1.68.3
::FFFF:129.144.52.38

This is currently not supported by our library!

5.2 Semantics

context
includes bit-operations-syntax
begin
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fun ipvbpreferred-to-int :: ipvbaddr-syntaxr = ipvbaddr where
ipvbpreferred-to-int (IPv6AddrPreferred a b ¢ d e f g h) = (ucast a << (16 x*
7)) OR
@)
0

ucast b << (16 * 6
ucast ¢ <<
ucast d << (16 * 4

( ( )
( ( )
( ( )
(ucast e << (16 * 3))
( ( )
( ( )
( ( )

= =

=

@)
0
0

= =

ucast f << (16 * 2
ucast g << (16 * 1
ucast h << (16 = 0

)

=

lemma ipv6preferred-to-int (IPv6AddrPreferred 022001 0xDBS8 0x0 020 08 02800
0x200C 0z417A) =
42540766411282592856906245548098208122 (proof)

lemma ipv6preferred-to-int (IPv6AddrPreferred 0xFF01 0x0 0x0 0x0 0x0 0z0 0z0
0x101) =
3589583381222012082418099330867817087233 (proof)

declare ipvGpreferred-to-int.simps[simp del]

definition int-to-ipvbpreferred :: ipv6addr = ipvbaddr-syntar where
int-to-ipvGpreferred i = IPv6AddrPreferred (ucast ((i AND 0xFFFEF0000000000000000000000000000)
>> 16%7))
(ucast ((i AND 0xFFFF000000000000000000000000)

>> 16%6))
(ucast ((¢ AND 0xFFFF00000000000000000000)
>> 16%5))
(ucast ((¢ AND 0xzFFFF0000000000000000)
>> 16%4))
(ucast ((i AND 0zFFFF000000000000) >>
16%3))

(ucast ((i AND 0xFFFF00000000) >> 16%2))
(ucast ((i AND 0zFFFF0000) >> 16x1))
(ucast ((i AND 0zFFFF)))

lemma int-to-ipvbpreferred 42540766411282592856906245548098208122 =
IPv6AddrPreferred 0x2001 0xDBS8 0x0 0x0 0x8 02800 0x200C 0x417A {proof)

lemma word128-masks-ipvbpieces:
(0zFFEFF0000000000000000000000000000::ipv6addr) = (mask 16) << 112
(0zFFFF000000000000000000000000::ipv6addr) = (mask 16) << 96
(0zFFEFF00000000000000000000::ipv6addr) = (mask 16) << 80
(0xFFFF0000000000000000::ipv6addr) = (mask 16) << 6/
(0zFFFF000000000000::ipvbaddr) = (mask 16) << 48
(0xFFFF00000000::ipv6addr) = (mask 16) << 32
(0zFFFF0000::ipv6addr) = (mask 16) << 16
(0zFFFF::ipvbaddr) = (mask 16)

(

proof)
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Correctness: round trip property one

lemma ipvbpreferred-to-int-int-to-ipvbpreferred:
ipvbpreferred-to-int (int-to-ipv6preferred ip) = ip
(proof )

Correctness: round trip property two

lemma int-to-ipvbpreferred-ipvbpreferred-to-int: int-to-ipv6preferred (ipvGpreferred-to-int
ip) = ip
(proof)

compressed to preferred format

fun ipvbaddr-c2p :: ipvbaddr-syntaz-compressed = ipvbaddr-syntar where
ipv6addr-c2p (IPv6AddrCompressed1-0 ()) = IPv6AddrPreferred 0 0 0 0 0 0 0

0

| ipv6addr-c2p (IPv6AddrCompressed1-1 () h) = IPv6AddrPreferred 0 0 0 0 0 0
0h

| ipv6addr-c2p (IPv6AddrCompressed1-2 () g h) = IPv6AddrPreferred 0 0 0 0 0
0gh

| ipv6addr-c2p (IPv6AddrCompressed1-3 () f g h) = IPv6AddrPreferred 0 0 0 0
O0fgh

| ipv6addr-c2p (IPv6AddrCompressedl-4 () e f g h) = IPv6AddrPreferred 0 0 0
Oefgh

| ipv6addr-c2p (IPv6AddrCompressed1-5 () d e f g h) = IPv6AddrPreferred 0 0
Odefgh

| ipv6addr-c2p (IPv6AddrCompressed1-6 () ¢ d e f g h) = IPv6AddrPreferred 0 0
cdefgh

| ipv6addr-c2p (IPv6AddrCompressed1-7 () b ¢ d e f g h) = IPv6AddrPreferred 0
bcdefgh

| ipv6addr-c2p (IPv6AddrCompressed2-1 a ()) = IPv6AddrPreferred a 0 0 0 0 0
00

| ipv6addr-c2p (IPv6AddrCompressed2-2 a () h) = IPv6AddrPreferred a 0 0 0 0
00h

| ipv6addr-c2p (IPv6AddrCompressed2-3 a () g h) = IPv6AddrPreferred a 0 0 0
00gh

| ipv6addr-c2p (IPv6AddrCompressed2-4 a () f g h) = IPv6AddrPreferred a 0 0 0
0fgh

| ipv6addr-c2p (IPv6AddrCompressed2-5 a () e f g h) = IPv6AddrPreferred a 0 0
Oefgh

| ipv6addr-c2p (IPv6AddrCompressed2-6 a () d e f g h) = IPv6AddrPreferred a 0
Odefgh

| ipv6addr-c2p (IPv6AddrCompressed2-7 a () ¢ d e f g h) = IPv6AddrPreferred a
Ocdefgh

| ipv6addr-c2p (IPv6AddrCompressed3-2 a b ()) = IPv6AddrPreferred a b 0 0 0
000

| ipv6addr-c2p (IPv6AddrCompressed3-3 a b () h) = IPv6AddrPreferred a b 0 0
000h
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| ipv6addr-c2p (IPv6AddrCompressed3-4 a b () g h) = IPv6AddrPreferred a b 0
000qgh

| ipv6addr-c2p (IPv6AddrCompressed3-5 a b () f g h) = IPv6AddrPreferred a b 0
00fgh

| ipv6addr-c2p (IPv6AddrCompressed3-6 a b () e f g h) = IPv6AddrPreferred a b
00efgh

| ipv6addr-c2p (IPv6AddrCompressed3-7 a b () d e f g h) = IPv6AddrPreferred a
bO0defgh

| ipv6addr-c2p (IPv6AddrCompressed4-3 a b ¢ ()) = IPv6AddrPreferred a b ¢ 0 0
000

| ipv6addr-c2p (IPv6AddrCompressed4-4 a b ¢ () h) = IPv6AddrPreferred a b ¢
0000h

| ipv6addr-c2p (IPv6AddrCompressed4-5 a b ¢ () g h) = IPv6AddrPreferred a b c
000gh

| ipv6addr-c2p (IPv6AddrCompressed4-6 a b ¢ () f g h) = IPv6AddrPreferred a b
c00fgh

| ipv6addr-c2p (IPv6AddrCompressed4-7 a b ¢ () e f g h) = IPv6AddrPreferred a
bclOefgh

| ipv6addr-c2p (IPv6AddrCompressed5-4 a b ¢ d ()) = IPv6AddrPreferred a b ¢
d0o0o0o

| ipv6addr-c2p (IPv6AddrCompressed5-5 a b ¢ d () h) = IPv6AddrPreferred a b
cd000h

| ipv6addr-c2p (IPv6AddrCompressed5-6 a b ¢ d () g h) = IPv6AddrPreferred a
bcd00gh

| ipv6addr-c2p (IPv6AddrCompressed5-7 a b ¢ d () f g h) = IPv6AddrPreferred a
bcdOfgh

| ipv6addr-c2p (IPv6AddrCompressed6-5 a b ¢ d e ()) = IPv6AddrPreferred a b ¢
de000

| ipv6addr-c2p (IPv6AddrCompressed6-6 a b ¢ d e () h) = IPv6AddrPreferred a
bcdeOO0Oh

| ipvbaddr-c2p (IPv6AddrCompressed6-7 a b ¢ d e () g h) = IPv6AddrPreferred
abcdelOgh

| ipv6addr-c2p (IPv6AddrCompressed7-6 a b ¢ d e f ()) = IPv6AddrPreferred a b
cdef00

| ipv6addr-c2p (IPv6AddrCompressed7-7 a b ¢ d e f () h) = IPv6AddrPreferred a
bcdefOh

| ipv6addr-c2p (IPv6AddrCompressed8-7a b ¢ d e f g () = IPv6AddrPreferred a
bcdefg0

definition ipv6-unparsed-compressed-to-preferred :: ((16 word) option) list = ipv6addr-syntax
option where
ipv6-unparsed-compressed-to-preferred ls = (

if
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length (filter (Ap. p = None) ls) # 1 V length (filter (Ap. p # None) ls) > 7
then
None
else
let
before-omission = map the (takeWhile (A\x. © # None) 1s);
after-omission = map the (drop 1 (dropWhile (Az. © # None) ls));
num-omissions = 8 — (length before-omission + length after-omission);
expanded = before-omission Q (replicate num-omissions 0) Q after-omission
in
case expanded of [a,b,c,d,e,f,g,h] = Some (IPv6AddrPreferred a b cde fg
)
| - = None

)

lemma ipv6-unparsed-compressed-to-preferred
[Some 0x2001, Some 0xDB8, None, Some 0x8, Some 02800, Some 0x200C,
Some 0z4174]
= Some (IPv6AddrPreferred 02001 0xDB8 0 0 8 0x800 0x200C 0x417A)

(proof)

lemma ipv6-unparsed-compressed-to-preferred [None] = Some (IPv6AddrPreferred
00000000) (proof)

lemma ipv6-unparsed-compressed-to-preferred [| = None (proof)

lemma ipv6-unparsed-compressed-to-preferred-identity1:
ipv6-unparsed-compressed-to-preferred (ipv6addr-syntax-compressed-to-list ipv6com-
pressed) = Some ipv6prferred
+— ipvbaddr-c2p ipvbcompressed = ipvbprferred

(proof)

lemma ipv6-unparsed-compressed-to-preferred-identity2:
ipvb-unparsed-compressed-to-preferred ls = Some ipvbprferred
+— (Jipv6ecompressed. parse-ipv6-address-compressed ls = Some ipv6com-
pressed N\
ipv6addr-c2p ipvbecompressed = ipvbprferred)
(proof)

end

5.3 IPv6 Pretty Printing (converting to compressed format)
RFC5952:

4. A Recommendation for IPv6 Text Representation

A recommendation for a canonical text representation format of IPv6
addresses is presented in this section. The recommendation in this
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document is one that complies fully with [RFC4291], is implemented by
various operating systems, and is human friendly. The recommendation
in this section SHOULD be followed by systems when generating an
address to be represented as text, but all implementations MUST
accept and be able to handle any legitimate [RFC4291] format. It is
advised that humans also follow these recommendations when spelling
an address.

4.1. Handling Leading Zeros in a 16-Bit Field

Leading zeros MUST be suppressed. For example, 2001:0db8::0001 is
not acceptable and must be represented as 2001:db8::1. A single 16-
bit 0000 field MUST be represented as O.

4.2. "::" Usage
4.2.1. Shorten as Much as Possible

The use of the symbol "::" MUST be used to its maximum capability.
For example, 2001:db8:0:0:0:0:2:1 must be shortened to 2001:db8::2:1.
Likewise, 2001:db8::0:1 is not acceptable, because the symbol "::"
could have been used to produce a shorter representation 2001:db8::1.

4.2.2. Handling One 16-Bit O Field

The symbol "::" MUST NOT be used to shorten just one 16-bit 0 field.
For example, the representation 2001:db8:0:1:1:1:1:1 is correct, but
2001:db8::1:1:1:1:1 is not correct.

4.2.3. Choice in Placement of "::

When there is an alternative choice in the placement of a "::", the
longest run of consecutive 16-bit O fields MUST be shortened (i.e.,
the sequence with three consecutive zero fields is shortened in 2001:
0:0:1:0:0:0:1). When the length of the consecutive 16-bit O fields
are equal (i.e., 2001:db8:0:0:1:0:0:1), the first sequence of zero
bits MUST be shortened. For example, 2001:db8::1:0:0:1 is correct
representation.

4.3. Lowercase

The characters "a", "b", "c", "d", "e", and "f" in an IPv6 address
MUST be represented in lowercase.

See IP_Address_toString.thy for examples and test cases.

context
begin
private function goup-by-zeros :: 16 word list = 16 word list list where
goup-by-zeros || =[] |
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goup-by-zeros (x#xs) = (
ife =20
then take While (Az. © = 0) (a#xs) # (goup-by-zeros (drop While (A\z. © =
0) xzs))
else [z]#(goup-by-zeros xs))
{proof)

termination goup-by-zeros
(proof ) lemma goup-by-zeros [0,1,2,3,0,0,0,0,3,4,0,0,0,2,0,0,2,0,3,0] =
[0, [1], [2], [3], [0, 0, 0, 0], [3], [4], [0, 0, 0], [2], [0, 0], [2], [0], [5], [0]
(proof) lemma concat (goup-by-zeros ls) = ls
(proof) lemma [| ¢ set (goup-by-zeros ls)
(proof ) primrec List-replacel :: 'a = 'a = 'a list = 'a list where
List-replacel - - [| =[] |
List-replacel a b (z#xs) = (if a = x then b#as else x# List-replacel a b xs)

private lemma List-replacel a a ls = s
(proof) lemma a ¢ set s = List-replacel a b ls = Is
(proof) lemma a € set ls = b € set (List-replacel a b ls)
(proof) fun List-explode :: 'a list list = ('a option) list where
List-explode [| =[] |
List-explode ([|#xs) = None List-explode xs |
List-explode (zs1#xs2) = map Some xs1QList-explode xs2

private lemma List-explode [[0::int], [2,3], [], [3,4]] = [Some 0, Some 2, Some
3, None, Some 3, Some 4]
(proof) lemma List-explode-def:
List-explode xss = concat (map (Axs. if xs = [] then [None] else map Some xs)
xss)
(proof) lemma List-explode-no-empty: [| ¢ set xss = List-explode xss = map
Some (concat xss)
(proof) lemma List-explode-replacel: || ¢ set xss = foo € set 1ss =
List-explode (List-replacel foo [ xss) =
map Some (concat (take While (Axzs. xs # foo) xss)) @ [None] @Q
map Some (concat (tl (dropWhile (Axs. zs # foo) ss)))

(proof)

fun ipv6-preferred-to-compressed :: ipv6addr-syntax = ((16 word) option) list
where
ipv6-preferred-to-compressed (IPv6AddrPreferred a b cde fgh) = (
let lss = goup-by-zeros [a,b,c,d,e.f,g,h];
maz-zero-seq = foldr (Azs. maz (length xs)) lss 0;
shortened = if maz-zero-seq > 1 then List-replacel (replicate max-zero-seq
0) [] Iss else Iss
m
List-explode shortened

)

declare ipvG-preferred-to-compressed.simps[simp del)
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private lemma foldr-maz-length: foldr (Axs. maz (length xs)) lss n = fold mazx
(map length lss) n
(proof) lemma List-explode-goup-by-zeros: List-explode (goup-by-zeros xs) =
map Some xs
(proof ) definition max-zero-streak xs = foldr (Azs. maz (length zs)) (goup-by-zeros
xs) 0

private lemma max-zero-streak-def2: maz-zero-streak xs = fold max (map length
(goup-by-zeros zs)) 0
(proof) lemma ipv6-preferred-to-compressed-pull-out-if:
ipv6-preferred-to-compressed (IPv6AddrPreferred a b c d e fgh) = (
if max-zero-streak [a,b,c,d,e.f,g,h] > 1 then
List-explode (List-replacel (replicate (maz-zero-streak [a,b,c,d,e,f,g,h]) 0) []
(goup-by-zeros [a,b,c,d,e,f,g,h]))
else
map Some [a,b,c,d,e,f,g,h]
)
(proof) lemma ipvG-preferred-to-compressed (IPv6AddrPreferred 0 0 0 0 0 0
0 0) = [None] (proof) lemma ipv6-preferred-to-compressed (IPv6AddrPreferred
0x2001 0xDB8 0 0 8 02800 0x200C 0x417A) =
[Some 0x2001, Some 0xDB8, None, Some 8, Some
02800, Some 0x200C, Some 0x417A] (proof) lemma ipvG-preferred-to-compressed
(IPv6AddrPreferred 022001 0xDB8 0 8 8 0x800 0x200C 0x417A) =
[Some 022001, Some 0xrDB8, Some 0, Some 3, Some 8, Some 0x800,
Some 0x200C, Some 0x417A] {proof)

lemma ipv6-preferred-to-compressed-RFC-4291-format:
ipvb-preferred-to-compressed ip = as =
length (filter (Ap. p = None) as) = 0 A length as = 8
Vv
length (filter (Ap. p = None) as) = 1 A length (filter (Ap. p # None) as)
<7
(proof) lemma ipv6-preferred-to-compressed (IPv6AddrPreferred a b ¢ d e f g h)
= None#Hzs =
xs = map Some (dropWhile (Az. =0) [a,b,c,d,e,f,g,h])
(proof )

lemma ipv6-preferred-to-compressed:
assumes ipv6-unparsed-compressed-to-preferred (ipv6-preferred-to-compressed
ip) = Some ip’
shows ip = ip’
(proof)

end

end
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theory Prefixz-Match
imports IP-Address
begin

6 Prefix Match

The main difference between the prefix match defined here and CIDR nota-
tion is a validity constraint imposed on prefix matches.

For example, 192.168.42.42/16 is valid CIDR notation whereas for a prefix
match, it must be 192.168.0.0/16.

Le. the last bits of the prefix must be set to zero.

context
notes [[typedef-overloaded]]
begin
datatype ‘a prefiz-match = PrefixtMatch (pfrm-prefiz: 'a::len word) (pfrm-length:
nat)
end

definition pfrm-mask :: 'a prefix-match = 'a::len word where
pfrm-mask © = mask (len-of (TYPE('a)) — pfrm-length x)

context
includes bit-operations-syntax
begin

definition valid-prefiz :: (‘a::len) prefiz-match = bool where
valid-prefiz pf = ((pfrm-mask pf) AND pfrm-prefiz pf = 0)

Note that valid-prefix looks very elegant as a definition. However, it hides
something nasty:

lemma valid-prefiz (PrefitMatch (0::32 word) 42) (proof)

When zeroing all least significant bits which exceed the pfrm-length, you get
a valid-prefiz
lemma mk-valid-prefiz:

fixes base::’a::len word

shows wvalid-prefiz (PrefitMatch (base AND NOT (mask (len-of TYPE ('a) —
len))) len)

(proof)

end

The type 'a prefiz-match usually requires valid-prefiz. When we allow work-
ing on arbitrary IPs in CIDR notation, we will use the type i word x nat
directly.
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lemma valid-prefiz-00: valid-prefiz (PrefitMatch 0 0) (proof)

definition prefiz-match-to-CIDR :: ('i::len) prefiz-match = (i word X nat) where
prefiz-match-to-CIDR pfr = (pfrm-prefic pfr, pfrm-length pfr)

lemma prefix-match-to-CIDR-def2: prefiz-match-to-CIDR = (Apfr. (pfrm-prefix
pfr, pfrm-length pfz))
(proof)

definition prefiz-match-dtor m = (case m of PrefiztMatch p | = (p,l))

Some more or less random linear order on prefixes. Only used for serializa-
tion at the time of this writing.

instantiation prefiz-match :: (len) linorder

begin

definition a < b «— (if pfam-length a = pfrm-length b
then pfrm-prefix a < pfrm-prefix b
else pfrm-length a > pfrm-length b)

definition ¢ < b +— (a # b A
(if pfrm-length a = pfrm-length b
then pfrm-prefix a < pfrm-prefiz b
else pfrm-length a > pfrm-length b))

instance

(proof)
end

lemma sorted-list-of-set

{PrefitMatch 0 32 :: 32 prefiz-match,

PrefixtMatch 42 32,

PrefictMatch 0 0,

PrefictMatch 0 1,

PrefixMatch 12 31} =

[PrefixtMatch 0 32, PrefixtMatch 0x2A 32, PrefitMatch 0xC 31, PrefixtMatch 0

1, PrefiztMatch 0 0]

{proof)

context
includes bit-operations-syntaz
begin

private lemma valid-prefiz-E: valid-prefix pf = ((pfem-mask pf) AND pfrm-prefiz
pf=0)

(proof) lemma valid-prefiz-alt: fixes p::'a::len prefiz-match

shows valid-prefiz p = (pfxm-prefix p AND (2 ~ ((len-of TYPE ('a)) — pfrm-length
p) —1)=10)

(proof)

43



6.1 Address Semantics

Matching on a ‘a prefiz-match. Think of routing tables.

definition prefiz-match-semantics where
prefiz-match-semantics m a = pfrm-prefic m = NOT (pfrm-mask m) AND a

lemma same-length-prefizes-distinct: valid-prefix pfrl = wvalid-prefix pfz2 —
pfrl # pfr2 = pfrm-length pfrl = pfrm-length pfr2 = prefix-match-semantics
pfrl w = prefiz-match-semantics pfr2 w = False

(proof)

6.2 Relation between prefix and set

definition prefiz-to-wordset :: 'a::len prefiz-match = 'a word set where
prefix-to-wordset pfr = {pfrm-prefix pfr .. pfrm-prefix pfr OR pfrm-mask pfx}

private lemma pfr-not-empty: valid-prefix pfr = prefiz-to-wordset pfr # {}
(proof)

lemma zero-prefiz-match-all:
valid-prefic m = pfrm-length m = 0 = prefiz-match-semantics m ip

(proof)

lemma prefiz-to-wordset-subset-ipset-from-cidr:
prefix-to-wordset pfr C ipset-from-cidr (pfrm-prefix pfx) (pfrm-length pfr)
(proof )

6.3 Equivalence Proofs

theorem prefix-match-semantics-wordset:
assumes valid-prefix pfx
shows prefix-match-semantics pfr a <— a € prefiz-to-wordset pfx
(proof ) lemma valid-prefiz-ipset-from-netmask-ipset-from-cidr:
shows ipset-from-netmask (pfrm-prefiz pfxr) (NOT (pfrm-mask pfr)) =
ipset-from-cidr (pfrm-prefix pfr) (pfrm-length pfr)
(proof)

lemma prefiz-match-semantics-ipset-from-netmask:
assumes valid-prefiz pfr
shows prefiz-match-semantics pfr a <—
a € ipset-from-netmask (pfrm-prefix pfr) (NOT (pfrm-mask pfr))
(proof)

lemma prefiz-match-semantics-ipset-from-netmask2:
assumes valid-prefiz pfc
shows prefiz-match-semantics pfr (a :: 'i::len word) +—
a € ipset-from-cidr (pfrm-prefiz pfr) (pfrm-length pfr)
(proof)
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lemma prefiz-to-wordset-ipset-from-cidr:
assumes valid-prefix (pfr::'a::len prefiz-match)
shows prefiz-to-wordset pfr = ipset-from-cidr (pfrm-prefix pfr) (pfrm-length
pfr)
(proof )

definition prefiz-to-wordinterval :: 'a::len prefiz-match = 'a wordinterval where
prefiz-to-wordinterval pfr = WordInterval (pfrm-prefiz pfz) (pfrm-prefiz pfr OR
pfrm-mask pfx)

lemma prefiz-to-wordinterval-set-eq|simp]:
wordinterval-to-set (prefiz-to-wordinterval pfx) = prefix-to-wordset pfr

(proof)

lemma prefiz-to-wordinterval-def2:
prefix-to-wordinterval pfr =
iprange-interval ((pfrm-prefix pfxr), (pfrm-prefix pfr OR pfzxm-mask pfz))
(proof)
corollary prefiz-to-wordinterval-ipset-from-cidr: valid-prefix pfr =
wordinterval-to-set (prefiz-to-wordinterval pfx) =
ipset-from-cidr (pfrm-prefiz pfr) (pfrm-length pfx)
(proof)
end

lemma prefiz-never-empty:

fixes d:: 'a::len prefiz-match

shows— wordinterval-empty (prefiz-to-wordinterval d)
(proof)

Getting a lowest element

lemma ipset-from-cidr-lowest: a € ipset-from-cidr a n

(proof)

lemma valid-prefix (PrefitMatch a n) = is-lowest-element a (ipset-from-cidr a
n)

(proof)

end

theory CIDR-Split
imports IP-Address
Prefiz-Match
Hs-Compat
begin
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7 CIDR Split Motivation (Example for IPv4)

When talking about ranges of IP addresses, we can make the ranges explicit
by listing their elements.

context
begin
private lemma map (of-nat o nat) [1 .. 4] = ([, 2, 3, 4]:: 32 word list) {proof)
definition ipvjaddr-upto :: 32 word = 32 word = 32 word list where
ipv4addr-upto i j = map (of-nat o nat) [int (unat 7) .. int (unat j)]
private lemma ipvjaddr-upto: set (ipvfaddr-upto i j) = {i .. j}
(proof)

The function ipviaddr-upto gives back a list of all the ips in the list. This
list can be pretty huge! In the following, we will use CIDR notation (e.g.
192.168.0.0/24) to describe the list more compactly.

end

8 CIDR Split

context
begin

private lemma find-SomeD: find fx = Some y = fy A y € set x
(proof) definition pfres :: 'a::len0 itself = nat list where
pfres - = map nat [0..int(len-of TYPE ('a))]
private lemma pfres TYPE(32) = map nat [0 .. 32] {proof ) definition largest-contained-prefix
(a::("a == len) word) r = (
let ¢s = (map (As. PrefitMatch a s) (pfres TYPE('a)));
— anything that is a subset should also be a valid prefix. but try proving that.
cfs = find (As. valid-prefiz s N wordinterval-subset (prefiz-to-wordinterval s)
) cs in

cfs)

Split off one prefix:

private definition wordinterval-CIDR-split1
i 'az:len wordinterval = 'a prefiz-match option x 'a wordinterval where
wordinterval-CIDR-splitl r = (
let ma = wordinterval-lowest-element 1 in
case ma of
None = (None, r) |
Some a = (case largest-contained-prefix a r of
None = (None, r) |
Some m = (Some m, wordinterval-setminus r (prefiz-to-wordinterval m))))

private lemma wordinterval-CIDR-split1-innard-helper: fixes a::'a::len word
shows wordinterval-lowest-element v = Some a =
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largest-contained-prefiz a v # None
{proof) lemma r-splitl-not-none: fixes r:: 'a::len wordinterval

shows — wordinterval-empty r = fst (wordinterval-CIDR-splitl r) # None

(proof ) lemma largest-contained-prefiz-subset:

largest-contained-prefiz a r = Some p = wordinterval-to-set (prefiz-to-wordinterval
p) € wordinterval-to-set T
(proof) lemma wordinterval-CIDR-split1-snd: wordinterval-CIDR-split] r = (Some
s, u) = u = wordinterval-setminus r (prefiz-to-wordinterval s)

(proof) lemma largest-contained-prefiz-subset-s1D:

wordinterval-CIDR-split] r = (Some s, u) = wordinterval-to-set (prefiz-to-wordinterval
s) C wordinterval-to-set
(proof) theorem wordinterval-CIDR-split1-preserve: fixes r:: ’a::len wordinterval
shows wordinterval-CIDR-splitl r = (Some s, u) = wordinterval-eq (wordinterval-union
(prefiz-to-wordinterval ) u) r
(proof ) lemma wordinterval-CIDR-split1-some-r-ne:

wordinterval-CIDR-split] r = (Some s, u) = — wordinterval-empty
(proof) lemma wordinterval-CIDR-split1-distinct: fixes r:: 'a::len wordinterval

shows wordinterval-CIDR-split] r = (Some s, u) =

wordinterval-empty (wordinterval-intersection (prefiz-to-wordinterval s) u)

(proof ) lemma wordinterval-CIDR-split1-distinct2: fixes r:: 'a::len wordinterval

shows wordinterval-CIDR-split] r = (Some s, u) =

wordinterval-empty (wordinterval-intersection (prefiz-to-wordinterval s) u)

(proof)

function wordinterval-CIDR-split-prefizmatch
i 'a::len wordinterval = 'a prefiz-match list where
wordinterval- CIDR-split-prefixmatch rs = (
if
- wordinterval-empty rs
then case wordinterval-CIDR-split] rs
of (Some s, u) = s # wordinterval-CIDR-split-prefixmatch u
| -=1
else
[
)
(proof )

termination wordinterval-CIDR-split-prefixmatch
(proof) lemma unfold-rsplit-case:
assumes su: (Some s, u) = wordinterval-CIDR-split] rs
shows (case wordinterval-CIDR-splitl rs of (None, u) = ||
| (Some s, u) = s # wordinterval-CIDR-split-prefizrmatch
u) = s # wordinterval-CIDR-split-prefirmatch u
(proof)

lemma wordinterval-CIDR-split-prefixmatch
(RangeUnion (WordInterval (0x40000000) 0z5FEFBBCC) (WordInterval
0x5FEEBB1C 0x7FFFFFFF))
= [PrefitMatch (0x40000000::32 word) 2] (proof)

47



lemma length (wordinterval-CIDR-split-prefixmatch ( WordInterval 0 (0xFFFFFFFE::32
word))) = 32 (proof)

declare wordinterval-CIDR-split-prefixmatch.simps[simp del]

theorem wordinterval-CIDR-split-prefirmatch:
wordinterval-to-set r = (|Jz€set (wordinterval-CIDR-split-prefitmatch ). pre-
fiz-to-wordset x)

{(proof)

lemma wordinterval-CIDR-split-prefizmatch-all-valid-Ball: fixes r:: 'a::len wordinter-
val

shows V ecset (wordinterval-CIDR-split-prefizmatch r). valid-prefiz e A pfrm-length
e < LENGTH('a)

{proof) lemma wordinterval-CIDR-split-prefizrmatch-all-valid-less-Ball-hlp:

z € set [s<—map (PrefitMatch x2) (pfres TYPE('a::len0)) . valid-prefiz s A wordinter-
val-to-set (prefiz-to-wordinterval s) C wordinterval-to-set rs] = pfrm-length © <
LENGTH('a)

(proof)

Since wordinterval-CIDR-split-prefitmatch only returns valid prefixes, we
can safely convert it to CIDR lists

lemma valid-prefiz (PrefitMatch (0::16 word) 20) (proof)

lemma wordinterval-CIDR-split-disjunct: a € set (wordinterval- CIDR-split-prefixmatch
i) =

b € set (wordinterval-CIDR-split-prefizmatch i) = a # b =

prefiz-to-wordset a N prefiz-to-wordset b = {}

(proof)

lemma wordinterval-CIDR-split-distinct: distinct (wordinterval-CIDR-split-prefixrmatch

i)
(proof)

lemma wordinterval-CIDR-split-existential:
x € wordinterval-to-set w = Js. s € set (wordinterval-CIDR-split-prefixmatch
w) A x € prefiz-to-wordset s

(proof)

8.1 Versions for ipset-from-cidr

definition cidr-split :: 'i::len wordinterval = (i word x nat) list where
cidr-split rs = map prefiz-match-to-CIDR (wordinterval-CIDR-split-prefizmatch
rs)

corollary cidr-split-prefiz:
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fixes r :: 'i::len wordinterval
shows (| z€set (cidr-split r). uncurry ipset-from-cidr x) = wordinterval-to-set r

(proof)

corollary cidr-split-prefiz-single:
fixes start :: 'i::len word
shows (| z€set (cidr-split (iprange-interval (start, end))). uncurry ipset-from-cidr
z) = {start..end}
(proof ) lemma interval-in-splitD: xa € foo => prefiz-to-wordset xa C | (prefiz-to-wordset

¢ foo) (proof)

lemma cidrsplit-no-overlaps: |
z € set (wordinterval-CIDR-split-prefizmatch wi);
za € set (wordinterval-CIDR-split-prefizmatch wi);
pt && ~~ (pfrm-mask x) = pfrm-prefiz x;
pt && ~~ (pfrm-mask xa) = pfrm-prefix za
I
= 1 = 1a

(proof)

end

end

theory WordInterval-Sorted

imports WordInterval
Automatic-Refinement. Misc
HOL- Library. Product-Lexorder

begin

Use this and wordinterval-to-set (wordinterval-compress ?r) = wordinter-
val-to-set ?r before pretty-printing.

definition wordinterval-sort :: 'a::len wordinterval = ’a::len wordinterval where
wordinterval-sort w = [2wi (mergesort-remdups (wi2l w))

lemma wordinterval-sort: wordinterval-to-set (wordinterval-sort w) = wordinter-
val-to-set w

{proof)

end
theory IP-Address-Parser
imports IP-Address
IPvy
1Pv6
HOL— Library.Code-Target-Nat
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begin

9 Parsing IP Addresses

9.1 IPv4 Parser
(ML)

9.2 IPv6 Parser

definition mk-ipv6baddr :: 16 word option list = ipvbaddr-syntax option where
mk-ipv6addr partslist = (
let — remove empty lists to the beginning and end if omission occurs at
start/end
— to join over : properly
fiz-start = (Aps. case ps of None# None#- = tl ps | - = ps);
fiz-end = (Aps. case rev ps of None# None#- = butlast ps | - = ps);
ps = (fix-end o fiz-start) partslist
m
if length (filter (Ap. p = None) ps) = 1
then ipv6-unparsed-compressed-to-preferred ps
else case ps of [Some a,Some b,Some c,Some d,Some e,Some f,Some g,Some

h]
= Some (IPv6AddrPreferred a b c d e fgh)
| - = None
)
(ML)
end

theory Lib-Numbers-toString
imports Main
begin

10 Printing Numbers
fun string-of-nat :: nat = string where
string-of-nat n = (if n < 10 then [char-of (48 + n)] else
string-of-nat (n div 10) Q [char-of (48 + (n mod 10))])
definition string-of-int :: int = string where
string-of-int i = (if i < 0 then ""—'"" Q string-of-nat (nat (— 1)) else
string-of-nat (nat 7))
lemma string-of-nat 123456 = ''123456"" (proof)

declare string-of-nat.simps[simp del]

end
theory Lib- Word-toString
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imports Lib-Numbers-toString
Word-Lib. Word-Lemmas
begin

context linordered-euclidean-semiring
begin

lemma exp-estimate [simp]:

<numeral Num.One < 2 " ny (is «?P1»)

<numeral Num.One < 2 ~n +— 1 < n) (is (?P2))

<numeral (Num.Bit0 k) < 2 "n+— 1 < n Anumeral k < 2 " (n — 1) (is
(?P3»)

<numeral (Num.Bit0 k) < 2 "n+— 1 < n A numeral k < 2 " (n — 1)» (is
(?P4»)

<numeral (Num.Bitl k) < 2 "n<+— 1 <n A numeral k < 2 " (n — 1) (is
(?P5»)

<numeral (Num.Bitl k) < 2 "n<+— 1 <n A numeral k < 2 " (n — 1) (is
(?P6»)
(proof)

end

11 Printing Machine Words

definition string-of-word-single :: bool = 'a::len word = string where
string-of-word-single lc w =
(if
w < 10
then
[char-of (48 + unat w)]
else if
w < 36
then
[char-of ((if lc then 87 else 55) 4+ unat w)]
else

undefined)

Example:

lemma let word-upto = ((X i j. map (of-nat o nat) [ .. j]) :: int = int = 32 word
list)
in map (string-of-word-single False) (word-upto 1 35) =
[//1 12 //2// //3// //4 1 //5// //6’// //7// //8// //9//
K ) ) Y ) K ) ) Y
//A//’ //B//7 //CV//7 //D//7 //-EV//7 //F/I, //G//’ //‘H'//7 //I//’
//JII7 //K//’ //L//’ //M//’ //N//, //O//, //«P//7 //Q//7 //‘R//7
//S// //T// //U// //V// //W// //X// //Y// //Z//] <p,,,.00f>

function string-of-word :: bool = ('a :: len) word = nat = ('a :: len) word =
string where
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string-of-word lc base ml w =
(if
base < 2 V LENGTH('a) < 2
then
undefined
else if
w < base A ml = 0
then
string-of-word-single lc w
else
string-of-word lc base (ml — 1) (w div base) @ string-of-word-single lc (w
mod base)
)
(proof )

definition hez-string-of-word | = string-of-word True (16 :: ('a::len) word) 1

definition hez-string-of-word0 = hex-string-of-word 0
definition dec-string-of-word0 = string-of-word True 10 0

termination string-of-word

{proof)

declare string-of-word.simps[simp del]
lemma hez-string-of-word0 (Oxdeadbeef42 :: 42 word) = "'deadbeef} 2" (proof)

lemma hez-string-of-word 1 (0x1 :: 5 word) = "'01" (proof)
lemma hez-string-of-word 8 (0zff::32 word) = ""0000000ff"" (proof)

lemma dec-string-of-word0 (8::32 word) = "'8" (proof)
lemma dec-string-of-word0 (8::2 word) = ""11"" {proof)
lemma dec-string-of-word0 (—1::8 word) = 255" (proof)

lemma string-of-word-single-atoi:
n < 10 = string-of-word-single True n = [char-of (48 + unat n)]
(proof )

lemma bintrunc-pos-eq: x > 0 = take-bit n x = x +— x < 2"n for z :: int
(proof )

lemma string-of-word-base-ten-zeropad:

fixes w ::’a::len word

assumes lena: LENGTH('a) > 5

shows base = 10 = zero = 0 = string-of-word True base zero w = string-of-nat
(unat w)

(proof)
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lemma dec-string-of-word0:
dec-string-of-word0 (w8:: 8 word) = string-of-nat (unat w8)
dec-string-of-word0 (w16:: 16 word) = string-of-nat (unat wi6)
dec-string-of-word0 (w32:: 32 word) = string-of-nat (unat w32)
dec-string-of-word0 (w64:: 64 word) = string-of-nat (unat w64)
dec-string-of-word0 (w128:: 128 word) = string-of-nat (unat w128)
(proof)

Py

end

theory Lib-List-toString
imports Lib-Numbers-toString
begin

12 Printing Lists

fun intersperse :: 'a = 'a list list = 'a list where
intersperse - [| = || |

intersperse a [x] = x|
intersperse o (z#xs) = © Q a # intersperse a s

definition list-separated-toString :: string = (‘a = string) = 'a list = string
where
list-separated-toString sep toStr ls = concat (splice (map toStr ls) (replicate (length

Is — 1) sep))

A slightly more efficient code equation, which is actually not really faster
(in certain languages)

fun list-separated-toString-helper :: string = (‘a = string) = 'a list = string
where
list-separated-toString-helper sep toStr [| =
list-separated-toString-helper sep toStr [l = toStr 1 |
list-separated-toString-helper sep toStr (I1#1s) = (toStr 1)QsepQlist-separated-toString-helper
sep toStr ls
lemma list-separated-toString-helper: list-separated-toString = list-separated-toString-helper

(proof)

11 |

lemma list-separated-toString-intersperse:
intersperse sep (map f xs) = list-separated-toString [sep| f zs
(proof)

definition list-toString :: (‘a = string) = 'a list = string where
list-toString toStr ls = "["Q list-separated-toString "', ' toStr ls Q"]

lemma list-toString string-of-nat [1,2,3] = "'[1, 2, 3]" (proof)

end
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theory IP-Address-toString
imports IP-Address IPv4 IPv6

Lib- Word-toString

Lib-List-toString

HOL- Library.Code-Target-Nat
begin

13 Pretty Printing IP Addresses
13.1 Generic Pretty Printer

Generic function. Whenever possible, use IPv4 or IPv6 pretty printing!

definition ipaddr-generic-toString :: 'i::len word = string where
ipaddr-generic-toString ip =
"[IP address (" Q string-of-nat (LENGTH (7)) Q " bit): "’ Q dec-string-of-word0
i]) @D /q 11

lemma ipaddr-generic-toString (ipv4addr-of-dotdecimal (192,168,0,1)) = "'[IP
address (32 bit): 3232255521]" (proof)

13.2 IPv4 Pretty Printing

fun dotteddecimal-toString :: nat x nat X nat x nat = string where
dotteddecimal-toString (a,b,c,d) =
string-of-nat aQ".""Qstring-of-nat bQ".""Qstring-of-nat cQ’.""Qstring-of-nat d

definition ipvjaddr-toString :: ipvjaddr = string where
ipv4addr-toString ip = dotteddecimal-toString (dotdecimal-of-ipv4addr ip)

lemma ipvjaddr-toString (ipv4addr-of-dotdecimal (192, 168, 0, 1)) = "'192.168.0.1"
(proof)

Correctness Theorems:

thm dotdecimal-of-ipv4addr-ipvjaddr-of-dotdecimal
ipv4addr-of-dotdecimal-dotdecimal-of-ipv4addr

13.3 IPv6 Pretty Printing

definition ipv6addr-toString :: ipvbaddr = string where
ipv6addr-toString ip = (
let partslist = ipvG-preferred-to-compressed (int-to-ipvGpreferred ip);
— add empty lists to the beginning and end if omission occurs at start/end
— to join over : properly
fiz-start = (Aps. case ps of None#- = None#ps | - = ps);
fiz-end = (Aps. case rev ps of None#- = psQ[None] | - = ps)
in list-separated-toString "'
(Apt. case pt of None =
| Some w = hex-string-of-word0 w)

1nr
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((fix-end o fiz-start) partslist)

)

lemma ipv6addr-toString (ipv6preferred-to-int (IPv6AddrPreferred 0x2001 0xDB8
020 0x0 0x8 0800 0x200C 0x417A4))
= ""2001:db8::8:800:200c:417a"" {proof)

lemma ipv6addr-toString (ipv6preferred-to-int (IPv6AddrPreferred 0xFF01 0x0
00 0x0 0x0 0x0 0x0 0x0101)) =
"ff01::101"" {proof)

lemma ipv6addr-toString (ipv6preferred-to-int (IPv6AddrPreferred 0 0 0 0 0x8
02800 0z200C 0x417A)) =
"::8:800:200c:417a"" {proof)

lemma ipv6addr-toString (ipvGpreferred-to-int (IPv6AddrPreferred 0x2001 OxDB8
000000)) =
""2001:db8::"" {proof)

lemma ipv6baddr-toString (ipv6preferred-to-int (IPv6AddrPreferred 0xFF00 0 0
00000)) =

"00::"" {proof)

lemma ipv6addr-toString (ipv6preferred-to-int (IPv6AddrPreferred 0rtFE80 0 0
00000)) =
"fe80::" (proof)

lemma ipv6addr-toString (ipvbpreferred-to-int (IPv6AddrPreferred 0 0 0 0 0 0 0
0)) =

1.1 <

proof)

lemma ipv6addr-toString (ipvbpreferred-to-int (IPv6AddrPreferred 0 0 0 0 0 0 0
1) =
"::1"" (proof)

lemma ipv6addr-toString (ipv6preferred-to-int
(IPv6AddrPreferred 022001 0xdb8 0x0 0x0 0x0 0x0 0x0 0xl)) =
""2001:db8::1"" {proof)

lemma ipv6addr-toString (ipvGpreferred-to-int
(IPv6AddrPreferred 022001 0xdb8 0x0 0x0 0z0 0x0 0x2 0xl)) =
"2001:db8::2:1"" (proof )

lemma ipv6addr-toString (ipvGpreferred-to-int
(IPv6AddrPreferred 022001 0xdb8 0x0 0x1 0zl Ox1 Ox1 0x1)) =
"2001:db8:0:1:1:1:1:1"" (proof)

lemma ipv6addr-toString (ipvGpreferred-to-int
(IPv6AddrPreferred 022001 0z0 0x0 0x1 0z0 0z0 0x0 0x1)) =
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""2001:0:0:1::1"" (proof)

lemma ipv6addr-toString (ipvGpreferred-to-int
(IPv6AddrPreferred 022001 0xdb8 0x0 0x0 0x1 0x0 0x0 0xl)) =
"2001:db8::1:0:0:1" {proof)

lemma ipv6addr-toString maz-ipv6-addr = " [ f1F LG50 00 5 (proof)
lemma ipv6addr-toString (ipvGpreferred-to-int
(IPv6AddrPreferred Oxffff Oxffff Oxffff Oxffff Oxffff Oxffff Oxffff Ozffff)) =
"I S - S (proof )

Correctness Theorems:

thm ipv6-preferred-to-compressed
ipv6-preferred-to-compressed-RFC-4291-format
ipvb-unparsed-compressed-to-preferred-identity1
ipvb-unparsed-compressed-to-preferred-identity2
RFC-4291-format
ipvbpreferred-to-int-int-to-ipvbpreferred
int-to-ipvbpreferred-ipvbpreferred-to-int

end

theory Prefix-Match-toString

imports IP-Address-toString Prefix-Match
begin

definition prefiz-match-32-toString :: 32 prefiz-match = string where
prefiv-match-32-toString pfr = (case pfr of PrefitMatch p | = ipv4addr-toString

p @ (if | # 32 then "'/" Q string-of-nat [ else []))

definition prefiz-match-128-toString :: 128 prefiz-match = string where
prefiz-match-128-toString pfr = (case pfx of PrefitMatch p | = ipv6addr-toString

p @ (if | # 128 then /" @ string-of-nat 1 else []))

end
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